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< . .
“_‘.‘ Motivation
I
A Traditional disk forensics training well-established
E Universities, training firms, and online courses

E Laboratory exercises typically disk image analysis
E Often tool-specific or certification-oriented

Ve

ALive (Arapido) forensics t
E Harder to set up live exercises
E SANS, CERT have some capabilities

Ve

A Constructivist learning theory [
EfiHanodnsdO | earning b
E Realistic environment

E Personalized training experience
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f‘_‘. ‘ Approach
|

A Requirements

E
E

Live, Afree playo exerci
Realism: systems, attacks, tools

S es

(not

E Automated monitoring & evaluation (reduce instructor workload)

E

High availability (access anytime, anywhere)

A Complications

E
E

Simulators lack full fidelity and realism

Real systems
A Support arbitrarily rich scenarios
A But lack the control and observability of simulators
A Make automation a challenge

A Our approach: Virtual Machines (VMs)
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E
E
E
E

VMs are essentially real systems
Provide full fidelity

Simplify control

Improve observability
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‘J‘_‘.‘ Cyber Defense Trainer (CYDEST)
|

v

A Training platform for tactical-level exercises
E Network security
E Static or live forensics

ATarget audience Ain the
E First responders
E Network administrators

~

E Forensic investigators

A Features
E Web accessible
E Full fidelity & realism (not a simulator)

E Automation
A Dynamic attacks
A Performance assessment
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f‘_‘.‘ CYDEST architecture
|
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f‘_‘. ‘ CYDEST Instance
I
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