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Scenario

A MIAT is a Mobile ForensicTool designedto acquire Symbian (and Windows
Mobile) smartphonesinternal memory data without cables,directly from the
internal memoryslot;

A Overwhelmingeffort for forensicoperators, due to o (i 2 gf@réprietary plugs
to be usedin crime scene

A NISTstatesthat dTo acquiredata from a phone,a connectionmust be establishedto
the devicefrom the forensicworkstationX &

A But most deviceshave proprietary protocols to gain internal memory access
(like DBUSor Nokia), while commonprotocols( like OBEX are insufficient;

A While mobile devicespopularity increasesthe capability to perform forensic
analysis is still limited. Furthermore, most of the forensic tools (all) are
proprietary.

A Currentlythe low-level forensicimagingof internal memory is one of the most
important challengesdue to lack of standardsto get memoryaccess

A  Opensourceacquisition
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Preliminaries: the requirement

A GSM Mobile Device and Associated Media Tool Specification
Lines 108113, NIST (1 feb 08)

A The central requirement for a sound forensic examination of
digital evidence is that the original evidence must not be
modified (i.e., the examination or capture of digital data from
a mobile device and associated media must be performed
without altering the device or media content). In the event
that data acquisition is not possible using current technology
to access information without configuration changes to the
device (e.g., loading a drivet)e changes must be
documented and minimal (i.e., file size) to accomplish the
required task
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*OS Preliminaries: Daubert test

A Testing:Can and has the procedure been
tested?

A Error Ratels there a known error rate of the
orocedure?

A Publicatiort Has the procedure been
published and subject to peer review?

A Acceptancels the procedure generally
accepted in the relevant scientific community?

*B.Carrier: Open Source Digital Forensics Tools: The Legal Argt
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Stateof the Art

A Currentlyboth FreeOpenSource( e.g. TULRG) and COTS e.g. ParabenDeviceSeizure)
tools exist;

A Currentlyused tools establisha connectionwith mobile device

Connection

Mobile Device

Forensic Workstation

A Forensicexamination of flash memory can be found in (JTAG)Breeuwsma,M., de Jongh,
M. Klaver,C van der Knijff, R and Roeloffs,M., (2007) & C 2 NI®gtaRecOveryfrom Flash
a S Y 2 Nftg:Avww .ssddfiorg/papers/SSDDFJ V1 Breeuwsma_et_abdf))

A ParabenCorporationreleasedthe CSktick (currently, only for Motorola and Samsung)
A Ourideaisto usethe OSasthe only intermediary, phisicallyaccessedia the memoryslot.
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The New ldea

A The main issues of classic acquisition are:

A Largely unviable in practice, due to a plethora of proprietary cables and (not)
standard wireless connectivity, as IRdA and Bluetooth;

Low parallelism due to single license usage (Cost related);

Reduced coverage of internal memory file system due to remote connection;
Low compatibility due to different communication protocol;

Tecnical skills required for the forensic operators;

> > >

A A good mobile forensic acquisition methodology (our vision):
A Must examines SIM card, removable memory card antkrnal memory;
A Should improve parallelism (at a reasonable cost) in device memory acquisition;

A Should not require the forensic operator (during the acquisition phase) to be a
mobile hw/sw expert, without overwhelming him by multiple on@n-one tools
for every single mobile device

A Should use Open Source acquisition tools;

¥

A MIAT represents a new (Open Source) acquisition forensic tool which acquires
LOGICALLY the internal memory data without cables, improving the parallelism, via
internal memory slot (mini SD, MMC).
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The MIAT Idea

A Inorderto avoidthe remote connection thetool shouldexecuteat mobile deviceside
andimagingthe internal memoryinto a removableone;

Evolvean

Classic remote acquisition "
MIAT acquisition

A How?
1. Java application: fully portable but less powerful
OR
2. Application using OS APIs: less portable but closer to OS

JVM
OS
HW
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