A RAMEWORRORATTACKPATTERNS ISBOVERY
IN HONEYNEDATA

7ZDFRWS

August 13, 2008

Olivier Thonnard Marc Dacier
Royal Military Academy Symantec Research Labs
Polytechnic Faculty Sophia Antipolis
Belgium France
olivierthonnard@rma.ac.be marc_dacier@symantec.com

m ACI Sécurite ,_:_; 1w ]
O Infor matique » ”

WOMBAT

EURE(

ﬂ

oM



1.

2.

Outline

Introduction
A Problem and research context

Honeynetbased network forensics
A Attack patterns discovery
Proposed solution

Experiments

A Honeynet time series analysis
A Results of the cligubased clustering

Conclusions and Future Work



1. Introduction

The problem
Research context



The problem

A Improveour understanding®f certain network
threatsobservedon the Internet
A Getinsightsinto globalattackphenomena
A Learnmore about themodusoperandi

A Toachievethis, we seekto analyzelnternet threats
at a globalstrategiclevel

A Enablea «NetworkSituationalAwareness> (Yegneswaran
Barford Paxsoh Yy | h¢b9¢{ Qnpodo



Our approach

1. We want todiscover attack patternsfom large real
world attack datasets:
A Groups of attack traces sharing important similarities
A No rigid, predefined attack signatures
A Not so helpful with polymorphic andday attacks
2. We seek to systematicaltyraw knowledgdrom
those attack patterns



Research Context _Z
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A The WOMBAT Project
A Worldwide Observatory ofMaliciousBehaviors andittack Threats
A EUFPT- http://www.wombat-project.eu
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WOMBAT

A Objectives of WOMBAT

A Aims at providing new means to understand the existing
and emerging threats that are targeting the Internet
economy and the net citizens

A To reach this goal: three main workpackages
1. Data acquisition and sharing of security related datasets
2.Data enrichment with threat context information

— 3.Threats analysispot causddentification and
understanding of attack phenomena under scrutiny

— The focus of this work



2. Honeynebased forensics

Leurre.com honeynet
Attack patterns



Leurre.com Honeynet

A Global distributed honeynetitp://www.leurrecom.org)
A +50sensors distributed in more tha@D countries worldwide

A Same configuration for all sensors

A 3low-interaction honeypots based dmneyd
A 2x WireK andl x RedHat.3

A The collected traffic is:

A Enriched with contextual information (Geo, reveid3dlS, etc)
A Parsed and uploaded into an Oracle DB

A All partners have full access (for free) to the whole DB



Honeynetbased forensics

A Analyze honeynet traces by means of data mining
techniques, In two different steps:
1. Raw packet#, Attack clusters (&ngerprints»)
2. Attack clustergh discovery ofattack patterns

A Discover
Attack patterns

packets  Attack clusters Cliques



Step 1: Attack clusters

A Someleurre.condefinitions

A Asource= an IP address that targetdhianeypotplatform
on a given day, with a certain port sequence.

A 9QOSNE &2dz2NDOS ridackl(clustedi 60dziaSH
on its network characterlstléé;

average packet IAT, and
attack payloadl{evenshteii

A targeted port sequence,

A #packets, Attack tool

A #bytes, C

A attack duration, Fingerprint(s)
A

A

(*) F. Pouget, M. Dacier, Honeypot- Based Forensics . AUsCERT Asia
Pacific Information technology Security Conference 2004.



