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Introduction

ÂFile Carving: recovery without file system 

meta-data.

ÃRecovery based on file structure/content

ÃGreat for sequentially stored data

ÃProblems with fragmented data
Header Header Header Header

Disk Blocks

Fragmented

Sequentially stored
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Data Recovery

ÂData Recovery 

attempts to recover 

data from a digital 

device.

ÂUsed in:

ÃDisaster Recovery

ÃDigital Forensics

ÃE-Discovery
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File Systems

Â Files are typically stored in file systems (FS)

ÃWindows

Â FAT 12/16/32 

Â NTFS

ÃMac

Â HFS

Â HFS+

Â FS typically store data in clusters or blocks.
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File Allocation in FAT Example
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File Deletion in FAT Example
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Traditional Recovery

ÂUse File System Information to recover ñdeletedò 

files

ÃMost File Systems do not actually delete the files.

Â Thank god, this keeps us in business and research!

ÃSimply removes link to file in the file table.

ÂSets blocks to ñfree/availableò

ÃRecovery occurs by going to starting cluster of 

deleted file, checking that subsequent clusters are 

unallocated and then recovering.
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File System Problems

Â Reasons why a FS should not be trusted

ÃCorruption

ÃMissing File Information

Ã Intentionally Modified

ÃUnknown

Â So how do we recover data without using FS 
information?

ÃFile Carving!
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File Carving (contôd)

Â Traditional File Carving:

ÃRecover From Known Header to Footer:

ÂJpeg: ñFFD8ò header and ñFFD9ò footer

ÃRecover From Known Header based on Size:

Â24-bit BMP: ñBMò header followed by size

ÂCarving occurs sequentially from the header 

ÂMost file carvers can not handle fragmented files
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External Fragmentation
Â Fragmentation occurs when a file is not stored in 

sequential blocks. 
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How Important Is Fragmentation?

ÂFrom Simson Garfinkelôs 350 disk corpus

ÃAverage fragmentation was 6%

ÃForensically important files had higher fragmentation 

rates:

Â Jpegs: 16%

Â PST: 58%

Â DOC: 17%

ÂMajority of fragments are bi-fragmented (two 

fragments) (40%)
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Causes of Fragmentation

ÂDisk gets full after multiple additions and 
deletions

Â Appending of data

Â File System forces fragmentation

ÂWear-Leveling in SSDs
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Traditional File Carving on 

Fragmented Data 

Â Case 1: Data between 

two fragments
HTML data

Â Case 2: Data incorrectly 

decoded and missing blocks

Â Case 3: Data correctly 

decoded but wrong blocks


