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" A
Introduction

A File Carving: recovery without file system
meta-data.
Recovery based on file structure/content
Great for sequentially stored data
Problems with fragmented data

Header Header Header Header
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Data Recovery

A Data Recovery
attempts to recover
data from a digital
device.

A Used In:

Disaster Recovery
Digital Forensics
E-Discovery
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File Systems

A Files are typically stored Iin file systems (FS)

Windows
A FAT 12/16/32
A NTFS

Mac
A HFS
A HFS+

A FS typically store data in clusters or blocks.
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File Allocation in FAT Example

File System Structures

Root Table Entry FAT
File name  Starting Block Block Next

Recovery.jpg 300 Index Block Disk Data Block Area

Hello.txt 303 - 299 | Free
> 300 | 301 Free Hello.txt

301 | 302
302 | 305
= 303 | 304 |

304 | EOF l
305 | 306
306 | EOF

299 300 301 302 303 304 305 306

Recovery.jpg
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File Deletion iIn FAT Example

File System Structures

Root Table Entry

FAT

File name

Starting Block

?ecovery.jpg

300

Hello.txt

303 n

Block Next
Index Block

299

Free

300

Free

301

Free

302

Free

» 303

304

304

EOF

305

Free

306

Free
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Disk Data Block Area

Free Hello.txt Free

299 300 301 302 303 304 305 306

Contents of Recovery.jpg
have not been deleted
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Traditional Recovery

AUse File System |I nfor mat

Most File Systems do not actually delete the files.
A Thank god, this keeps us in business and research!

Simply removes link to file in the file table.
ASets blocks to nfree/ avail abl e
Recovery occurs by going to starting cluster of

deleted file, checking that subsequent clusters are
unallocated and then recovering.
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File System Problems

A Reasons why a FS should not be trusted
Corruption

Missing File Information

Intentionally Modified
Unknown

A So how do we recover data without using FS
iInformation?

File Carving!
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" J
Fil e Carving (cc

A Traditional File Carving:
Recover From Known Header to Footer:
AJpeg: NFFD80 header a
Recover From Known Header based on Size:
A24-b 1 t BMP: ANBMO header

A Carving occurs sequentially from the header

A Most file carvers can not handle fragmented files

N I U. )
POLYTECHNIC INSTITUTE OF NYL

SmartCarvingE



"
External Fragmentation

A Fragmentation occurs when a file is not stored in
sequential blocks.

Header Fragmentation Point Footer

\ J
— \'%
Base-fragment Blocks End Fragment
(1/2) (2/2)
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How Important Is Fragmentation?

AFrom Simson Garfi nkel 6s
Average fragmentation was 6%

Forensically important files had higher fragmentation
rates:

A Jpegs: 16%

A PST: 58%

A DOC: 17%

A Majority of fragments are bi-fragmented (two
fragments) (40%)
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Causes of Fragmentation

A Disk gets full after multiple additions and
deletions

A Appending of data
A File System forces fragmentation

A Wear-Leveling in SSDs
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Traditional File Carving on
Fragmented Data

A Case 1: Data between

HTML data
two fragments

A Case 2: Data incorrectly
decoded and missing blocks

A Case 3: Data correctly
decoded but wrong blocks

NYU:DO

POLYTECHNIC INSTITUTE OF NYL

SmartCarvingE



