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Forensi cs

0 3 Pleces of evidence

A
A
A

pcap network capture
_iInux RAM dump

~lles from a user home directory

0 Object
A Find user activity
A Anything suspicious
A Collaboration?

o Live forensics

Chal



The Problem

RAM has info on
running processes,
loaded modules, and
live network
connections.

Disk has: filesystem,
Network capture

has data in
packets; part of
logical network
connection.

files, and MAC times

Plethora of tool exist for
each types of data from
each source

But, the objects of interest (users, processes, network connections) are described

i n part by each. | nvestigator must Acon

| am far too to do this manually!




Solution

o FACE: Forensic Automated Correlation Engine
A Correlate data for object across sources
AAut omat e s ome omfnetchhd ndagdo t
A Penguin Power!

0 Good: Have disk and network stuff

AWi reshar k é
A Sleuthkit, Scalpel (shameless plug: new version soon!)

o Bad: linux RAM tools?

A Idetect for 2.4
A Crash and gdb




Introducing: ramparser

o Overview
ALinux 2.6, x86 (caveat later)
AC
A Processes
A Loaded modules
A Network connections
A More!




Processes

o The Plan
A Phase 1: Findtask structf or o0i ni t 6
A Phase 2: ?
A Phase 3: Profit!

0 task_ struct: the mother load
A System.map (nit_task)
A Carving

A Caveat: task_struct representation
INGCINERES )
A .config
distro patches



