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Forensics Challenge ô08

o 3 Pieces of evidence
Åpcap network capture

ÅLinux RAM dump

ÅFiles from a user home directory

o Object
ÅFind user activity

ÅAnything suspicious

ÅCollaboration?

o Live forensics



The Problem

Disk has: filesystem,

files, and MAC times

RAM has info on 

running processes, 

loaded modules, and 

live network 

connections.

Network capture 

has data in 

packets; part of 

logical network 

connection.

But, the objects of interest (users, processes, network connections) are described 

in part by each. Investigator must ñconnect the dots.ò

Plethora of tool exist for 

each types of data from 

each source.

I am far too lazy to do this manually!



Solution

o FACE: Forensic Automated Correlation Engine
ÅCorrelate data for object across sources
ÅAutomate some of the òdot-connectingó
ÅPenguin Power!

o Good: Have disk and network stuff
ÅWireshark é
ÅSleuthkit, Scalpel (shameless plug: new version soon!)

o Bad: linux RAM tools?
ÅIdetect for 2.4
ÅCrash and gdb
Å???



Introducing: ramparser

o Overview

ÅLinux 2.6, x86 (caveat later)

ÅC

ÅProcesses

ÅLoaded modules

ÅNetwork connections

ÅMore!

ÅFocus of this talk



Processes

o The Plan
ÅPhase 1: Find task_struct for òinitó

ÅPhase 2: ?

ÅPhase 3: Profit! 

o task_struct: the mother load
ÅSystem.map (init_task )

ÅCarving

ÅCaveat: task_struct representation
ĀKernel version

Ā.config

ĀCRAZY distro patches


