Studying the structure and organisation of illicit
drugs trafficking on Darknet markets through the
analysis of digital, chemical and physical traces.
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Aims of this study

An exploratory research

Highlighting the purchase process of an lllicit drug market on the Darknet
Describing physical and chemical characteristics of ordered illicit drugs

Analysing digital data to highlight the activity of a cryptomarket

Do o Do I

Exploring the relation between a cryptomarket and the conventional illicit
drug market
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Data on Evolution

Example of a webpage

Evolution &

Active Filters

Categories

Drugs
Benzos
Cannabis
Dissociatives
Ecstasy
Opicids
Prescription
Psychedelics
Steroids
Stimulans
Tobacco
Weight Loss
Other

Fraud Related

Guides & Tutorials

Clear

217

2513

1199

1382

2262

122

214

2706

Drugs

Drugs

© Filter

j Search for ...

Popularity - This month

FAVORITE

1g DUTCH MDMA 84% PURE

Stonelsland ( 100.0% )
A FE

BTC 0.0645

Buy It Now

FAVORITE

1 X LSD Blotter - 110 pg (Sample)

LucyandMolly { 87.7% )
4 @

1oz (28g) "A+" Grade - Northern Lights - Service en
Francais disponible

TopShelf420 ( 99.8% )
< @

BTC 0.0079

BTC 0.4117

Buy It Now

Buy It Now
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volution & All j Search for ... Q Go

Data on Evolution

Home / Drugs / Ecstasy / MDMA / 1g DUTCH MDMA 84% PURE
Example Of N Webpage 1g DUTCH MDMA 84% PURE
By Stonelsiand ( 100.0% )

| B7C 0.0845 |
In stock. Qty: 1 j
Postage on
ot J Buy It Now
Escrow Mo, this listing requires FE. F . Question
Class Physical

Ships From United Kingdam

Details Feedback Return Policy

Description
This lisiting is for 1gram of Dutch MDMA,

Bmells amazing , beautifully washed product from Holland.

This MDMA is 84% pure the highest possible purity of MDMA , NO BULLSHIT!!

We are daoing this cheap at £15 a gram the cheapast in the UK , however for this to work F/E is required.
If you want more then one gram just slate it in the quantity section.

Please remember to be online at 3pm to finalize your order once it is marked as shipped if it is not finalized it wont be sent.

Ships To
United Kingdom
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Data on Evolution

Example of a webpage

!DOCTYPE html> <html class="no-3js">

Bvolution A ;I Bearch for Q Go l<head> <meta charset="y{f-8"> <meta http-equiv="X-UA-Compatible" content="IE=edg
<title> Evolution :: Listing :: lg DUTCH MDMA B84% PURE </title>
LD ey Ry O DRI O (IR TR RSO L3 <meta name="description" content=""> <meta name="yiewport" content="width=dey
19 DUTCH MDMA 84% PURE <1%nk relf"m icon" href="http://k5zqgd7j6éwd3wdvig.onion favicon.:i.co") B i B B B
<link media="all" type="text/gss" rel="stylesheet" href="http://k52q47]j6wd3w
By Stonelsiand (100.0% ) (ETEELR) <link media="all" type='"text/gss" rel="stylesheet" href="http://k5zqd776wd3u ]
<link media="all" type="text/gss" rel="stylesheet" href="http://k52q47]j6wd3wd . . -
BTC 0.0643 <link media="all" type="text/gss" rel="stylesheet" href="http://k5zq47j6wd3w

In stock | j \</head>
Postage Option
Buy It Noj -

j M haoodar o =lhaad navbar-fixed-top"> <div class="pavbar navbar-user"

h3>1g DUTCH MDMA 84% PURE</h3>
Escrow No. this listing requires FE. Favorite Question /<d1v Class—"seller-info text-muted">Seller: <a href="http://k5zq47j6wd3wdvig.oni
Physical <h4 class="text-info" style="font-weight™Npold; margin-bottom: 20px;">BTC 0.0449

Class

Ships From United Kingdom

<form method="POST" action="http://k5zqg47jéwd3wd .onion/order/25541" accept-ch

1R EN o intion b3 i 1 =1 =l fosummarr!
<h3>1g DUTCH MDMA 84% PURE</h3>|.
NO BULLSHIT
Description the UK ,
This lisiting is for 1gram of Dutch MDMA. however for this to work F/E is required.<br />

<br />If you want more then one gram just state it in the quantity section.<b
S e bt soasible oy of MDVA. NO BULLSHITI <br />Please remember to be online at 4pm to finalize your order once
" 15 84% purs the highest possiole purity ! - it is marked as shipped if it is not finalized it wont be sent.</p></dijy

8mells amazing , beautifully washed product from Holland.

We are dnmg this cheap at £15 agram the cheapest in the UK , however for this to work FIE is required.
<h3>ships To</h3> <p>United Kingdom</p> </div> «div class="col-md-3"> <«div cl

<h3 style="margin-bottom:10px;">Buyer Info</h3> <p style="font-size: 13px;">Your
Please remember to be online at 3pm to finalize your order once it is marked as shipped if itis not finalized it wont be sent. <h3 style="margin-bottom:10px;">Finalize Early</h3> <p class="text-danger"><str
<h3 style="margin-bottom:10px;">Ships From</h3> <p>United Kingdom</p> </div> <dis

If you want more then one gram just state it in the quantity section.

Ships To
United Kingdom

Display in the browser Page source code
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Data analysis
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Data analysis

(10 most frequent origins)

1. United States 11996 (24.9%)
2. Worldwide 7939 (16.5%)
3. UnitedKingdom 5972 (12.4%)
4. Netherlands 4767 (9.9%)
5. Germany 4579 (9.5%)
6. Australia 3047 (6.3%)
7. Canada 2092 (4.3%)
8. Sweden 1410 (3.0%)
9. China 1142 (2.7%)
10. France 949 (2.0%)
e é
19. Switzerland 205 (0.4%)

Online illicit drug market |

UNIL | Université de Lausanne

W*Ecole des sciences criminelles

DERWS EU 2016




