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. U\ G HUawW Vthe areal density has been increasing at
40% per year and is nowhere near fundamental limits.

Roussev, Quates and Martell [2] - acquisition of a fast
3 TB hard disk - over 11 hours.

11 hours
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Triage - a fast initial scan by sampling a digital device,
conducted perhaps under severe time and resource
constraints, to prioritise the device for possible further
detailed investigation

t Be 99.9% accurate

T Give results in a reasonable time

T Execute on low specification legacy
equipment.
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Sampling £not scanning

Clusters not files

Files - Access slow
Relies on file system metadata so
no deleted files, partitions or unallocated space

Clusters + Sample clusters from the whole address
space of the disk. Sorted in order thus allowing a
sequential pass over the disk.
File system agnostic

RAM based reference data set
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([LVWLQJ M7ULDJIJHY 6ROXWLRQV

Kludge4

triage-ir

sase| P
| Portable wqi

Internet history, the registry, file metadata, recently used files,
LPDJH ILOHV««ILOH KDVKLQJ DQG ORRNXS
Disk imaging!

SIUHHLQJ IRUHQVLF DQDO\WWYV IURP WKH UR
IRUHQVLF HYLGHQHA3¥ &DVH\ HW DO
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Using sdhash similarity digests rather than simple hashing,

(Roussev et al. [4])

S6LPLODULW\ GLIHVWY FRXOG RQO\ EH XVHG L(
PDQQHU H J XVLQJ D UHIHUHQFH GDWDEDVH

bulk extractor

Uses optimised database hashdb zspecifically designed for the
purpose.
Can do random sampling.



Reference Data Set (Contraband)

Police Scotland Child Pornography Image Database

T 5.1 million images Category 1 (the most serious)
T 1 million images Categories 2 to 5

Average image size 100 KiB =>25 1 4 KiB clusters
6 million T 25 cluster hashes = 150 million hashes
MDS5 hash - 128 bits = 16 bytes

150 million 1 16 bytes = 2.4 GB !!!!
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Bloom Filters

1. Abit array
2. A set of hash functions

Bit Number
7 9 10 11 12 13 14 15

OOOOOOOOOOO00O00OO

h,(), hy(), h5(): <any input> A > K« « @

h, p-XSLWHUM-XSLWHUTu-XSLWHUY

Bit Number
5 6 7 & 11 12 13 14 15

olele! l000 000 | le0e

h, HOHQXVY , HOHRXV T, HOHAXV T

Bit Number
8 9 10 11 12 13 14 15

OO00000000000000
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BItNumhcr
8 9 10 11 12 13 14 15

OO00000000000000

Lookup -
h, pn6DWXUQIMU6DWKUQ p6DWKXUQY

h, HODUVY , pODKUV Y ; HODKI VTV

Values important to the design of our Bloom filter:

m = the number of bits in the array which represents the Bloom filter.
Initially all bits are set to 0

n = the number of elements added to the filter

k = the number of independent hash functions h,, h, « , uUsed

p = the probability of a false positive

Since m = 2% note that 4 bits are required for each hash
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ba b
LL XB=HOKOEP BRA A F) (Mitzenmacher and Vadhan [5])

I"HS%& ($)¥)+%68&, (-"-)#)*) %$&.(,&+" /) 01&+"H#2%$&(.&38."04&586023-%,&%60%,) % $&) 0&. Bt*%6, &7 8&89¢

Filter size (MiB)

K 512 60C 70C 80C 90C 1024
4 0.00083414 0.00046640 0.00026315 0.00015948 0.00010218 0.00006253
6 0.00020978 0.00009111 0.00003986 0.00001927 0.00001007 0.00000491
8 0.00008753 0.00003024 0.00001047 0.00000410 0.00000176 0.00000069
10 0.00005113 0.00001437 0.00000401 0.00000129 0.00000046 0.00000014
12 0.00003789 0.00000885 0.00000203 0.00000054 0.00000016 0.00000004
14 0.00003343 0.00000662 0.00000127 0.00000028 0.00000007 0.00000001
16 0.00003360 0.00000576 0.00000094 0.00000018 0.00000004 0.00000000




1 GiB array = 230 bytes = 233 bits
So 33 bit hashes are required

SHA-384 algorithm generates a 384 bit hash
:H pVOLF H3R&bit fhdependent hashes
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SHA-384, 384 bits
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Calculating sample size:

Disk size n clusters
Target size t clusters
Sample size  k clusters
SUREDELOLW\ RI D uKLWY S

Sampling k items from n with no
replacement +The Urn Problem -
Hypergeometric Distribution




Disk Size (GB)

Disk Size (GB)
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Target size 4 MiB — Probability of at least one target cluster in sample
Sample Size

10000C20000€30000C€40000C50000C€60000C 70000C80000C 900000 1000000
120 09 100 1.00 100 100 1.00 1.00 1.00 1.00 1.00
250 0.79 09 099 100 1.00 1.00 1.00 1.00 1.00 1.00
320 0.72 091 097 099 100 100 1.00 1.00 1.00 1.00
500 054 0./9 090 096 098 099 1.00 1.00 1.00 1.00
1000 032 054 069 0.79 086 090 094 096 0.9/ 0.98

Target size 20 MiB — Probability of at least one target cluster in sample
Sample Size

10000€20000€30000C40000C50000C60000C70000C80000C 900000 1000000
120 100 100 100 100 1.00 100 100 100 1.00 1.00
250 100 100 100 100 100 1.00 1.00 100 1.00 1.00
320 100 100 100 100 100 1.00 1.00 1.00 1.00 1.00
500 098 100 100 100 100 100 1.00 1.00 1.00 1.00
1000 086 098 100 1.00 100 100 100 1.00 1.00 1.00
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Home Games Numbers Lists & More Drawings Web Tools Statistics

2
o (\ Do you own an i0S or Android device? Check out our app!
\\\\0
) '\\\G( What's this fuss about true randomness?

Perhaps you have wondered how predictable machines like computers can generate randomness. Ir
reality, most random numbers used in computer programs are pseudo-randoim, which means they a
generated in a predictable fashion using a mathematical fermula. This is fine for many purposes, bul

1 million original random clusters zall reported
present

Test

s Lists & More s Web Tools Statistics

KANDOM. ORG

Do you own an 105 or Android device? Check out our app!

What's this fuss about true randomness?

Perhaps you have wondered how predictable machines like computers can generate randomness. Ir
reality, most random numbers used in computer programs are pseudo-random, which means they a

1 O 0 M B rea I i m ag es generated in a predictable fashien using a mathematical fermula. This is fine for many purposes, but
added to filter

1 million fresh random clusters *1 false positive
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Testing

4 MB of random images
from real image set
added to each test drive

Sampled for contraband
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Core i3 Desktop PC Sampling Accuracy and Speed

False Time

Disk and Size Target Size Samples Hits Positives MiN:sec
250 GB SSD 4 MB 416700 31 0 00:42
250 GB SS8D 20 MB 79700 7 0 00:07
250 GB USB HDD 4 MB 416700 7 0 35:02
250 GB USB HDD 20 MB 79700 4 0 08:31
1 TB HDD 4 MB 1666600 6 1 108:54
1 TB HDD 20 MB 318900 8 2 27:42

Intel Atom Netbook Sampling Accuracy and Speed

False Time

Disk and Size Target Size Samples Hits Positives min:sec
250 GB SSD 4 MB 416700 8 0 09:33
250 GB SSD 20 MB 79700 12 0 01:54
250 GB USB HDD 4 MB 416700 5 0 44:34
250 GB USB HDD 20 MB 79700 7 0 11:04
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Triage =
a fast initial scan by sampling a digital device 9

T Be 99.9% accurate 9
¥ Give results in a reasonable time 9
T Execute on low specification legacy equipment 9

However -
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We have used random data for initial testing which eliminated
false positives due to non-distinct blocks.

Real data will have non-distinct blocks (Young et al. [6]).
Initial testing shows possibly 1% of blocks could be common.
This problem is currently being addressed by Garfinkel et al..

In the mean time we read two blocks for every sample.
If a hit xprocess block 2.
If both hits tLWYV D KLW RWKHUZLVH IDOVH SRVL

Sector alignment had not proved a problem. Some researchers
have read two disk clusters at a time then do 8 filter lookups
instead of one *one for each sector offset.

We have successfully used wmic.exe
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Thankyou.
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