
DIGITAL FORENSIC RESEARCH CONFERENCE

How To Search Extracted Data

By

Javier Collado

Presented At

The Digital Forensic Research Conference

DFRWS 2015 EU Dublin, Ireland (Mar 23rd- 26th)

DFRWS is dedicated to the sharing of knowledge and ideas about digital forensics research. Ever since it organized 

the first open workshop devoted to digital forensics in 2001, DFRWS continues to bring academics and practitioners

together in an informal environment. As a non-profit, volunteer organization, DFRWS sponsors technical working 

groups, annual conferences and challenges to help drive the direction of research and development.

http:/dfrws.org



+RZ�WR�VHDUFK�H[WUDFWHG�GDWD

k�&RS\ULJKW������1RZ6HFXUH��,QF�

-DYLHU�&ROODGR



Ɣ ,WèV�KDUG�WR�GHFRGH�GDWD�IRU�HDFK�DSSOLFDWLRQ�ZLWK�OLPLWHG�UHVRXUFHV

ż 7KHUH�DUH�D�ORW�RI�DSSOLFDWLRQV

ż (DFK�DSSOLFDWLRQ�YHUVLRQ�PLJKW�FKDQJH�

Ŷ IRUPDW��ILOH�W\SH��GDWDEDVH�VFKHPD�

Ŷ FRQWHQW��QHZ�DQG�LQWHUHVWLQJ�GDWD�

Ɣ 0DQ\�DSSOLFDWLRQV�VWRUH�GDWD�LQ�64/LWH�GDWDEDVHV

'DWD�H[WUDFWLRQ�LQ�PRELOH�GHYLFHV

k�&RS\ULJKW������1RZ6HFXUH��,QF�



Ɣ /LEUDULHV

ż /RZ�OHYHO�LQWHUIDFH

ż ([DPSOHV��OXFHQH��[DSLDQ��ZKRRVK

Ɣ 6HUYHUV

ż +LJK�OHYHO�LQWHUIDFH

ż ([DPSOHV��VROU��HODVWLFVHDUFK��VSKLQ[

,QGH[�DQG�VHDUFK

k�&RS\ULJKW������1RZ6HFXUH��,QF�



Ɣ 9HU\�IOH[LEOH�DQG�SHUPLVVLYH��HDFK�YDOXH�KDV�LWV�RZQ�W\SH

Ɣ 6WRUDJH�FODVV��JURXS�RI�UHODWHG�GDWDW\SHV��GLIIHUHQW�OHQJWKV��HQFRGLQJV��ð�

Ɣ 7\SH�DIILQLW\��SUHIHUUHG�VWRUDJH�FODVV�IRU�D�FROXPQ�EDVHG�RQ�FROXPQ�W\SH

Ɣ 1RW�DOO�WKH�FRQWHQW�VKRXOG�EH�LQGH[HG�

ż VTOLWHBPDVWHU��VTOLWHBVHTXHQFH

ż )76�WDEOHV

ż %/2%V

64/LWH

k�&RS\ULJKW������1RZ6HFXUH��,QF�



VTOLWH!�&5($7(�7$%/(�QDPHV��LG�,17(*(5��QDPH�7(;7��

VTOLWH!�,16(57�,172�QDPHV�9$/8(6������$OLFH���

VTOLWH!�,16(57�,172�QDPHV�9$/8(6���%RE������

VTOLWH!�6(/(&7�W\SHRI�LG���LG��W\SHRI�QDPH���QDPH�)520�QDPHV�

LQWHJHU_�_WH[W_$OLFH

WH[W_%RE_WH[W_�

VTOLWH!

64/LWH

k�&RS\ULJKW������1RZ6HFXUH��,QF�



VTOLWH!�&5($7(�7$%/(�QDPHV��LG�,17(*(5�QDPH�7(;7��

VTOLWH!��VFKHPD�QDPHV

&5($7(�7$%/(�QDPHV��LG�,17(*(5�QDPH�7(;7��

VTOLWH!�,16(57�,172�QDPHV�9$/8(6������$OLFH���

(UURU��WDEOH�QDPHV�KDV���FROXPQV�EXW���YDOXHV�ZHUH�VXSSOLHG

64/LWH

k�&RS\ULJKW������1RZ6HFXUH��,QF�



Ɣ 6HDUFK�VHUYHU

Ɣ 'RFXPHQW�RULHQWHG��MVRQ�

Ɣ 5(67IXO�$3,

Ɣ 6FKHPD��PDSSLQJ��QRW�UHTXLUHG��EXW�QHHGHG�WR�DYRLG�HUURUV�GXH�WR�64/LWH�IOH[LELOLW\

(ODVWLF6HDUFK

k�&RS\ULJKW������1RZ6HFXUH��,QF�



��FXUO��;3267�
KWWS���ORFDOKRVW������GIUZV�QDPHV
��G�
^LG�����QDPH���$OLFH�`


^�BLQGH[���GIUZV���BW\SH���QDPHV���BLG���$8[1H4���1VN��7\RG�:���BYHUVLRQ�����FUHDWHG��WUXH`

��FXUO��;3267�
KWWS���ORFDOKRVW������GIUZV�QDPHV
��G�
^LG���%RE���QDPH���`


^�HUURU���0DSSHU3DUVLQJ([FHSWLRQ>IDLOHG�WR�SDUVH�>LG@@��QHVWHG��1XPEHU)RUPDW([FHSWLRQ>)RU�LQSXW�VWULQJ��?�

%RE?�@�����VWDWXV�����`

��FXUO��;*(7�
KWWS���ORFDOKRVW������GIUZV�BPDSSLQJ�QDPHV


^�GIUZV��^�PDSSLQJV��^�QDPHV��^�SURSHUWLHV��^�LG��^�W\SH���ORQJ�`��QDPH��^�W\SH���VWULQJ�``````

(ODVWLF6HDUFK

k�&RS\ULJKW������1RZ6HFXUH��,QF�



��FXUO��;3267�
KWWS���ORFDOKRVW������GIUZV�BQDPHV
��G�
^LG�����QDPH���$OLFH�`


^�HUURU���,QYDOLG7\SH1DPH([FHSWLRQ>PDSSLQJ�W\SH�QDPH�>BQDPHV@�FDQ
W�VWDUW�ZLWK�
B
@���VWDWXV�����`

��FXUO��;*(7�
KWWS���ORFDOKRVW������GIUZV�QDPHV�BVHDUFK
��G�
^TXHU\��^PDWFK��^QDPH���$OLFH�```


^�WRRN������WLPHGBRXW��IDOVH��BVKDUGV��^�WRWDO�����VXFFHVVIXO�����IDLOHG���`��KLWV��^�WRWDO�����PD[BVFRUH��

������������KLWV��>^�BLQGH[���GIUZV���BW\SH���QDPHV���BLG���$8[1H4���1VN��7\RG�:���BVFRUH��������������

BVRXUFH��^LG�����QDPH���$OLFH�``@``

(ODVWLF6HDUFK

k�&RS\ULJKW������1RZ6HFXUH��,QF�



Ɣ KWWSV���JLWKXE�FRP�MFROODGR�HVLV

Ɣ &RPPDQG�OLQH�WRRO�ZULWWHQ�LQ�S\WKRQ

ż $ELOLW\�WR�LQGH[�HYHU\�URZ�LQ�HYHU\�WDEOH�LQ�HYHU\�GDWDEDVH�ILOH�IRXQG�XQGHU�D�JLYHQ�GLUHFWRU\

ż $ELOLW\�WR�VHDUFK�XVLQJ�VLPSOH�TXHULHV

([DPSOH�WRRO

k�&RS\ULJKW������1RZ6HFXUH��,QF�

https://github.com/jcollado/esis
https://github.com/jcollado/esis


Ɣ 64/LWH�FRQWHQW�FDQ�EH�LQGH[HG�LQ�HODVWLFVHDUFK�EXWð

ż 7\SHV�QHHG�WR�EH�FRQVLVWHQW

ż 1RW�UHOHYDQW�LQIRUPDWLRQ�QHHGV�WR�EH�GLVFDUGHG

&RQFOXVLRQV

k�&RS\ULJKW������1RZ6HFXUH��,QF�



Ɣ ,QGH[�WH[W�LQIRUPDWLRQ�IURP�RWKHU�ILOH�W\SHV��$SDFKH�7LND�

Ɣ 5HJXODU�H[SUHVVLRQV

Ɣ +LJKOLJKW�VHDUFK�UHVXOWV

Ɣ 6HDUFK�VXJJHVWLRQV

Ɣ /DQJXDJH�GHWHFWLRQ�DQG�FXVWRP�DQDO\]HUV

Ɣ 3UR[LPLW\�PDWFKLQJ��PDWFK�YV��PDWFKBSKUDVH�

)XWXUH�ZRUN

k�&RS\ULJKW������1RZ6HFXUH��,QF�



k�&RS\ULJKW������1RZ6HFXUH��,QF�

7KDQNV


