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f‘_‘. ‘ Motivation
I

m Traditional disk forensics training well-established
+ Universities, training firms, and online courses
+ Laboratory exercises typically disk image analysis
+ Often tool-specific or certification-oriented

m Live (“rapid”) forensics training is newer
+ Harder to set up live exercises
+ SANS, CERT have some capabilities ‘I

m  Constructivist learning theory
+ “Hands-on” learning by doing
+ Realistic environment
+ Personalized training experience
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f‘_‘. ‘ Approach
|

=  Requirements
+ Live, “free play” exercises (not “cookbook” exercises)
¢ Realism: systems, attacks, tools
+ Automated monitoring & evaluation (reduce instructor workload)
+ High availability (access anytime, anywhere)

= Complications
¢ Simulators lack full fidelity and realism

¢ Real systems
» Support arbitrarily rich scenarios
= But lack the control and observability of simulators
» Make automation a challenge

= Our approach: Virtual Machines (VMs)
+ VMs are essentially real systems
+ Provide full fidelity
¢ Simplify control
¢ |Improve observability
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f‘_‘.‘ Cyber Defense Trainer (CYDEST)
|

® Training platform for tactical-level exercises
+ Network security
+ Static or live forensics

m Target audience “in the trenches”
+ First responders
+ Network administrators
¢ Forensic investigators

m Features
+ Web accessible
+ Full fidelity & realism (not a simulator)

+ Automation
= Dynamic attacks
» Performance assessment
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f‘_‘. ‘ CYDEST architecture
I
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&4, | CYDEST instance
|
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f‘_‘. ‘ Challenge: maintaining state model
|

= Simulators are simplified models plus interfaces
+ System state is well-defined and accessible
¢ Allows complete control over state

= VMs are full fidelity and lack an API
+ State space is voluminous
= Full complexity of hardware and OS
+ States can be manipulated only indirectly
= Can'tjust flip a state variable
¢ States can only be known by probing
= Can'tjust read a state variable

+ Knowledge of state becomes stale
= Must login and run processes
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f‘_‘. ‘ Solution: maintaining state model
|

m  State space is voluminous
¢ Only track state relevant to the current training scenario

m  States can be manipulated only indirectly
+ [Interface to mediate access to VMs
+ Uses out-of-band network to reduce footprint

= States cannot be known without probing
¢ Automated polling system to query VMs

= State model becomes stale
+ Acceptable due to the “human pace” of training scenarios
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f‘_i. ‘ Active evaluation methods
I

m  Active evaluation
* Monitor the instructions the student issues

+ Monitor system state parameters the student affects
+ Monitor system behavior resulting from student actions

®m Teaching forensics as a process

+ Active evaluation monitors what the student is doing
= But not why he is doing it

+ Most of the forensic process executes in the practitioner’s
head

+ We need something beyond active evaluation
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f‘_i. ‘ Passive evaluation methods
I
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m Electronic Lab Notebook

*

“show your work”

First responders & forensic analysts take notes
General format

No leading questions

Harder to parse & evaluate

= Direct queries

L 2

L 2

L 2

L 2

IM or final quiz

leading questions OK if we control their timing
Consider them like “hints”

Easier to parse & evaluate
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o

Electronic lab notebook

&3 Mozilla Firefox

FE CEX

File Edit Yiew

History  Bookmarks Tools  Help

@ - & L:E‘\'] ﬁ L | https:ff192.16&. 1,98 cqi-bin/changeview. plPview=%22notebook4,0.5757 7546087632 Y22

v &) [IGl] EY

o
=

Google |

vl (5 search =

Trainee Notebook

Unusual network traffic

Increased outgoing network traffic
Decreased outgoing network traffic
Increased incoming netwaork traffic
Decreased incoming network traffic

Large number of connections ta a single host
Suspicious log entries

Port scans

Asymrmetric network traffic pattern

Suspicious packets

HI0aap

Hoodajop

A0 mals,

Return to the notebook's main menu

[~ Eﬁ‘ - &5 P 97 Bookmarkse | o Send kor A @ SettingsT

) hitps://192.168.1.98 - Trainee Notebook {= (B1] [= [E2](X]
File Edit \Miew History Bookmarks Tools  Help

Category:
Unusual network traffic / Increased meoming network
traffic

Source [P address: | |
Target IP address: | |
|
|

Port number: |

Cotmnments: |

Done 192.168.1.95 & 5

Dane

192.165.1.95 & S
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)| Audit
|

®  Monitoring is mechanics
m  Assessmentis harder
= Audit logs
+ Provides full records for instructor to evaluate later

+ Allows trainees recourse if problems with auto-evaluation
+ Provides data for iteratively refining evaluation techniques
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Audit log

) CYDEST Log - Mozilla Firefox

FE EBX

File  Edit Miew History  Bookmarks  Tools  Help {:}
¢ - ':l/ - @ &’/ @ ||:‘| https:ff192,168.1.98/cgi-binfviewlog. pl?ticket=0,9561716271 1 562&exerid=154 ﬁ|'| b] |'|G00gle Q\]
(;OOgIC | _v| Search = <|’ﬁ ﬁ -G e ﬁ Bookmarks~ B Send tov C‘j @ SettingsT

(]

2007-10-09
10:51:17

system  |2007-10-09  |Stopped single-source
10:53:04 DoS attack
system  |2007-10-09  |Started
10:53:36 multiple-source DoS
attack
n 2007-10-09  |Sent IM message
10:53:38

notebook |2007-10-09  [Unusual network
11:06:33 trathic
Increased mcoming
network traffic

Dane

Source IP
addresses

Target IP
addresses

Packet rate
IM message

Source IP
address

Target IP
address

Port number

Comments

Machine started System target. firewall
name/ID

23.0.0.0/8, 154.0.0.0/8, 78.0.0.0/8, 93.0.0.0/8,
115.0.0.0/8, 137.0.0.0/8, 65.132.0.0/16, 45.0.0.0/8,

104.32.212.10,

100
Sent notification of attacker switching to multi-source

attack

23.12.106.129, 154.141.9.144, etc.

104.32.212.12

80

Multiple source IP's are hitting webl; apppers to

192168108 & B
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o

Online documentation
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3 CYDEST Manual - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help
@ - 4 @ ﬁ [ https:ff192.168.1, 98(manual] six[ ] @ -
O problern L4 Search = A < Check = \ o problern Settings=
Google b G h & Check 5 bl
|| CYDEST L | CYDEST Manual -
« ATC-NY »
User's manual
A
Introduction Mission 2: Insider attack on a distribution center
1. Requirements . . L o e . . . .
5 Using CVDEST Scenario; You are the secunty officer for a nationwade retailer’ s trucking distnbution center. Your primary concern is the mtegrity and
. Using i . . o . o
3 privacy of the center’s database, which stores critical information about delivenies, schedules, and routes. Howewer, many of your
' driver’s routes go through areas in which the mafia 15 active, which brings the potential for truck hijackings. During the rmission, you wll
recerve metant messages (1) from your boss with information or nstructions, so be alert for new messages. The network 13
configured as follows:
2 Mlission 2:
ep— Target Network
ACC-oriented 9
insider attack. 166232003 d"E- - o
4. Enowledge Base frehall DpPENSeIans Dpensalans fedora
exdernal 19z2j62.2.2
VMG
VL LR E DataBdse Badkup DB Adrhin 1
z 192 1682 105 1921652104 1ozf188.2.103
=
B Servers
e 19z[165.3.1
= (F 192.188.21 10z.188fz.100 192882101 102 188fz.102
T gubian Fortal erver Backug portal  Admif 2
LD
Rojter
19z[163.1.1 ) YNNG
¥
staff Windows Serverzova g0 I
) [
Windows Serverzous [
Windows ™
193 168.1.10 10z]|162.1.11 19z|165.1.12 19z|165.1.13 2
Done 192.168.1.98 & S)
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Introduction

1. Eequirements

2. Using CYDEET
3. Missions

o Mizsion 1: Daol3
Attack on a small
business.

o Migsion 2
A C-onented
msider attaclk.

4. Encowledge Base

ATC-NY 08-021

For the purposes of this mission, the date 13 August 29, 2007 Keep this in mind when rewiewing log files. The networl is primarity used
during business hours, which are apprommately 2:00 AW to 6:00 P Workers are assigned to the hosts in the staff subnet. From
there, they access the database servers and portal servers in the servers subnet. They do not have accounts on the hosts in the servers
subnet. The user-to-machine assignments are:

User: horatio regan helen etnilia
Host: plans-ws OpE-WE strat-ws 151-WS

TIportant: when firished with your forensics investigation, send an IM to the nstnictor that includes the text “done.” Wait and answer
any questions posed. You will recerve an Th informing you when you may stop the simulation

& Toaccess your Fedora and Solans hosts: username = root and password = cydest
s T access yvour Debdan hosts: username = root and there 15 no password
*  Toaccess your Windows hosts: username = Administrator and password = cydest
o  Touse OnlineDES: username = tramee and password = cydest

Important Concepts:

Eootkits, Forensics, Insider attack.
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Network control
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JOIET.  Gadthe CYDEST manual Target Metworlk
104.32.1.10 ( ;:;jm £
firedeall Dpensdlars Dpensdlars fE'd'Dru
external 10zE2.2.2
WNC
10438 1 15 f_cr- DataBdze Badkup OB Adrhin 1
IT 19z 168]z. 104 1gzfie8.2.105 18z|iEs.2.103
=
B SENVEIS
DS 1oz 16851
= (. UEBEE 1oz 18efz 100 1oz.188lz.101 192188l 102
i il grbin Fortal 4erver Backug portal  Admip 2
Rolter
1oz |iEE.1.4 - VNC
— :
staff Winclows Serverzous _,r,:'r:!'-' Wy
Wincows Serverzooz [
Windows*F
193 .165.1.10 102 M65.1.11 1ozMEs.1.12 1ozpEs.1.13
Flans W3 Cperations WS Strategy WS [SR WS
fedora fedora fedora / ‘l
Windows

/

A Dand

N

HOOQa00

\ Bom aval >\

aimulation Contraol

Simulation status: Running ftirme left: 00:01:32)
Stop simulation

retworl: Control
Start the network

Refresh
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o

VNC applet
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File Edit Yiew History Bookmarks Tools Help {:}
@ - @ kd ﬁ:f ‘El hittp:j/192. 168, 1.96:5610 |v| b] ©
(;OOSIC Search - <|’ ﬁ @ .:} Check - \ Autalink c'(j @ time @ zones @ Settings
‘ || hetps:fi192.168.1,,, 107375 target 22 | 1 [} root’s admin-ws1:10 {root) deskt... .3 ] =

i}

Disconnect | Options | Cliphoard | Send Cirl-Al-Del | Refresh
admin_ws1 admin_ws1 admin_ws1

Buddy List

Buddies Tools Help o s O, “ - D «
~ Buddies (1/1) ¥ L,
§ instructor@ plans-ws

instructor® plans-ws

Conversation Options O

y instructor@ plans-ws xl

(11:07:59) instructor@ plans-ws: Another truck was robbed early this moming, this time ||*]

in Detroit. We think someone inside the company is helping the mafia with these O O O
robberies. They seem to know our truck routes and only valuable shipments are being

targeted. Please investigate to determine if any employees may have been involved. It = RTC_NY L

may help you to know the route for this shipment was changed at the last minute so
any information leak would have happened late last night or early this morning.

k

sy

[«

T

v B E B DD

# 8 @

+ ATC-NY -

Warn Block Send File Remove Info

D
Qj&l ‘}*ﬁ‘&

il

]

Send

admin_ws1 admin_ws1 admin_ws1

3 ENTET®
£ Applications Places System VQ%@@ a 11:09 AM &,

d Find: {3 Mext b Previous [ Highlight all [] Makch case
Done '@' A
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f‘_i.‘ Network description
|

ATC-NY 08-021

Shipping department for a nationwide retail chain

*

Sensitive shipment and route information stored in corporate
database

Servers subnet

*

*

*

2 Solaris VMs host sensitive information (database & backup)

2 Windows Server 2003 VMs host portal services (e.g., access
control, email, DNS)

2 trainee launchpad options (Linux Fedora and Windows XP)

Staff subnet

*

4 workstations (Linux and Windows) from which workers access
the databases and services in the servers subnet

Infrastructure

*

IDS, Firewall, Router (Debian Linux)
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f‘_‘. Trucking department

AOC-Oriented Scenario: Retailer Trucking Department

_ Internet 1 ﬁ mysqgl.log 1 accts.log
Virtual E outgoing. txt
workstation

. Backup Portal Server
Virtual server DataB
(orange = Linux) alabase
(black = Windows) I
(blue = Solaris) % 46
Virtual switch Server

) a Subnet Backup
Firewall functionality Portal Server
DataBase .
Router functionality .
Core WorkStation
IDS functionality Core iago
horatio User name —  WorkStation
| .bash_history
.bash_history | Farensic evidence .mailer.pl -
.mailer.pl files ( St .orders.swp | -Pash_history
.mysql_history
Physical host S ta't
Subnet

‘ Plans Ops. Strat.

Virtual subnet Workstation WorkStation WorkStation Workstation
— L horatio regan helen bianca
Legend cydest.target1 cydest.target2
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f‘_‘. ‘ Attack description
|

m  Effects-based insider attack
+ Objective: data exfiltration
Attacker: unsophisticated unprivileged user
Attacker’s motivation: mafia pressure
Misdirection: use of other users’ accounts
Forensic trail:
» 6 standard log files on 4 VMs
= 1 *hidden” data file
= 1 “hidden” illicit program
® Trainee’s mission
+ follow evidence trail: locate and record evidence files
+ determine attacker
¢+ exonerate innocent users
= Tools
¢+ Bash command shell
+ Online Digital Forensic Suite™

* & o o
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f‘_‘.‘ Scenario evaluation
I

= Active observation
¢ Monitor bash commands
¢ Monitor OnLineDFS logs
¢ Points awarded for accessing relevant evidence files
= More points for primary files
= Less points for ancillary files

= Point values decrease as more files are found
= Point values decrease as time increases

¢ Points deducted for thrashing
= Not following evidence from initial clues
= Looking at non-relevant workstations
= Results in hints via IM to look elsewhere

m  Passive observation
+ All relevant files accessed should be described in notebook
+ Series of questions at end of exercise asks for deductions
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f‘_‘. ‘ Field test
|

m  QOverview

¢ University of New Orleans undergraduate forensics class
¢+ 18 students in 7 teams of 2-3 students each
¢+ Teams were given two 2-hour sessions

2
¢

L]
:

= Lack of controls E_'.:éf % — |

¢ Exercise conducted serially by students
+ No classroom time devoted to the exercise scenario
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f‘_‘. ‘ Field test results
|
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Results

*

*

*

*

*

Teams took varying time to complete the exercise

Teams found 4-7 of the 8 evidence files

All teams determined inside attacker and exonerating other(s)
Teams logged only 60% of relevant evidence in Notebook
Teams generally did not follow evidence trail from initial clues

Feedback

*

*

CYDEST framework
= Network speed
= OnLineDFS speed and usability
= Notebook usability
= |M clarity
Scenario
» |nconsistencies in timestamps
= Footprints left from set-up
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f‘_‘. ‘ Future work

= Scenario authoring tools ee——

+ Build virtual networks of VMs (VMscape™)
¢+ Develop scenario specification language

= |mproved assessment
¢ Currently we evaluate only correctness

¢+ Reasonableness of an observation?
= value of information (to augment to what is already known)

¢+ Reasonableness of a conclusion?
= conditional probability (given observations and conclusions so far)
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8, | Context
|
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Mark Pollitt, Kara Nance, Brian Hay, Ronald C. Dodge, Philip
Craiger, Paul Burke, Chris Marberry, and Bryan Brubaker.
“Virtualization and Digital Forensics: A Research and
Education Agenda.” Journal of Digital Forensic Practice, June
2008.

Propose 3 research areas
¢ Analysis of Virtual Environments
+ Virtualization as an Investigative Tool

¢ Virtualization in Education
» Educational Methodologies
» Educational Materials
= Laboratory Environments

CYDEST fits neatly into the “Virtualization in Education”
category
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