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Disk has: filesystem,

files, and MAC times

RAM has info on 
running processes, 
loaded modules, and 
live network 
connections.

Network capture 
has data in 
packets; part of 
logical network 
connection.

But, the objects of interest (users, processes, network connections) are described 
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Plethora of tool exist for 
each types of data from 
each source.

I am far too lazy to do this manually!



J/07-,/"

/ B!(KL'B/$%"*,3'!7-/A)-%#'(/$$%0)-,/"'K"G,"%
�‡ (/$$%0)-%'#)-)';/$'/EF%3-')3$/**'*/7$3%*
�‡ �$�X�W�R�P�D�W�H���V�R�P�H���R�I���W�K�H���´�G�R�WM�F�R�Q�Q�H�F�W�L�Q�J�µ
�‡ :%"G7,"':/&%$N

/ .//#L'O)8%'#,*=')"#'"%-&/$='*-7;;
�‡ �:�L�U�H�V�K�D�U�N���«
�‡J0%7-4=,-+'J3)0<%0'P*4)A%0%**'<07GL'"%&'8%$*,/"'*//"NQ

/ R)#L'0,"7?'2!@'-//0*H
�‡5#%-%3-';/$'S1T
�‡ ($)*4')"#'G#E
�‡HHH



5"-$/#73,"GL'!"#$"!%&!

/ D8%$8,%&
�‡>,"7?'S1U+'?VU'P3)8%)-'0)-%$Q
�‡(
�‡:$/3%**%*
�‡>/)#%#'A/#70%*
�‡W%-&/$='3/""%3-,/"*
�‡@/$%N
�‡B/37*'/;'-4,*'-)0=



:$/3%**%*

/ I4%':0)"
�‡ :4)*%'XL'B,"#'-)*=Y*-$73-�I�R�U���´�L�Q�L�W�µ
�‡ :4)*%'SL'H
�‡ :4)*%'9L':$/;,-N'

/ -)*=Y*-$73-L'-4%'A/-4%$'0/)#
�‡JC*-%A1A)<'P,",-Y-)*= Q
�‡ ()$8,"G
�‡ ()8%)-L'-)*=Y*-$73-$%<$%*%"-)-,/"

�ÂZ%$"%0'8%$*,/"
�Â13/";,G
�Â(2![\ #,*-$/'<)-34%*



:$/3%**%*'PA/$%Q

/ B/00/&'0,*-'/$'3)$8%
/ R)*,3L'0,=%'<*')7?
/ O)$#3/$%L

�‡ (/#%')"#'#)-)'*%GA%"-*
�‡ J-)3=')"#'4%)<

/ D<%"';,0%*')"#'"%-&/$='*/3=%-*L']<$/3]^<,#_];#
�‡ >,"=)G%'-/'#,*=',A)G%')"#'"%-&/$='3)<-7$%

/ @)<<,"G*L']<$/3]^<,#_]A)<*
�‡ B,0%*
�‡ 0,E$)$,%*
�‡ )"/"CA/7*



:$/3%**'>,*-,"G
#./ramparser challenge.mem -x

!"#! #$" #$" %&'() * +)++,'&

-.+/-0,&-%&'() * +)++,'&1

!!2! #$" #$" 03* 4556)3

03* 4556)31 ** +( * 7,+406)1

!!22 #$" #$" 5.56)3

-.+/-0,&-5839'&1 * 331-.+/-0,&-5.56)3

!!2: #$" #$" ;(<4/) * .+)/

-.+/-6,0-;(<4/) * 3''6+-0,&=!-;(<4/) * .+)/1>-7);-&.661!>?"1 * 06'@AB71""

=$CD #$" #$" E,/)E'F * 0,&

-.+/-6,0-E,/)E'F * "G#G$G"!-E,/)E'F * 0,&1
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/ `7<0,3)-%'E)*,3'"%-*-)- ;7"3-,/")0,-C
/ R7;;%$*L'*-$73-'*=YE7;;
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�ÂJ%"#'a7%7%'PA/$%'7*%;70Q
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H/'3' I'@461J77/)++ B'/),%&1J77/)++ K343) HLM H/'%/4(1
&4()

NOH $G$G$G$P""" $G$G$G$P$ ILKNQR ":#: 5'/3(4511111111

NOH $G$G$G$P!! $G$G$G$P$ ILKNQR !="" ++9711111111111

NOH $G$G$G$P2$"!2 $G$G$G$P$ ILKNQR !==! /5@G+34371111111

NOH ":!G"2DG!$G"!DPC#=#" ":!G"2DG!$G"!:P!$ QKNJSILKTQM !#CD E35111111111111

NOH ":!G"2DG!$G"!DP##$U" ":!G"2DG!$G"!:PD$ QKNJSILKTQM !#!" E,/)E'F * 0,&1111

NOH ":!G"2DG!$G"!DP#:CCU ":!G"2DG!$G"!:P!" QKNJSILKTQM !#CD E35111111111111

VMH $G$G$G$P""" $G$G$G$P$ ":#: 5'/3(4511111111

VMH $G$G$G$P=!U2D $G$G$G$P$ !==! /5@G+3437111111111

VRLW !":# A6'%71111111111

VRLW !=$" 79@6,)&3=111111

#./ramparser challenge.mem -N
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$F7"#CE"$$ .9@,X9@7 !#C!" YZMVIQXKNJNQXIL[Q

$F7"#2"DD$ '9@,X9@7 !=!2" YZMVIQXKNJNQXIL[Q

$F7"#2))$$ )9@,X9@7 =!DC# YZMVIQXKNJNQXIL[Q

$F7"#U@@$$ (53+5, !$$C" YZMVIQXKNJNQXIL[Q

$F7"#UEUD$ +7X('7 !!:UU YZMVIQXKNJNQXIL[Q

$F7"24#4D$ \07 #2##= YZMVIQXKNJNQXIL[Q

$F7"2@"4D$ (5304+) #!D== YZMVIQXKNJNQXIL[Q

$F7"U$4)D$ )F3= "!=$D" YZMVIQXKNJNQXIL[Q

$F7"U=#4$$ +@+,X('7 "=$2=U YZMVIQXKNJNQXIL[Q

$F7"D$#4$$ +% =#:== YZMVIQXKNJNQXIL[Q

#./ramparser challenge.mem -m
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