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The Problem

» Crime labs see 5-10% Mac OS X systems
B Market share between 8% (US) and 20-45% (edu)

» Investigators are ill-equipped to handle OS X




Mac Marshal

> Build a set of simple, command-line OS X
tools and a graphical front-end

B Operate on disk images (‘dead’ forensics)
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Benefits

» Quicker triage of Mac disk images

> Visibility of OS X-specific evidence that




Benefits

» Standardized forensic procedures and
report generation
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Mac Marshal Foundation

p Use established modules & methods from
ATC-NY P2P Marshal™ and OnLineDFS™

» Use Brian Carrier’s SleuthKit for disk image
parsing




Triage Step

» Dual-boot,VM image detection

B Points investigator to installed OS image(s) on the disk

B |nvestigator will then use tools of choice for the relevant
operating systems (e.g., a Windows tool for Boot Camp)

» Encrypted home OSX boot esigators
. . . . omputer
directories (File Vault) [kl amRETN i i et
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OS X Partition Analysis

Within a particular partition identified during
triage, we can analyze:




Spotlight Analysis

> Spotlight is the file indexing and search engine
built in to Mac OS X 10.4 & 10.5

» Index includes metadata and content of many
fle types (|mages Word docs e- mall messages, audlo/
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Spotlight Tech Details

» Spotlight index for a volume is stored at the
root of that volume

B Only the indices for currently-mounted volumes are available

B Only root can read the index
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Metadata Fields

» Common metadata fields include:

kMDItemContentType

kMDIltemKind

kMDIltemURL

kMDItemUsedDates (list of last access dates)




Spotlight Searches

» OS Xincludes command-line Spotlight utilities

mdfind -onlyin /Volumes/Suspect
“(kMDItemAcquisitionModel == ‘NIKON D70') &&
(kMDItemContentCreationDate >=
Stime.this year)”
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Spotlight in Mac Marshal

800

Mac Marshal

|AA& |2 &

Acquisition Name/ID: Test Acquisition for DFEWS
Case #: 1532
Device Analyzed: /dev/rdisk0

Acquisition Storage: /Users/rob/Documents /MECAtest/TestDfrws.mmacg

General information

Type Disk
Partition map GPT
Number of partitions 1

= Rob's Laptop HD
immz 148.7 GB (HF5+)

Mac 05 X
";r' 10.5.4

Parallels
WM image (18.5 GE)

VMWare
v WM image (4 GB)

Ld

jimtest.sparseimage
sparseimage (79.1 ME)

Parallels-Desktop-56...-Mac-en 12-04-46.d
dmg (B8.1 ME)

Parallels-Deskiop-5600-Mac-en.dmg
dmg (B8.1 ME)

Parallels-Desktop-5608-Mac-en.dmg
dmg (B7.9 MEB)

test_fat.dmg
dmg (100 ME)

test_ufs.dmg
dmg (100 MEB)

DarkSideDVDA.dmo

= Disk Triage | Spotlight "™/ Spotlight Images

joyce

{*) String
Search results

() Query

f. Search... “‘

357 results
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0 Address Book Person Data
0 C Source File

0. Safari history item

0.1 keynote Document

0.553 Chat transcript

0
n

553 Chat transcript
LER Chat rransrrint

Selection metadata

Modification |
JUuré£é, £u

Julzz, 20
Jul 27, 20
Alug 6, 20
Aug 7, 20
Mow 1, 20

Nov 2, 204

Wrw ? 207
4 | &

25 attributes

Attribute
FsOwnerlserlD
Fssize
FsTypeCode
Kind
LastUsedDate
URL

UsedDates

Value

501

TirT

0

Safari history item

Wed, Aug 06, 2008 04:30:29 PM EDT
http:/ fwww.dfrws.org/2008 /program.shtml
[ Wed, Aug 06, 2008 12:00:00 AM EDT )
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OS X Application Data

(current support)

> Safari (web browser)

B Bookmarks, recent searches, history, cookies, last session
m  Cache (files and/or SQLite database)
B Form-aute-fill (encrypted via Keychain)
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Mac Marshal App Data

Mac Marshal

ECAtest/TestDfrws.mmacq

= Disk Triage |tas Safari & Preview Address Book @ Chat | & Mail 2 Recent ltems QuickTime Player %4/ Safari Cache

User: rob

[ General Bookmarks Downloads History  Cookies

Last launched:  Jul 22, 2008 2:30:08 PM
Home page: http://livepage.apple.com/
Private browsing: off

Last Session Search 5trings

v Window torgue library
hetp: / f'www.google.com/search?hl=en&client=safarifrls=en-us&g=tabfolder+ doesn®2 7+ fit+ tabitemBstart=20&sa=M libkvm
http://developer.apple.com/documentation/ Cocoa /Reference /Foundation/Classes /NSKeyed Archiver_Class findex.html Jdev/mem osx

v Window ichat aim video
hetp: [ /developer.apple.com)/documentation, MacOSX /Conceptual /BPRuntime Config/Articles /PListKeys. html# [ Japple_ref/doc/u hitp date header
hittp:/ fwww.w3.org/Protocols /rfc26 16 /rfc2 6 16-sech. html#sech.2 http rfc
http: / jwww.w3.org/Protocols/rfc26 16 /rfc26 16-secl4.himl GoAhead-Webs

v Window sqlite browser
bookmarks: CFDateFormatterCre:

v Window CFBundleTypeMName
http:/ fwww.google.com/search?hl=en&client=safari@rls=en-us&qg=/dev/mem+ osx&stari=10&sa=MN
http:/ /www.google.com/search?g=torque+library&ie=UTF-8&oe=UTF-8
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Future App Data Support

» Mail: recent addresses, messages

» iPhoto: metadata, key words, ratings,




Current Status

» Development ongoing, funded by National
Institute of Justice (NIJ) through July 2009
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» Beta version available shortly (limited
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