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What was the Motivation? 



Why? 

•  Facilitate deep understanding 
•  Reversing  
•  Fuzzing 
•  Memory forensics 
•  File carving 
•  Interactive filtering  



What is a “Primitive Type?” 

 {int, long, char, string …} < Primitive Type < {.doc, .jar, .exe …} 



binary fragment 
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A Bit of History… 

0400-07FF  1024-2047  Screen memory 
0800-9FFF  2048-40959  Basic ROM memory 
8000-9FFF  32758-40959 Alternate: Rom plug-in area 
A000-BFFF  40960-49151 ROM : Basic 
A000-BFFF  49060-59151 Alternate: RAM 
C000-CFFF  49152-53247 RAM memory, including alternate 
D000-D02E  53248-53294 Video Chip (6566) 
D400-D41C  54272-54300 Sound Chip (6581 SID) 
D800-DBFF  55296-56319 Color nybble memory 
DC00-DC0F  56320-56335 Interface chip 1, IRQ (6526 CIA) 
DD00-DD0F  56576-56591 Interface chip 2, NMI (6526 CIA) 
D000-DFFF  53248-53294 Alternate: Character set 
E000-FFFF  57344-65535 ROM: Operating System 
E000-FFFF  57344-65535 Alternate : RAM 
FF81-FFF5  65409-65525 Jump Table 



Goal 

0400-07FF  1024-2047  ASCII Text (English) 
0800-9FFF  2048-40959  Pointer Table 
8000-9FFF  32758-40959 Variable Length Array 
A000-BFFF  40960-49151 Compressed Data 
A000-BFFF  49060-59151 Unicode (Basic Latin) 
C000-CFFF  49152-53247 Unknown Region 
D000-D02E  53248-53294 Repeating Value (0xFF) 
D400-D41C  54272-54300 Encrypted Region (AES) 
D800-DBFF  55296-56319 PNG Image 
DC00-DC0F  56320-56335 JavaScript 
DD00-DD0F  56576-56591 Encrypted Region (RSA Key?) 
D000-DFFF  53248-53294 Unknown Region 
E000-FFFF  57344-65535 BMP Image 
E000-FFFF  57344-65535 Unicode (Hyperlinks?) 
FF81-FFF5  65409-65525 Repeating Value (0x00) 



Statistical Tests 

•  Shannon Entropy 

•  Arithmetic Mean 

•  Chi Square 

•  Hamming Weight 



Corpus Creation 
•  random    
•  text     
•  encrypt  

–  AES256/text   
•  compress  

–  bzip2/text    
–  compress/text   
–  deflate/png   
–  LZW/gif    
–  mpeg/audio   
–  jpeg/image   

•  encoded  
–  base64/zip   
–  uuencoded/zip 

•  machine code  
–  linux elf/.text 
–  windows PE/.text 

•  bitmap    

Primary Sources 
•  random.org (random numbers) 
•  Project Gutenberg  (text, zip) 
•  Local image archive (jpg) 
•  XP / Ubuntu (exe) 

Conversions 
•  Linux CLI utilities (encoding, compress, encrypt) 
•  Photoshop (images) 
•  Custom scripts (.text) 



Examples 

bitmap (.bmp) 

audio (.wav) 

bitmap (process memory) 

random 



Examples 

C++ source code 

ASCII encoded HTML 

ASCII encoded English text 

Basic Latin Unicode 



Windows PE 

calc.exe 



Windows PE 

.data 

.rsrc calc.exe 

.text 



Exemplars 
Mean Shannon Entropy CHI SQUARE Hamming Weight 

σ σ σ σ 

random 127.4039 2.3436 9.9826 0.0055 0.4873 0.2968 0.5627 0.0050 
encrypt (AES256/text) 127.4778 2.3122 9.9830 0.0055 0.5008 0.2925 0.5627 0.0052 
compress (bzip2/text) 126.6846 4.2372 9.9802 0.0069 0.2118 0.2480 0.5597 0.0134 

compress (compress/text) 113.7279 8.8724 9.9662 0.0475 0.0681 0.1594 0.5316 0.0149 
compress (deflate (png)  121.7824 12.9482 9.7103 0.7053 0.0460 0.1294 0.5430 0.0444 

compress (LZW (gif) / image) 113.7543 8.2331 9.9455 0.0551 0.0203 0.0932 0.5153 0.0265 
compress (mpeg/music) 126.2643 7.2295 9.8747 0.4421 0.0463 0.1260 0.5560 0.0245 

compress (jpeg/image) 130.7620 12.7763 9.7314 0.8792 0.0647 0.1555 0.5744 0.0412 
encoded (base64/zip) 84.4643 0.7402 9.7672 0.0192 0.0000 0.0000 0.5306 0.0037 

encoded (uuencoded/zip) 63.7171 0.6968 9.7026 0.0209 0.0000 0.0000 0.4991 0.0053 
machine code (linux elf) 116.4212 14.9786 7.6141 0.4381 0.0000 0.0000 0.4940 0.0429 

machine code (windows PE) 107.3952 18.4625 8.0671 0.7279 0.0022 0.0385 0.4819 0.0497 
bitmap 156.4776 69.1200 6.2298 3.6235 0.0000 0.0000 0.6635 0.1905 

text (mixed) 88.5252 7.4828 7.4389 0.2427 0.0000 0.0000 0.5140 0.0146 
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kNN Overview 

http://en.wikipedia.org/wiki/File:KnnClassification.svg 



Distance Metrics 

http://en.wikipedia.org/wiki/Euclidean_distance 

Manhattan Distance (12) 
     Red 
     Blue 
     Yellow 

Euclidean Distance (~8.48) 
     Green 

http://en.wikipedia.org/wiki/File:Manhattan_distance.svg 



Normalization 
(0..1) 

Arithmetic Mean   - n/255 
Hamming Weight   - count of ones/total bits 
Shannon Entropy   - H/10 
Chi Square Probability  - not applicable 



Overall Results 

Random/Compressed/Encrypted    98.6% 
Base64 Encoded     100.0% 
Uuencoded      100.0% 
Machine Code (ELF and PE)     96.7% 
Text         98.7% 
Bitmap         82.5% 



A bin mapping application 

•  Firefox process memory dump (above) 
•  1K window size 
•  .5K step size 
•  Perl 
•  kNN 
•  14,000 exemplars 
•  Tested on variety of files: data, executable, and memory dumps 

0-1023            (1.0 KB)  compressed/random/encrypted 
1024-7679      (6.5 KB)  bitmap 
7680-13823    (6.0 KB)  machine code 
13824-15359  (1.5 KB)  bitmap 
15360-15871  (0.5 KB)  machine code 
15872-16383  (0.5 KB)  compressed/random/encrypted 
16384-17407  (1.0 KB)  bitmap 
17408-17919  (0.5 KB)  compressed/random/encrypted 
17920-18943  (1.0 KB)  machine code 
18944-19455  (0.5 KB)  compressed/random/encrypted 
19456-20479  (1.0 KB)  machine code 
… 



A Variant 



Analysis Summary 

•  Bitmap confusion 
•  High entropy cluster 
•  New primitive types (or variants) 
•  Too many exemplars  Clustering 
•  Compiled language 
•  Weighting 
•  Confusion at transitions 



Future 

•  Decision Tree 
•  API 
•  Plug-ins 
•  More primitive types 
•  Much improved interaction metaphors 
•  Importance of automating insights 
•  Obfuscation 



A Parting Thought… 

   Dan Lunceford: MIT T-Shirt: "If you 
torture the data long enough, they will 
confess." 

   Brian Borchers: And just like we've 
learned about torturing prisoners, the 
data will tell you whatever you want to 
hear.  

http://chamewco.livejournal.com/171857.html 
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     B. Sangster, R. Ragsdale, G. Conti; “Automated Mapping of Large 
Binary Objects;” Shmoocon; Work in Progress Talk; February 2009.  

G. Conti, E. Dean, M. Sinda, and B. Sangster; “Visual Reverse 
Engineering of Binary and Data Files;” Workshop on Visualization 
for Computer Security (VizSEC); September 2008.  

G. Conti and E. Dean; “Visual Forensic Analysis and Reverse 
Engineering of Binary Data;” Black Hat USA; August 2008.  

     …and of course this paper 

    Corpus Location: 

 Code Location: 



Questions 

Greg Conti // gregory.conti@usma.edu 





Confusion Matrix 
random .375 .37 .141 .018 .004 .022 .029 .041 0 0 0 0 0 0 

encrypt(AES256/text) .363 .386 .133 .019 .003 .024 .026 .044 0 0 0 .002 0 0 
compress(bzip2/text) .16 .163 .306 .078 .049 .073 .072 .097 0 0 0 .002 0 0 

compress(compress/text) .022 .03 .072 .588 .176 .04 .035 .031 0 0 0 .002 0 .004 
compress(LZW(gif)/image) .009 .007 .054 .148 .661 .041 .056 .024 0 0 0 0 0 0 

compress(mpeg/audio) .033 .036 .093 .031 .048 .455 .16 .13 0 0 0 0 0 .014 
compress(deflate(png)/image) .03 .037 .081 .027 .061 .177 .424 .101 0 0 .007 .043 0 .012 

compress(jpeg/image) .055 .054 .119 .031 .039 .116 .115 .441 0 0 .006 .009 0 .015 
encode(base64/zip) 0 0 0 0 0 0 0 0 1 0 0 0 0 0 

encode(uuencode/zip) 0 0 0 0 0 0 0 0 0 1 0 0 0 0 
machine code(linux elf) 0 0 0 0 0 0 0 0 0 0 .823 .166 0 .011 

machine code(windows PE) 0 .003 .001 .002 .001 0 .02 .002 0 0 .224 .721 .012 .014 
text 0 0 0 0 0 0 0 0 0 0 0 .007 .987 .006 

bitmap 0 0 0 .008 .002 .02 .034 .032 .006 .007 .024 .03 .012 .825 



Window Size 
(Shannon Entropy of 4 file types) 


