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•  Someone serving illegal content using Tor hidden 
service 

•  This physical machine is confiscated 

•  Our job is to prove that this machine is in fact the 
machine that had been hosting the illegal content 

•  We’ll be fingerprinting its log file: leaving an 
identifiable fingerprint in this log file as a timing 
channel that can be recovered 



•  Basic Idea 
•  Requirements 
•  Tor Network 
•  Tor Hidden Services 
•  Webserver Traffic Analysis 
•  Tor Network Relay 
•  Our Fingerprinting Algorithm 
•  Results 
•  Discussion and Future Work 



•  Tor hidden web server (apache) 
•  Tor client 
•  ECC: Reed Solomon 
 Error Correction Code 



  Second-generation onion routing network 
  Developed by Roger Dingledine, Nick Mathewson 

and Paul Syverson 
  Specifically designed for low-latency anonymous 

Internet communications 

  Running since October 2003 
  100 nodes on four continents, thousands of 

users 
  “Easy-to-use” client proxy 

  Freely available, can use it for anonymous 
browsing 



 Client proxy establish a symmetric 
session key and circuit with Onion 
Router #1 



 Client proxy extends the circuit by 
establishing a symmetric session key 
with Onion Router #2 
  Tunnel through Onion Router #1  



 Client proxy extends the circuit by 
establishing a symmetric session key 
with Onion Router #3 
  Tunnel through Onion Routers #1 and #2 





What about Hidden 
Service’s public and 
private keys??? 



•  Our fingerprinting timestamps look exactly 
the same as those normal requests 

•  We don’t want to make it look suspicious 
•  Some portions of the log file were deleted 
•  False positive fingerprints may exist (solved 

by repeating our algorithm more than once 
as well as using RS-ecc) 

•  We are not claiming our method is impossible 
to detect, especially if the host knows our 
approach 



•  Our fingerprinting timestamps look exactly 
the same as those normal requests 

•  We don’t want to make it look suspicious 
•  Some portions of the log file were deleted. 
•  False positive fingerprints may exist 

(solved by repeating our algorithm more 
than once as well as using RS-ecc) 











Choices made: 

-  Add 35 additional requests per min. 

-  Cut-off value = 40 
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•  RS will produce a 60 bit codeword 

•  Each bit is given 60 sec 

•  If that bit is 0 then do nothing 

•  If that bit is 1 then do additional 35 requests to the hidden 
service 

•  Recover a 60 bit codeword from the log file (by comparing 
each minute to the cut-off value: 40 requests in our case) 



Cut-off 
Bit flip 







•  Robust technique for leaving timing channel 
fingerprints in hidden service log files 

•  Ability to recover a 36-bit fingerprint with a 60-
minute fingerprinting process 

•  Tradeoff in terms of how long it takes to leave a 
fingerprint vs. how much traffic must be added 
per minute 

•  We are not breaking the anonymity of Tor, our 
assumptions doesn’t break in to Tor’s main goal 



•  Explore the tradeoffs in a stronger threat model 

•  Faster fingerprinting with less requests or 
additional timestamps 

•  Modeling the probability distribution of the 
network delays 

•  Time domain analysis of the gathered data will 
provide useful elements for the design of channel 
coding mechanisms 
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