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The!views!expressed!in!this!presenta/on!are!

mine!alone.!Reference!to!any!specific!products,!

process,!or!service!do!not!necessarily!cons/tute!

or!imply!endorsement,!recommenda/on,!or!

favoring!by!the!United!States!Government!or!the!

Department!of!Defense.!

!

!
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!   Today! ! !What’s!the!problem?!

!   Trust! ! !Can!you!believe!the!data?!

!   Tests! ! !Experiments!in!forensic!acquisi/on!

!   Trouble!! !Results!and!alterna/ves!

!   Tomorrow! !Future!work!

Outline!
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Today:!What’s!the!problem?!
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Inves/ga/ng!Crimes!in!the!Cloud!
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Acquiring!Remote!Data!
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What!would!they!use?!

“More than 100,000 users in law 
enforcement, government agencies, 
corporations and law firms around the 
world rely on AccessData software 
solutions and its premier digital 
investigations and hosted review 
services” – accessdata.com 

“There are more than 40,000 licenses of 
EnCase® technology worldwide, the 
EnCase Enterprise platform is used by 
more than sixty percent of the Fortune 
100, and thousands attend renowned 
Guidance Software training programs 
annually.” – guidancesoftware.com 
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“Incident!response!and!computer!forensics!in!a!

cloud!environment!require!fundamentally!

different!tools,!techniques,!and!training…”!

!

Challenging)Security)Requirements)for)US)Government)Cloud)Compu;ng)Adop;on)
(Dra?),)Version)1.6,)2012!

!

Today:!What’s!the!problem?!
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Trust!

Guest!Applica/on!

Guest!OS!

Virtualiza/on!

Host!OS!

Physical!Hardware!

Network!

http://www.katescomment.com/iaas-paas-saas-definition/ 
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Cumula/ve!Trust!

Layer& Cloud&Layer& Acquisition&Method& Cloud&Trust&required&

6" Guest"applications/data" Depends"on"data" OS,"HV,"Host,"Hardware,"Network"

5" Guest"OS" Remote"forensic"software" OS,"HV,"Host,"Hardware,"Network"

4" Virtualization" Introspection" HV,"Host,"Hardware,"Network"

3" Host"OS" Access"virtual"disk" Host,"Hardware,"Network"

2" Physical"hardware" Access"physical"disks" Hardware,"Network"

1" Network" Packet"capture" Network"

"

Guest!Applica/on!

Guest!OS!

Virtualiza/on!

Host!OS!

Physical!Hardware!

Network!
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Tests!

Experiment!1!(Guest!OS)!

!   Launch!and!“hack”!a!virtual!machine!in!EC2!

!   Use!EnCase!and!FTK!agents!to!acquire!disk!images!remotely!

!   Use!Fastdump,!FTK!Imager,!Memoryze!to!acquire!memory!

images!remotely!

!   Analyze!data!to!determine!success!

Experiment!2!(Virtualiza/on)!

!  Launch!and!“hack”!a!virtual!machine!on!a!private!Eucalyptus!cloud!

!  Use!LibVMI!to!inject!an!EnCase!agent!to!acquire!disk!image!

!  Analyze!data!to!determine!success!

Experiment!3!(Host!OS)!

!  Launch!and!“hack”!a!virtual!machine!in!EC2!

!  Use!AWS!Export!to!obtain!a!disk!image!

!  Analyze!data!to!determine!success!

Guest!Applica/on!

Guest!OS!

Virtualiza/on!

Host!OS!

Physical!Hardware!

Network!
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!   Microsoa!Windows!2008!R1!SP2!Datacenter!

Edi/on,!32bit,!m1.small,!30GB!HDD,!2GB!RAM!

!   Full!drive/memory!images!(lacking!checksum)!

! Correct!/meline!

!   Lifle!evidence!of!the!cloud!(drivers,!etc.)!

! Could)the)data)have)been)manipulated?)

Success!
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Results!

!"#$%&'$()* +,,-* !.&/$(0$*1,--$0)$/* +&'$*
23%45*

+%64)*7$86&%$/*

!" #$%&'(" )*++(''" !," -)."/0."/1'2."/&345&3(."6(25137"

!" 89:" )*++(''" !," -)."/0."/1'2."/&345&3(."6(25137"

!" 89:";<&=(3">4?'7@" )*++(''" !," -)."/0."/1'2."/&345&3(."6(25137"

!" 8&'24*<A" )*++(''" ," -)."/0."/1'2."/&345&3(."6(25137"

!" B(<13CD(" )*++(''" ," -)."/0."/1'2."/&345&3(."6(25137"

!" 89:";<&=(3"><(<13C@" )*++(''" ," -)."/0."/1'2."/&345&3(."6(25137"

!" 01E*<("FE1+7"+1AC">44@" )*++(''" !G" -)H."/0."/1'2."/&345&3(."6(25137"

," I=($2";$J(+2?1$" )*++(''" !" /0."/1'2."/&345&3(."6(25137"

K" IL)"#MA132" )*++(''" !,N" IL)"9(+O$?+?&$."9(+O$?+?&$P'"/1'2.""
/&345&3("Q")1R25&3(."IL)"/&345&3(.""

IL)"6(25137"
"
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!   Vulnerability!of!forensic!worksta/on!online!

!   Security!of!remote!agent!

!   Cost!–!/me!and!$$$!

!   Require!changes!to!cloud!environment!

!   Unanswered!legal!ques/ons!

!   Is)this)“beLer”)than)today?)

Trouble!



Josiah!Dykstra!and!Alan!Sherman!

Cyber Defense Lab 

!   Root!Trust!in!the!Host/VM!with!TPMs!

!   Collec/on!from!Management!Plane!

!   Forensics!Support!as!a!Service!

!   Contract!and!Legal!Solu/ons!

Alterna/ves!
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Management!Plane!
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!   Corroborate!from!mul/ple!layers!

!   “Live”!Forensics!with!Snapshots!

!   Parallel!analysis!of!PaaS!and!SaaS!

!   Consumeridriven!forensic!capabili/es!

!   Legal!analysis!

Tomorrow:!Future!work!
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Ques/ons!

dykstra@umbc.edu 
sherman@umbc.edu 


