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Motivation and Objectives 

!  Motivation 
!  Default file system for newer Linux Installations 
!  Android moving from YAFFS2 to Ext4 
!  BtrFS almost ready 
 

!  Objectives 
!  Comprehensive low-level study 

!  Data persistence 
!  New on-disk structures 
!  Audience: Forensic Tool Makers and Analyst 

!  Sleuthkit Extension 
 

Why is Ext4 important? 
 



Related Work 

!  Ext4: bit by bit 
!  Hal Pomeranz 

!  TSK Patches 
!  Willi Ballenthin 

!  Forensic Implications of Ext4 
!  Kevin Fairbanks 



Overview 

!  Ext2/3 Primer 

!  Ext4 
!  Features 
!  Scaling 
!  Topology 
!  Reliability 

!  Forensic Implications 

!  TSK Ext4 Screenshots 



Ext2/3 Primer 

 

!  FS divided into Block Groups 

!  Each Block Group contains FS meta-data 

!  Super Block and Group Descriptors may not be in every Block 
Group 

File System Layout 



Ext2/3 Primer 

!  File data mapped to inode using well known pointer system 

Data Mapping 



Ext2/3 Primer 

!  File data mapped to inode using well known pointer system 

!  Deletion in Ext3 zeros inode resident pointers 

Data Mapping 



Ext2/3 Primer 

 

!  Transaction based cyclic log 

!  By default, metadata written to journal 

!  Uncommitted transactions revoked 

!  Two stage process 

Ext3 Journal 



Ext2/3 Primer 
 

!  Optional in Ext2/3, but default in Ext4 

!  Constant depth H-tree used vs linked list 
!  Hash of filename and seed located in super block 
!  Maximum depth – 2 levels 
!  Leaf blocks are linked lists of directory entries 
!  CRC32 checksum at end of each block 

Directory Indexing 



Ext2/3 Primer 

!  Root Node Example 

Directory Indexing 



Ext2/3 Primer 

!  Index Node Example 

Directory Indexing 



Ext2/3 Primer 

!  Leaf Node Example 

Directory Indexing 



Ext4 Features 

!  Flexible Block Groups 

!  Directory Hashing (Default) 

!  Extents 

!  Huge Files 

!  Persistent Preallocation 

!  Nanosecond Timestamps 

!  Journal Block Device 2 

!  More to come? 

Just Ext3 with extents, right? 



Ext4 

!  Maximum file system size 
!  Ext3: 16 TB 

!  32 bit address space 
!  Ext4: 1 EB = 10^3 PB = 10^6 TB* 

!  48 bit address space 

!  Maximum file size 
!  Ext3: 2TB 

!  32 bit i_blocks field 
!  Ext4: 16TB 

!  HUGE_FILE flag means 
i_blocks is blocks not sectors 

!  Max Files Per Directory 
!  Ext3: 32K 
!  Ext4: Unlimited 

!  Link Counter set to 1 
!  Directory Indexing Used 

File System Scaling 

*Despite the footnote in the paper 



Ext4 Topology 

 

!  FS divided into Block Groups 

!  Each Block Group contains FS meta-data 

!  Super Block and Group Descriptors may not be in every Block 
Group 

Ext2/3 File System Layout 



Ext4 Topology 

 

!  Block Groups combined into Flex Groups 

!  Metadata no longer resides inside a particular block group 

!  GDG blocks reserved for expansion 

!  Lazy initialization of bitmaps and inode tables (lazy_bg) 

Ext4 File System Layout 

Key 
 

SBC    Super Block Copy 
GDT   Grp Desc Table 
GDG  Grp Desc Growth 
FGBBM  FlxGrp Blk Bitmap 
FGIBM  FlxGrp Inode Bitmap 
FGIT  FlxGrp Inode Table 
DB   Data Block 



Ext4 Topology 

 

!  MAC times get better resolution 

!  Creation timestamp introduced 

!  Deletion timestamp still has second resolution 

!  High 30 bits used for nanoseconds lower 2 bits extend timestamp 

Nanosecond Timestamps 



Ext4 Topology 

!  File data mapped to inode using well known pointer system 

!  Deletion in Ext3 zeros inode resident pointers 

Ext2/3 Mapping 



Ext4 Topology 

!  Extents can reside in inode or form a tree 

!  Every level of tree has an extent header 

!  Persistent Preallocation 

Ext4 Data Mapping 



Ext4 Topology 

!  Zeroing of inode resident extents depends upon creation of extent 
tree 

Ext4 Data Mapping 



Ext4 Topology 
Extent Resident File Deletion 

Before Deletion 

After Deletion 



Ext4 Topology 
Extent Tree File Deletion 

Before Deletion 

After Deletion 



Ext4 Reliability 

!  Journal Block Device 2 
!  64bit and 32bit systems 
!  CRC32 checksum added to the commit block 
!  Computed over all transaction blocks 
!  Commit block written to journal in 1 step process 

!  Group Descriptor Checksums 
!  CRC16 
!  Verify inode count 
!  Can skip over unused areas during e2fsck 



Forensic Implications I 

!  Deleted Files 
!  Inode resident extent dependent upon tree creation 
!  Extent index node not zeroed 
!  Extent headers for file recovery 

!  Metadata 
!  FS metadata statically located 
!  File metadata mixed with normal blocks 
!  IFF 256-byte Inode 

!  Increased timestamp resolution 
!  Creation Timestamp 



Ext4 Topology 

 

!  File system metadata structures do not move around 

Ext4 File System Layout 

Key 
 

SBC    Super Block Copy 
GDT   Grp Desc Table 
GDG  Grp Desc Growth 
FGBBM  FlxGrp Blk Bitmap 
FGIBM  FlxGrp Inode Bitmap 
FGIT  FlxGrp Inode Table 
DB   Data Block 



Ext4 Topology 

!  Zeroing of inode resident extents depends upon creation of extent 
tree 

!  Extent index and leaf nodes mixed in with file data blocks 

Ext4 Data Mapping 



Forensic Implications II 

!  Data 
!  Content may exist in preallocated extents 

!  Partially located in H-tree nodes 

!  Group Descriptor Growth Blocks 

!  Journal 
!  Extend index node journaled 



Ext4 
What lies beneath? 

User Level 

Kernel Level 

File Metadata 

Raw Disk 



Forensic Implications 

!  Root Node Example 

Stale Data: Directory Indexing 

Stale Data 



Forensic Implications 

!  Index Node Example 

Stale Data: Directory Indexing 

Stale Data 



Forensic Implications 

!  Leaf Node Example 

Stale Data: Directory Indexing 



Current Status & Futurework 

!  Completed 
!  In depth study of Ext4 

!  In Progress 
!  TSK + Ext4 
!  https://github.com/kfairbanks/sleuthkit (for now) 

!  Next Steps 
!  Ext4 Snapshots 
!  Volatility of data 

!  H-tree Spaces 
!  Group Descriptor Growth Blocks 
!  Extent Trees 
!  Online Defragmentation 

!  Data Hiding Using Journal 
!  Do CRCs prevent techniques for hiding data? 

 



TSK + Ext4 

!  Reporting  subsecond timestamps 

!  Checksum Type 

!  Checksum value 

jls snapshot 



TSK + Ext4 

!  Nanosecond timestamps 

!  Creation timestamp 

fls output 



TSK + Ext4 
fsstat output 

Flex BG Information 
GD Growth Blocks 
GD Checksum 


