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Event Reconstruction
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Conclusions of the :

investigation Timeline

GOAL: Determine the circumstances of the incident

VBlu @


mailto:cnicolle@u-bourgogne.fr

29CHECK L\l The Underlying Issues

Technical gaps
- Large amount of data + Heterogeneity (Semantic, Format, Time)
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5.9 CHECK (|| Existing Solutions

ECF FORE, Finite state machine approach, Zeitline, Neural
networks appraoch, CyberForensic TimelLab, etc.

Image
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Cedex, France

In

nique

log2timeline by Kristinn Gudjonsson
Super-timelines using a large number of sources

« Windows Event Logs

« Web Browsers Histories

« Apache logs

« PDF document metadata

« Firewall logs

« efc.
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/cygdrive/j/Local workspace/plaso
$ ./Tlog2timeline ../output.dump ../Scenarios/scenariol/EnCase/scenariol.EO1l > Tog.txt

/cygdrive/j/Local workspace/plaso
$ ./psort -w ../timeline.txt ../output.dump > log.txt
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8= Correlation
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Deletion

Event Object

Modification

\ 'Jtlllzatlon—/'T
Partncupatlon Consequence Support

Support |

\ Footprint

Subject Support
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Introduce a semantically rich knowledge
representation of events to enhance analysis
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S9CHECK L\ Knowledge Model

Correlation

« seS={a€A;|sasal * e€E ={tsartitenal,Ses0¢, Ec}
e 0€0={a€cA,|xa,a} Se={SES|€EE,SO'S€}
0 S p(4,) « 0,={o€0|e€E,eq,o0}

fEFz{fEAf|xafa} E.={x€E|e€E,eq,x}
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S9CHECK L\ Knowledge Model

 o,= {participation,repercussion}

* 0,= {creation, suppression, modification, utilization}
* o0,={correlation}

*  oy= {support}

« support(en E{E X0 XS}) ={f €F|f o en}
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Footprints left on the
crime scene
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Knowledge
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%9CHECK-L\  From Raw Data To Giant Graphs 8

DUBLIN
Qu—,

2014-07-03T07:36:39.408000+00:00, Last Visited Time, WEBHIST,MSIE Cache File URL record,Location:

Visited: Yoan@file:///C:/Users/Yoan/Pictures/dfrws12-039.jpg Number of hits: 2 Cached file size:
0,msiecf,TSK:/Users/Yoan/AppData/Local/Microsoft/Windows/History/History.lE5/index.dat,-,3,378480

Event

15455222

2014-07-03T07:36:39

WEBHIST

:hasSubType
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%9CHECK-L\  From Raw Data To Giant Graphs 8

DUBLIN
Qu—,

2014-07-03T07:36:39.408000+00:00,Last Visited Time,WEBHIST,MSIE Cache File URL record,Location:

Visited: Yoan@file:///C:/Users/Yoan/Pictures/dfrws12-039.jpg Number of hits: 2 Cached file size:
0,msiecf,TSK:/Users/Yoan/AppData/Local/Microsoft/Windows/History/History.lE5/index.dat,-,3,378480

Object Event
? A 15455222
12455 ! i
rdf.t:ype rdf:’:cype

:hasName 2014-07-03T07:36:39

dfrws12-039.jpg :utilization

C:/Users/Yoan/Pictur

es/dfrws12-039.jpg | WEBHIST

:hasSubType

oan.chabot@checksem.fr - Equipe de projet Checksem — Laboratoire Electronique Informatique
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Mapping: 1st Example
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%9CHECK-L\  From Raw Data To Giant Graphs 8

DUBLIN
Qu—,

2014-07-03T07:36:39.408000+00:00, Last Visited Time,WEBHIST,MSIE Cache File URL record,Location:

Visited: Yoan@file:///C:/Users/Yoan/Pictures/dfrws12-039.jpg Number of hits: 2 Cached file size:
0,msiecf,TSK:/Users/Yoan/AppData/Local/Microsoft/Windows/History/History.lE5/index.dat,-,3,378480

Object Event R
4 55
! » 15455222 £s
12455 | ! 3§
:hasID rdf:type | g
rdf:type -hasID §s
1 o3
~ thasName o I 2014-07-03T07:36:39 % &
dfrws12-039.jpg ol :utilization ! — 22
| thasTime H
C:/Users/Yoan/Pictur hasPath e ‘h 5 g
es/dfrws12-039.jpg :participation :hasType WEBHIST EL
:hasID . J §
1 s1 :hasSubType P
Cache Access g =
1 =}
| :hasName ! i3
Internet Explorer rdf:type 24
! 1 e
' | - §
1 |
v Mapping: 1st Example
Subject

13


mailto:cnicolle@u-bourgogne.fr

%9CHECK-L\  From Raw Data To Giant Graphs 8

DUBLIN
Qu—,

2014-07-03T07:36:46.662000+00:00,Content Deletion Time,RECBIN,Recycle

Bin,C:\Users\Yoan\Pictures\dfrws12-039.jpg,recycle_bin,TSK:/SRecycle.Bin/S-1-5-21-3724914695-
4089496160-3424763353-1000/SIAXNK4E.jpg,-,3,378521

15458548

ité de Bourgogne, BP 47870, 21078 Di

2014-07-03T07:36:46

re — Univers
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RECBIN

:hasSubType
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#9CHECKS'\|  From Raw Data To Giant Graphs &8

DUBLIN
Qu—,

2014-07-03T07:36:46.662000+00:00,Content Deletion Time,RECBIN,Recycle

Bin,C:\Users\Yoan\Pictures\dfrws12-039.jpg,recycle_bin,TSK:/SRecycle.Bin/S-1-5-21-3724914695-
4089496160-3424763353-1000/SIAXNK4E.jpg,-,3,378521

Event
Object i 15458548
i
12455 :
:haslD rdf:tE\/pe 2014-07-03T07:36:46
:hasName :deletion

RECBIN

 dfrws12-039pg ol
C:/Users/Yoan/Pictur /ﬁv

_es/dfrws12-039.jpg | :hasSubType
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Mapping: 2nd Example
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15455222

Graph Connections

2014-07-03T07:36:39

:hasTime

N
7

:hasID :participation
12 ///;f\L

S
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WEBHIST

:hasName !
Internet Explorer rdf:type
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:hasName :deletion 2014-07-03T07:36:46
dfrws12-039.jpg <
1
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=+ CHECKCC Automatic Analysis Operators

1 1
1 1
1 ! ]
i Event : g
| = O
| ~ : 3 g
1 7 ‘\ 1 =R
| o : £3
: //df ooy ! E
‘rdr:lype ER
rdf:type v hvp ! e
1 \\ 1 o o’\o
! ! 55
! rdf:type \‘i £s
Object 53
sadfc:modification ) r:j/f'type 55
sadfc:creation ;‘
95
Correlationy(e,x) = |0, N O0,|/max(|0,|, |0x])
I
=
2 |

Object Correlation Subject Correlation

Event Correlation

Temporal Correlation Knowledge-Based Correlation
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Event Subject ~. rdfs:subClassOf .
/ﬁ\ \\\\‘ §
"7 Process «
/rdf:type, N
y | | rdf:type

1
[}
1
1
1
4 1
1
[}
1
1
1
1
1
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COT'TelatiOns(e; x) — |Se N le/max(|Se|, |Sx|)
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=+ CHECKCC Automatic Analysis Operators

e e3

e2 e4

g
I L L | L l
12:00 1:00 2:00 3:00 4:00 5:00 6:00 7:00 8:00 9:00 10:00 11:00 12:00 1:00 2:00 3:00 4:00 5:00 6:00 7:00 8:00 9:00 10:00 11:00 %%
AM AM AM AM AM AM AM AM AM AM AM AM PM PM PM PM PM PM PM PM PM PM PM PM Eg
Functions Constraints Example g §
X 58
before(X,Y) Xty < Vi —— |83
X g¢
. . . 1|78
Correlationr(e, x) PWANN) | Frsir = Yoy E& Ning = Ve |
- . ¥ 53
= a X starts(e,x) + « meets(X.Y) Xy = Via
X g2
X equals(e, x) + meets(e, x) overtaps XY | T < oo & o > Yo — v |4
+ overlaps(e, x) + during(e, x) —— £3
L during(X,Y) Xtart = Vigare K& X <V =1
+ finishes(e, x) + before(e, x) X
starts(X.Y) xf.n'arr = yfmzrr S E';
X 3 5
finishes(X.Y) Xtpnad = Vtora i ' g %
s
Object Correlation Subject Correlation 8

Event Correlation

A

Temporal Correlation Knowledge-Based Correlation
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%9CHECK-L  Automatic Analysis Operators

2014-06-20T13:57:16.544000+00:00 | Creation Time | WEBHIST | Firefox History | Bookmark URL
CheckSem - Semantic Intelligence Research (http://checksem.u-bourgogne.fr/www/)| sqlite |
TSK:/Users/Yoan/AppData/Roaming/Mozilla/Firefox/Profiles/94zxtt2a.default/places.sqlite | - | 3 | 373176 |

Page Visited

aboratoire Electronique Informatique et Im|
bne, BP 47870, 21078 Dijon Cedex, France

Bookmark Created

2014-06-20T13:57:21.474000+00:00 | Page Visited | WEBHIST | Firefox History | http://checksem.u-
bourgogne.fr/www/ (CheckSem - Semantic Intelligence Research Host: checksem.u-bourgogne.fr visited
from: http://checksem.u-bourgogne.fr/www/ (checksem.u-bourgogne.fr) Transition: BOOKMARK | sqlite |
TSK:/Users/Yoan/AppData/Roaming/Mozilla/Firefox/Profiles/94zxtt2a.default/places.sqlite | - | 3 | 373182 |

n

Correlationgggr(e, x) = z rule,(e, x)

r=1
With rule, (e, x) = 1 if the rule is satisfied and 0 otherwise
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=+ CHECKCC Automatic Analysis Operators

Correlation(e, x)
= Correlationr(e, x) + Correlationg(e, x)
+ Correlationy (e, x) + Correlationggg (e, x)

! :haslD :participation

S

15455222

:hasID

-hasTime

_________________________________ . WEBHIST
Internet Explorer rdf:ﬁlype L~
"""""""""""""""""" rdf:’:cype :hasSubType
‘: :utilization v Cache Access
Subject | /[ _ | ]
Event
4 15458548
12455 L
---------------------------------- rdf:type
‘hasName :deletion :hasTime 2014-07-03T07:36:46
dfrws12-039.jpg <————= 0l K—""""" €2 =~
C:/Users/Yoan/Pictur | rdf-tvpe
|_es/dfrws12-039.jpg | i P RECBIN
v . hadubTupe b
Object

Correlation(el, e2) ~1,143
» Correlationy(el,e2): 01 D 1/1=1

* Correlationg(el,e2):0=>0/1=0

* Correlationy(el,e2): 2014-07-03T07:36:39 <->2014-07-03T07:36:46 = =~0,143

r - Equipe de projet Checksem — Laboratoire Electronique Informatique et Image
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Correlation(el,e3) = 0 \y}
* Correlationy(el,e3): @ =2 0/1=0
* Correlationg(el,e3): 0= 0/1=0
* Correlationy(el,e3): 2014-07-03T07:36:39 <-> 2010-11-20T04:58:26 =»=0

12455 | i .
hasip| ¢ Correlationggr(el,e3): 0
EX
. e 3
dfrws12-039.jpg 15455222 53
“““““““““““““““““““““““““““““““““““““ s &
| C:/Users/Yoan/Pictur { g @
_es/dfrws12:039.jpg | g R
2014-07-03T07:36:39 wg
__________________________________ 2R
8 <
£a
12 < 3§
7777777777777777777777777777777777 . .. . | 9O
:participation : . WEBHIST £ go.f
‘ :hasName 3 N Rl
Internet Explorer | rdf:type S g
rdf:type  :hasSubType 3%
v i 52
:utilization v ; Cache Access | 33
H | [}
Subject g¢
Event 2%
Y =
| X 8
rdf:type 15452354 g8
T e
:hasID d=
1 S :participation . 8o
7777777777777777777777777777777777 thasTime 2010-11-20T04:58:26 ;f g
2| S
_________________________________ ©f oz
Windows OS . T 2
7777777777777777777777777777777777 Object 51
354 A _ LNK N
:hasID rdf-type e e O 17 T S S —— g
Performance thasName
Monitor.Ink :
"""""""""""""""""" Creation Time ;
...Tools/Performance i :haSPa‘th R

23 Monitorink | w Igi 3 @
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SJCHECK L\ Future Works

X, France

New Analysis operators
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New Semantic dimensions
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