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Operation Big Wing, 24t April 2014

3,300 Metropolitan Police Officers

Targeting Co-ordinated arrests of 630 persons
across London as burglary and theft crackdown

National Crime Agency

Operation Notorise resulted in 660 persons
Basic Skills arrested in regards child abuse.

Large Quantity Specifically 9,172 devices seized.
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11 hours : Results \nalysis
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This problem is not going away. It’s going to get worse!
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Latency, Multi-threading
and Parallel Processing
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We lose “Chain of Evidence”

 We're not longer using a simple system
with one file store and a few PCs

* In this world of distributed storage and processing
we need to revisit and re-establish
“Chain of Evidence” within the computer system

e We're back a decade and can’t move on until we do
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Acquisition

Ingestion

FCluster Architecture
Roles and Zones

Acquisition Authority
Jigsaw Imager and Data Triage

FClusterfs metadata storage
Metadata Import/Load Balancer

Replicator

Distribution Data Storage Server
Processing Server
Processing Results Meta Data table

Acquisition
Authority Assurance
To Aquire
; 4 Aquisition
Evidence
Device l
» & )
A single A directory A multitude | .
Image File metadata DEB of DEBs ! y
. 3 = E !
Ingestion \ 3 |Filesystem |y — |
Assurance | | LIngestion
/ 2 L4
2 DEB
2 | Metadat -~
W | Ingestiol
Ifhage Stor ous Distribution
>~
?., ‘ Distribution| | gand Storage
§ /, v ssurance
3 DEB/Data TN
DEBon | o U"'f::mg ,étorag_e
De::\nd Vi ri(:al :\:r‘.‘/ua” R
\“‘ AN // N
\ Local Dat °
NI =Y
| N S
Legacy non- ) | 4
dlslrlbut_ed Local
Processing Processin g
| A
v
QL Processing
RResulfs Assurance

Database
%

C
Processing
s



ource rite Jl SaW Ima in
- T ging
ek . e Reads the Source media
and follows the file

yd
Source Write
/7 system (not sector by

_ sector)
K 3 * Creates Digital Evidence

_—
T e DFR. pes YZ0co ) Deo I Bags for each file while
m e B < . simultaneously creating
=R the conventional image

AN
- . . -




Data Acquisition
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Fclusterfs
A file system for Digital Evidence Bags

A FUSE file system that:

Stores the original file meta-data in the file system

Gives access to files stored as whole, encrypted DEBs

Has access control by user and file system and file

Is Read Only

Logs movement of, and access to, data

Allows (most) unaltered legacy software

Allows non-parallel-aware software to run across multiple nodes



Why is this the right approach?

This could be achieved within an application program but
each package would to have to implement it and gain
approval.

Working at file system level the efficacy is global
Interaction with FClusterfs is unavoidable

Fclusterfs controls data access and maintains Assurance
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Information Assurance
IN a
Distributed Forensic Cluster

Questions?



