
DIGITAL FORENSIC RESEARCH CONFERENCE

Some Practical Thoughts Concerning Active Disk Antiforensics

By

Travis Goodspeed

Presented At

The Digital Forensic Research Conference

DFRWS 2014 USA Denver, CO (Aug 3rd - 6th)

DFRWS is dedicated to the sharing of knowledge and ideas about digital forensics research. Ever since it organized 

the first open workshop devoted to digital forensics in 2001, DFRWS continues to bring academics and practitioners

together in an informal environment. As a non-profit, volunteer organization, DFRWS sponsors technical working 

groups, annual conferences and challenges to help drive the direction of research and development.

http:/dfrws.org



Some Practical Thoughts 
Concerning 

Active Disk Antiforensics 
and 

Other Entertaining Stories
Travis Goodspeed 
DFRWS 2014 USA 
Denver, Colorado



Good Morning!



Good Morning!
• I hate keynotes. 

• Except those by FX and Dan Geer. 

• I love Proofs of Concept. 

• Short, nifty tricks. 

• No grand theories, no unnecessary tables.



Did you know that you can 
just start a journal?



Did you know that you can 
just start a journal?

• A neighbor and I started a journal. 

• No peer review, just a benevolent dictatorship. 

• Pastor Manul Laphroaig, Amateur Tyrant



International Journal of PoC k GTFO

Issue 0x00, a CFP with PoC

An epistle from the desk of Rt. Revd. Pastor Manul Laphroaig

pastor@phrack.org

August 5, 2013

Legal Note: Permission to use all or part of this work for personal, classroom, or whatever other use is NOT

granted unless you make a copy and pass it to a neighbor without fee, excepting libations o↵ered by the aforementioned

neighbor in order to facilitate neighborly hacking, and that said copy bears this notice and the full citation on the first

page. Because if burning a book is a sin—which it surely is!—then copying of a book is your sacred duty. For uses in

outer space where a neighbor to share with cannot be readily found, seek blessing from the Pastor and kindly provide

your orbital ephemerides and radio band so that updates could be beamed to you via the Southern Appalachian

Space Agency (SASA).

1 Call to Worship

Neighbors, please join me in reading this Þrst issue of the International Journal of Proof of Concept or Get
the Fuck Out, a friendly little journal for ladies and gentlemen of distinguished ability and taste in the Þeld
of computer security and the architecture of weird machines.

In Section 2, Travis Goodspeed will show you how to build your own antiforensics hard disk out of an
iPod by simple patching of the open source Rockbox Þrmware. The result is a USB disk, which still plays
music, but which will also self destruct if forensically imaged.

In Section 3, Julian Bangert and Sergey Bratus provide some nifty tricks for abusing the di! erences in
ELF dialect between exec() and ld.so. As an example, they produce a Þle that is both a library and an
executable, to the great confusion of reverse engineers and their totally legitimate IDA Pro licenses.

Section 4 is a sermon on the subjects of Bitcoin, Phrack, and the den on iniquity known as the RSA
Conference, inviting all of you to kill some trees in order to save some source. It brings the joyful news that
we should all shut the fuck up about hat colors and get back to hacking!

Delivering even more nifty ELF research, Bx presents in Section 5 a trick for returning from the ELF
loader into a libc function by abuse of the IFUNC symbol. ThereÕs a catch, though, which is that on amd64
her routine seems to pass a very restricted set of arguments. The Þrst parameter must be zero, the second
must be the address of the function being called, and the third argument must be the address of the symbol
being dereferenced. Readers who can extend this into an arbitrary return to libc are urged to do it and share
the trick with others!

Remembering good times, Section 6 by FX tells us of an adventure with Barnaby Jack, one which features
a golden vending machine and some healthy advice to get the fuck out of Abu Dhabi.

Finally, in Section 7, we pass the collection plate and beg that you contribute some PoC of your own.
Articles should be short and sweet, written such that a clever reader will be inspired to build something
nifty.
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Proceedings of the Society of PoC! GTFO
Issue 0x01, an Epistle to the 10th H2HC in S‹o Paulo

From the writing desk, not the raven, of Rt. Revd. Preacherman Pastor Manul Laphroaig
pastor@phrackorg

October 6, 2013

Legal Note: Permission to use all or part of this work for personal, classroom or whatever other use is NOT
granted unless you make a copy and pass it to a neighbor without fee. Because if burning a book is a sin, then
copying books is your sacred duty. For uses in locations where photocopiers are held under lock and key, we politely
suggest the use of typewriter samizdat

1 Call to Worship

Neighbors, please join me in reading this second issue of the International Journal of Proof of
Concept or Get the Fuck Out, a friendly little collection of articles for ladies and gentlemen
of distinguished ability and taste in the field of software exploitation and the worship of weird
machines. If you are missing Issue 0x00, we politely suggest pirating it from the usual locations,
or on paper from a neighbor who picked up a copy in Vegas.

In Section 2, Dan Kaminsky presents of all strange things a defensivePoC! His four lines
of Javascript seem to produce random bytes, but that can’t possibly be right. If you disagree
with him, POC||STFU.

This issue’s devotional is in Section 3, where Travis Goodspeed shares a thought experiment
in which Ada Lovelace and Serena Butler fight on opposite sides of the Second War on General
Purpose Computing using Don Lancaster’s TV Typewriter as ammunition.

In the grand tradition of backfiring parse tree differentials, Ange Albertini shares in Section 4
a nifty trick for creating a PE file that is interpreted differently by Windows XP, 7, and 8.
Perhaps you’ll use this as an anti-reversing trick, or perhaps you’ll finally learn why TinyPE
doesn’t work after XP. Either way, neighborliness abounds.

In Section 5, Julia Wolf demonstrates on four napkins how to make a PDF that is also a
ZIP. Perhaps, dear reader, if you are reading this from a PDF you might find a file or two to
be attached?

In Section 6, Josh Thomas will teach you a how to permanently brick an Android phone by
screwing around with its voltage regulators in quick kernel patch. We the editors remind readers to send only
quality, technical correspondence to Josh; any rubbish that merely advocates your chosen brand of cellphone
should be sent to jobs@paper.li.

Today’s sermon, to be found in Section 7, concerns the divinity of programming languages, from PHP to
BASIC. Following along with a little scripture and a lot of liquor, we’ll see that every language has a little
something special to make it worth learning and teaching. Except Java.

Finally, in Section 8, we pass the collection plate and beg that you contribute some PoC of your own.
Articles should be short and sweet, written such that a reader will be inspired to build something clever.

This issue is dedicated to the continuing ministry of Mitch Altman, a Johnny Appleseed of soldering
literacy who has taught countless adults and countless children in countless cities to build their own elec-
tronics.
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ChildrenÕs Bible Coloring Book of PoCk GTFO
Issue 0x02, an Epistle to the 30th CCC Congress in Hamburg

Composed by the Rt. Revd. Pastor Manul Laphroaig to put pwnage before politics.

pastor@phrack org

December 28, 2013

Legal Note: If you have received this book without a cover or crayons, you should be aware that your friends
are awesome! It was produced by samizdat from the freely available pocorgtfo02.pdf. Neighbor, you have our
blessing to copy this as you like. Yodel it, preach it, doodle it, and share this gospel with the whole of creation,
’cause we don’t give a shit.

1 Call to Worship
Please join me in reading this third issue of the International Journal of Proof of Concept or Get the
Fuck Out, a friendly little collection of articles for ladies and gentlemen of distinguished ability and taste
in the Þeld of software exploitation and the worship of weird machines. If you are missing the Þrst two
issues, we the editors suggest pirating them from the usual locations, or on paper from a neighbor who
picked up a copy of the Þrst in Vegas or the second in S‹o Paulo.

This edition is written to the Þne neighbors of the Chaos Computer Club in honor of their thirtieth
congress, to be held this December in Hamburg. As in prior issues, youÕll Þnd plenty of pwnage, some
neighborly preaching, and no politics.

In Section 2, Pastor Laphroaig preaches that in the tradition of Noah and of Howard Hughes, we
should build our own fucking birdfeeders.

Brother Myron Aub takes a break from his evangelical promotion of Graphitics to teach us a little
about the PGP Message format in Section 3. It turns out that RFC 4880 gives him just enough room
to encode an LZ-compression quine within a message, and the PGP interpreter is just ÒsmartÓ1 enough
to keep decoding it Õtill the cows come home. Perhaps other weird machines remain to be found?

Natalie Silvanovich shares in Section 4 her techniques for reliably dropping shellcode into the Tam-
agotchiÕs 6502 controller from malicious plugin cartridges. Her exploit requires a number of nifty tricks,
not least of which is that the some bits of the program counter are ignored in this architecture, so her
victim executes the right code from the wrong address! It is feared that this technology might be used

1Because things marketed as ÒsmartÓ usually arenÕt, at least not for the buyerÕs beneÞt. Truly, the world does occasionally
need reminding that stupid is as stupid does.
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Let’s hear some stories!



Proofs of Concept 
are 

Proofs by Construction



Active Disk Antiforensics 
PoC||GTFO 0:2



Active Disk Antiforensics
• You think of a disk as a block device. 

• Blocks are written, then read back intact. 

• Sometimes they are damaged. 

• A disk is really a server. 

• Host makes requests by SCSI or ATA. 

• Software in the disk responds.







iPod is a Computer
• Low-end ARM with hardware MP3 decoding. 

• Custom operating systems 

• iPod Linux, Rockbox 

• Disk Mode is implemented in software. 

• C code translates USB Mass Storage to ATA.



iPod is a Computer



iPod Disk Layout

• First sector is MBR. 

• Then comes the iPod Firmware. 

• Finally, there is a FAT32 or HFS+ partition for music.



iPod Disk Layout

• First sector is MBR. 

• Then comes the iPod Firmware. 

• Finally, there is a FAT32 or HFS+ partition for music.

This is *NEVER* legitimately 
read by the host!



Fingerprinting a Host OS
• Windows 

Reads the Master Boot Record (MBR) 9 times. 

• FreeBSD 
Speaks some antique SCSI requests. 

• OpenBSD 
Doesn’t delay on SCSI errors. 

• Linux  
Varies by automounter.



Fingerprinting Disk Imaging

• tar -cf mnt.tar /mnt  
Follows the filesystem structures,  
never reading empty space,  
or deleted files, or orphaned inodes. 

• dd if=/dev/sdc of=forensics.img  
This reads from the beginning to the end,  
in order, as large blocks, without reading ahead,  
and without following filesystem or partition structs.



So let’s make a trap!
• Pick an unused sector early in the disk. 

• The sector must be one that is *NEVER* read. 

• If this sector is read anyways, 

• Erase all future sectors. 

• Reply with legitimate-looking garbage.



Disk Imaging my iPod





Beyond a PoC
• My iPod is well and good as a PoC, but 

• There’s a disk recover mode. 

• The disk can be read directly. 

• Who carries an iPod in 2014? 

• So let’s weaponize this.



Beyond a PoC
• So let’s patch the firmware of a real disk. 

• And let’s make it more malicious.

Implementation and Implications of
a Stealth Hard-Drive Backdoor

Jonas Zaddach†⇤ Anil Kurmus‡⇤ Davide Balzarotti† Erik-Oliver Blass§ Aurélien Francillon†

Travis Goodspeed¶ Moitrayee Guptak Ioannis Koltsidas‡

ABSTRACT
Modern workstations and servers implicitly trust hard disks
to act as well-behaved block devices. This paper analyzes
the catastrophic loss of security that occurs when hard disks
are not trustworthy. First, we show that it is possible to
compromise the firmware of a commercial o↵-the-shelf hard
drive, by resorting only to public information and reverse en-
gineering. Using such a compromised firmware, we present
a stealth rootkit that replaces arbitrary blocks from the disk
while they are written, providing a data replacement back-
door. The measured performance overhead of the compro-
mised disk drive is less than 1% compared with a normal,
non-malicious disk drive. We then demonstrate that a re-
mote attacker can even establish a communication channel
with a compromised disk to infiltrate commands and to ex-
filtrate data. In our example, this channel is established
over the Internet to an unmodified web server that relies
on the compromised drive for its storage, passing through
the original webserver, database server, database storage en-
gine, filesystem driver, and block device driver. Additional
experiments, performed in an emulated disk-drive environ-
ment, could automatically extract sensitive data such as
/etc/shadow (or a secret key file) in less than a minute. This
paper claims that the di�culty of implementing such an at-
tack is not limited to the area of government cyber-warfare;
rather, it is well within the reach of moderately funded crim-
inals, botnet herders and academic researchers.

⇤Both authors are first authors.
†EURECOM, 06560 Sophia Antipolis, France. Email:
{jonas.zaddach,davide.balzarotti,aurelien.
francillon}@eurecom.fr.
‡IBM Research – Zurich, 8803 Rüschlikon, Switzerland.
Email: {kur,iko}@zurich.ibm.com.
§College of Computer and Information Science, Northeast-
ern University, Boston, MA, USA. Email: blass@ccs.neu.
edu.
¶travis@radiantmachines.com
kDepartment of Computer Science and Engineering, UCSD,
La Jolla, CA, USA. Email: m5gupta@cs.ucsd.edu.

1. INTRODUCTION
Rootkits and backdoors are popular examples of malicious

code that allow attackers to maintain control over compro-
mised machines. They are used by simple botnets as well as
by sophisticated targeted attacks, and they are often part
of cyber-espionage tools designed to remain undetected and
collect information for a long period of time.
Traditionally, malicious code targets system utilities, pop-

ular network services or components of the operating system.
However, in a continuous e↵ort to become more persistent
and avoid detection, the target of the infection has shifted
from software components towards more low-level elements,
such as bootloaders, virtual-machine hypervisors, computer
BIOS, and recently even the hardware itself.
The typical hardware-based threat scenario involves a ma-

levolent employee in the manufacturing process or a compro-
mised supply chain. In addition, many devices from trusted
parties have been known to contain rootkits for copyright
protection [14] or lawful interception capabilities in network
devices [5, 10]. Recent reports of hard drives shipping with
viruses [23] show that such threats are also realistic in the
context of storage devices. In this paper, we will demon-
strate that it is not even necessary to have access to the
manufacturer or to the supply chain in order to compromise
a hard drive’s firmware. Instead, a firmware backdoor can
be installed by, e.g., traditional malware after the operating
system has been compromised.
From the attacker’s point of view, a drawback of hard-

ware backdoors is the fact that they are highly hardware
dependent, requiring customization for each targeted de-
vice. This has made hardware backdoors less generic and
less attractive than more traditional operating-system back-
doors. However, the hard-drive market has now shrunk to
only three major manufacturers, with Seagate and Western
Digital accounting for almost 90% of all drives manufac-
tured [4]. While drive firmwares may vary across product
lines, porting a backdoor from one model to another of the
same manufacturer should require only a limited amount of
work, making backdoors on hard drives an attractive attack
vector.
So far, malicious hardware has typically been used as a

stepping stone to compromise other system components: for
example, by exploiting the auto-run functionality, filesystem
vulnerabilities [21], or DMA capabilities on systems lack-
ing properly configured I/O Memory Management Units
(IOMMU). In such cases, malicious code on the operat-
ing system is simply bootstrapped from the hardware device.
Then, to perform its operation, the malware propagates and



Inside a Seagate Disk

SATA cable

SATA drive

Relay for serial port

controlled power reset

Spare power cable

Spare relay

Serial to USB cables

Power cord

Figure 1: Custom backdoor development kit. This
apparatus was built to reset the drive, allowing easy
scripting and automated tasks. One USB to serial
cable controls the relay, the second is connected to
the serial port of the drive. The SATA cable is con-
nected through a USB-SATA adapter for backdoor
development. It is then directly connected to a com-
puter motherboard for the field tests.

around an ARM966 CPU core, a read-only memory (ROM)
containing a“mask ROM”bootloader, internal SRAM mem-
ories, an external serial FLASH (accessed via an SPI bus),
and an external DRAM memory. This DRAM is the largest
memory and is used to cache data blocks read from or writ-
ten to disk as well as a part of the firmware code that does
not fit into the SRAM.

Interestingly, this hard drive also provides a serial con-
sole accessible through a physical serial port on the drive’s
Master/Slave jumper pins.

Software Architecture and Boot Sequence.
The bootloader in mask ROM is executed immediately

after the CPU resets and loads a reduced boot firmware
from the serial FLASH chip. The boot firmware has the
capability to initialize the hardware to a su�cient degree to
load the main firmware from the magnetic disks. However,
it does not implement the full SATA protocol that this hard
drive uses to talk to the computer.

Finally, the main firmware is loaded into memory from
a reserved area of the disk (not user accessible) and then
executed. Additional overlays, providing non-default func-
tionality, can be loaded on demand from the reserved area.
For example, a diagnostic menu available through the serial
console is in overlays “4” and “5”. The memory layout at
run-time is depicted in Figure 2.

As our hard drive has a SATA bus, read and write requests
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Figure 2: Overview of a hard drive’s architecture.

to it are encapsulated in the ATA protocol. This is a simple
master-slave protocol where the computer will always send
a request, to which the hard drive replies with a response.
Inside the hard drive’s firmware, five components take care

of processing data: the interrupt handlers process hardware
events, the SATA task processes data from the SATA port,
the cache task manages the cache memory and evicts blocks
from the cache, the read-write task transfers data to and
from the disk platters, and the management task handles
diagnostic menu commands and background activities.

Analysis Techniques.
Knowledge about the system was acquired from publicly

available information (e.g., [1]) and by reverse-engineering a
hard drive in our lab. While the firmware (except for the
mask ROM bootloader) is contained in update files, their
format is not obvious and the header format was not doc-
umented. Fortunately, the diagnostic menu allows parts of
memory to be dumped while the system is loaded. Thus,
it proved easier to dump the firmware of the running hard
drive through this menu than recovering it from the firmware
update binary.
The mask ROM bootloader contains another menu, which

can be accessed at boot time on the serial console. This
menu provides a means to read and write the memory con-
tents before the boot firmware is loaded. We therefore de-
signed a small GNU Debugger (GDB) stub that we injected
into the hard drive’s memory.
Inconveniently, our target hard drive’s ARM 966 [3] core

lacks hardware debug support. Therefore, we relied purely
on software breakpoints, rather than on hardware break-
points or single-stepping. In this context, software break-
points are essentially instructions that trigger a data abort
interruption. By hooking into that interrupt vector’s han-
dler and replacing instruction by a breakpoint, one can im-
plement a debugger stub fully in software.
If a software breakpoint is overwritten prior to it being

reached, e.g., because the firmware loads new code, the
breakpoint will never be triggered. In addition, we have



We Needed a Devkit
• Reversing is Hard Work 

• 10 man-months for this project. 

• Lots of mistaken assumptions, instabilities. 

• Debuggers are great! 

• But Seagate kills JTAG. :(
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Figure 1: Custom backdoor development kit. This
apparatus was built to reset the drive, allowing easy
scripting and automated tasks. One USB to serial
cable controls the relay, the second is connected to
the serial port of the drive. The SATA cable is con-
nected through a USB-SATA adapter for backdoor
development. It is then directly connected to a com-
puter motherboard for the field tests.

around an ARM966 CPU core, a read-only memory (ROM)
containing a“mask ROM”bootloader, internal SRAM mem-
ories, an external serial FLASH (accessed via an SPI bus),
and an external DRAM memory. This DRAM is the largest
memory and is used to cache data blocks read from or writ-
ten to disk as well as a part of the firmware code that does
not fit into the SRAM.

Interestingly, this hard drive also provides a serial con-
sole accessible through a physical serial port on the drive’s
Master/Slave jumper pins.

Software Architecture and Boot Sequence.
The bootloader in mask ROM is executed immediately

after the CPU resets and loads a reduced boot firmware
from the serial FLASH chip. The boot firmware has the
capability to initialize the hardware to a su�cient degree to
load the main firmware from the magnetic disks. However,
it does not implement the full SATA protocol that this hard
drive uses to talk to the computer.

Finally, the main firmware is loaded into memory from
a reserved area of the disk (not user accessible) and then
executed. Additional overlays, providing non-default func-
tionality, can be loaded on demand from the reserved area.
For example, a diagnostic menu available through the serial
console is in overlays “4” and “5”. The memory layout at
run-time is depicted in Figure 2.

As our hard drive has a SATA bus, read and write requests

Figure 2: Overview of a hard drive’s architecture.

to it are encapsulated in the ATA protocol. This is a simple
master-slave protocol where the computer will always send
a request, to which the hard drive replies with a response.
Inside the hard drive’s firmware, five components take care

of processing data: the interrupt handlers process hardware
events, the SATA task processes data from the SATA port,
the cache task manages the cache memory and evicts blocks
from the cache, the read-write task transfers data to and
from the disk platters, and the management task handles
diagnostic menu commands and background activities.

Analysis Techniques.
Knowledge about the system was acquired from publicly

available information (e.g., [1]) and by reverse-engineering a
hard drive in our lab. While the firmware (except for the
mask ROM bootloader) is contained in update files, their
format is not obvious and the header format was not doc-
umented. Fortunately, the diagnostic menu allows parts of
memory to be dumped while the system is loaded. Thus,
it proved easier to dump the firmware of the running hard
drive through this menu than recovering it from the firmware
update binary.
The mask ROM bootloader contains another menu, which

can be accessed at boot time on the serial console. This
menu provides a means to read and write the memory con-
tents before the boot firmware is loaded. We therefore de-
signed a small GNU Debugger (GDB) stub that we injected
into the hard drive’s memory.
Inconveniently, our target hard drive’s ARM 966 [3] core

lacks hardware debug support. Therefore, we relied purely
on software breakpoints, rather than on hardware break-
points or single-stepping. In this context, software break-
points are essentially instructions that trigger a data abort
interruption. By hooking into that interrupt vector’s han-
dler and replacing instruction by a breakpoint, one can im-
plement a debugger stub fully in software.
If a software breakpoint is overwritten prior to it being

reached, e.g., because the firmware loads new code, the
breakpoint will never be triggered. In addition, we have

We Needed a Devkit

• GDB Stub is easy to port. 

• UART as comms. 

• Need external reboots.



Better than Antiforensics

• Not only can I fingerprint the host, but  
I can also do a discrete, remote comms channel. 

• HTML5 Local Storage 

• Cookies 

• SQL Database Contents



Backdoored Disk
Figure 3: Call sequence of a write operation on the hard drive.

the cache enabled, our experiments showed it was impossible
to distinguish the performance of the modified firmware from
the original one. Hence, we emulate, as best as we can, a
suspicious user attempting to detect hard-drive anomalies
by testing the direct throughput.

Table 1: Filesystem-level write-throughput

Write test

Mean (MB/s) 95% CI

With backdoor 37.57 [37.56; 37.59]
Without backdoor 37.91 [37.89; 37.94]

We perform 30 iterations of the experiment, with a 30
second pause between successive iterations. For each set
of values measured, we compute 95%-confidence intervals
using the t-distribution. Table 1 shows the comparison of
the write throughputs of the hard drive with the unmodified
and the backdoored firmware. In both cases, we executed
the IOZone write/rewrite test to create a 100 MB file with
a record length of 512 KB.

Comparing the results, we can conclude that the backdoor
adds an almost unnoticeable overhead to write operations.
For instance, to put those results into context, we measured
larger disk throughput fluctuations by changing the cable
that connects the hard drive to the computer than in the
case of our backdoor.

3. DATA EXFILTRATION BACKDOOR
In this section, we present the design overview of a back-

door that allows to send and receive commands and data
between the attacker and a malicious storage device, i.e., a
Data Exfiltration Backdoor (DEB).

Basically, a DEB has two components: (i ) a modified
firmware in the target storage device and (ii ) a protocol

Figure 4: A server-side storage backdoor.

to leverage the modified firmware and to establish a bi-
directional communication channel between the attacker and
the firmware.
First we describe a concrete scenario in which the data ex-

filtration attack is performed, and then proceed to describe
the challenges and our solution in detail.

3.1 Data Exfiltration Overview
We start with a real-world example of a server-side DEB,

where the compromised drive runs behind a typical two-tier
web server and database architecture, see Figure 4. This
scenario is of particular interest, because the various proto-
cols and applications between the attacker and the storage
device can render the establishment of a (covert) communi-
cation channel extremely di�cult. We assume that the web
server provides a web service where users can write and then
read back content. This is the case for many web services.
The specific example we select here is that of a web forum
or blog service where users can post and browse comments.
To perform data exfiltration from a server, the attacker

proceeds in the following way:
First, the attacker performs an HTTP GET or POST re-

quest from his or her browser to submit a new comment
to the forum of the web server. The comment contains a
trigger value, or magic value, and a disguised “read sector
X” command for the backdoor. The web server passes this
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Figure 3: Call sequence of a write operation on the hard drive.

the cache enabled, our experiments showed it was impossible
to distinguish the performance of the modified firmware from
the original one. Hence, we emulate, as best as we can, a
suspicious user attempting to detect hard-drive anomalies
by testing the direct throughput.

Table 1: Filesystem-level write-throughput

Write test

Mean (MB/s) 95% CI

With backdoor 37.57 [37.56; 37.59]
Without backdoor 37.91 [37.89; 37.94]

We perform 30 iterations of the experiment, with a 30
second pause between successive iterations. For each set
of values measured, we compute 95%-confidence intervals
using the t-distribution. Table 1 shows the comparison of
the write throughputs of the hard drive with the unmodified
and the backdoored firmware. In both cases, we executed
the IOZone write/rewrite test to create a 100 MB file with
a record length of 512 KB.

Comparing the results, we can conclude that the backdoor
adds an almost unnoticeable overhead to write operations.
For instance, to put those results into context, we measured
larger disk throughput fluctuations by changing the cable
that connects the hard drive to the computer than in the
case of our backdoor.

3. DATA EXFILTRATION BACKDOOR
In this section, we present the design overview of a back-

door that allows to send and receive commands and data
between the attacker and a malicious storage device, i.e., a
Data Exfiltration Backdoor (DEB).

Basically, a DEB has two components: (i) a modified
firmware in the target storage device and (ii) a protocol

Figure 4: A server-side storage backdoor.

to leverage the modified firmware and to establish a bi-
directional communication channel between the attacker and
the firmware.
First we describe a concrete scenario in which the data ex-

filtration attack is performed, and then proceed to describe
the challenges and our solution in detail.

3.1 Data Exfiltration Overview
We start with a real-world example of a server-side DEB,

where the compromised drive runs behind a typical two-tier
web server and database architecture, see Figure 4. This
scenario is of particular interest, because the various proto-
cols and applications between the attacker and the storage
device can render the establishment of a (covert) communi-
cation channel extremely di�cult. We assume that the web
server provides a web service where users can write and then
read back content. This is the case for many web services.
The specific example we select here is that of a web forum
or blog service where users can post and browse comments.
To perform data exfiltration from a server, the attacker

proceeds in the following way:
First, the attacker performs an HTTP GET or POST re-

quest from his or her browser to submit a new comment
to the forum of the web server. The comment contains a
trigger value, or magic value, and a disguised “read sector
X” command for the backdoor. The web server passes this



End Result

• Attacker can remotely mount Defender’s disk. 

• There is no malware running on the X86 CPU. 

• Installation takes seconds.





Other Platforms
• Sprites Mods on Western Digital Disks 

• Uses JTAG instead of GDB Stub 

• Begins to boot Linux on the disk! 

• Flowswitch Tools for Phison Firmware 

• Python scripts for Thumbdrive Firmware





So how do we catch this?

• Single, Known Implementation 

• Exploit a bug! 

• Multiple, Unknown Implementations 

• Read chips from the raw?   

• How much of a backlog would you like?



Reading Chips in the Raw

• Lots of labwork. 

• Which devices do you spend extra time on?



So how do we catch this?



Go now in peace.
• Read your scripture. 

• PoC||GTFO, Phrack, conference proceedings! 

• Preach the good news! 

• Conference talks, soap box. 

• ``Hey, want to learn a cool trick?’’
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