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ORBOT
HTTPS://GUARDIANPROJECT.INFO/APPS/ORBOT/

What is Orbot?

• Open source software for Internet 

traffic encryption through 

computers around the world

• Configured to transparently proxy 

all of Internet traffic through Tor

(The Onion Router)

• Choice which specific apps can be use 

through Tor 

• Private internet connection

• Private web surfing

• Private chat messaging

• Privacy on Twitter



ORWEB
HTTPS://GUARDIANPROJECT.INFO/APPS/ORWEB/

• Current default browser for Orbot on Android à evades 

tracking and censorship by bouncing encrypted traffic several 

times through computers around the world. 

• Based on Orbot

“When a communication arrives from Tor, you can never know where 
or whom it’s from” 

New York Times

What is Orweb?

Orfox
Summer/Autumn 2015



ORFOX
HTTPS://GUARDIANPROJECT.INFO/2015/06/30/ORFOX-ASPIRING-TO-BRING-TOR-BROWSER-TO-ANDROID/

• New browser for Android à BETA release available 

on Google Play for public testing only

• Built from the same source code as Tor Browser 

(which is built upon Firefox)

• Required Orbot app to connect to the Tor network

• It allows users to bookmark sites 

What is Orfox?



ANALYSIS METHODOLOGY – PART 1

ENVIRONMENT

Samsung Galaxy S5 with 
Android 5.0

Rooting with KingoRoot

INSTALLATION

Orbot download, install and 
execution

Orweb download, install 
and execution

Orfox download, install and 
execution

DEVICE PHYSICAL 

ACQUISITION

1 2 3



SYSTEM FOLDER
PACKAGES.LIST
INSTALLED APPS INFORMATION (PACKAGE NAME, UID, APP PATH)

¡ Package name org.torproject.android 

UserID 10076
App path /data/data/org.torproject.android

¡ Package name info.guardianproject.browser

UserID 10077
App path /data/data/info.guardianproject.browser

¡ Package name info.guardianproject.orfox 

UserID 10078 
App path /data/data/info.guardianproject.orfox

ORBOT

ORWEB

ORFOX



SYSTEM FOLDER
PACKAGES.XML
LIST OF PERMISSIONS AND PACKAGES/APPLICATIONS

<package name="org.torproject.android" userId="10076" version="15012310" ut="151b5c6d5a5" 
it="151b5c6d5a5" ft="151b5c6cf20" flags="540228" dt="151b5c6db57" dm="2" 
nativeLibraryRootRequiresIsa="true" nativeLibraryDir="/data/app/org.torproject.android-1/lib/arm" 
nativeLibraryRootDir="/data/app/org.torproject.android-1/lib" 
nativeLibraryPath="/data/app/org.torproject.android-1/lib" codePath="/data/app/org.torproject.android-1" 
primaryCpuAbi="armeabi-v7a" installer="com.android.vending">
<perms>
<item name="android.permission.RECEIVE_BOOT_COMPLETED"/>
<item name="org.torproject.android.MANAGE_TOR"/>
<item name="android.permission.ACCESS_NETWORK_STATE"/>
<item name="android.permission.INTERNET"/>
</perms>
</package>

Attribute Description

UT Timestamp in hex format of last update 

IT Timestamp in hex format of fist time installation 

Timestamp

Fri, 18 Dec 2015 – 15:48:05

Fri, 18 Dec 2015 – 15:48:05



SYSTEM FOLDER
PACKAGE-USAGE.LIST
APP LAST EXECUTION TIME (EPOCH)

Application Timestamp

org.torproject.android 1451345825.267

info.guardianproject.browser 1450459648.348

info.guardianproject.orfox 1452006535.657



SYSTEM FOLDER
POWERMANAGER
POWER (AND APPS) USAGE STATISTICS 

info.guardianproject.browser



SYSTEM FOLDER
\RECENT_TASKS
RECENT ACTIVITIES LOGS (XML FORMAT)

<?xml version='1.0' encoding='utf-8' standalone='yes' ?>
<task task_id="13" real_activity="info.guardianproject.browser/.Browser" 
affinity="info.guardianproject.browser" root_has_reset="true" 
auto_remove_recents="false" asked_compat_mode="false" user_id="0" 
effective_uid="10077" task_type="0" first_active_time="1451385683082" 
last_active_time="1451385798766" last_time_moved="1451385798756" 
never_relinquish_identity="true" task_description_color="ff212121" 
task_affiliation_color="-14606047" task_affiliation="13" prev_affiliation="-1" 
next_affiliation="-1" calling_uid="10077" 
calling_package="info.guardianproject.browser" multiwindow_style="0" 
is_private_mode="false">
<intent action="android.intent.action.MAIN" 
component="info.guardianproject.browser/.Browser" flags="10200000">
<categories category="android.intent.category.LAUNCHER" />
</intent>
</task>



SYSTEM FOLDER
\USAGESTATS\WEEKLY - \USAGESTATS\MONTHLY -
\USAGESTATS\YEARLY
USAGE STATISTICS

<?xml version='1.0' encoding='utf-8' standalone='yes' ?>
<usagestats version="1" endTime="2381450658">    
…
<packages>
<package lastTimeActive="1454766326" package="org.torproject.android" 
timeActive="193858" lastEvent="2" />
<package lastTimeActive="1456652361" package="info.guardianproject.browser" 
timeActive="3519627" lastEvent="2" />            
…
</packages>
</usagestats>



DATA FOLDER
\COM.ANDROID.VENDING\DATABASES\LOCALAPPSTATE.DB
APPLICATION INFORMATION AND UPDATES

¡ Package Name

¡ Delivery Data Timestamp

¡ First Download Timestamp

¡ Account

¡ Title

¡ Last Notified Version

¡ Last Update Timestamp



DATA FOLDER
\COM.SEC.ANDROID.APP.LAUNCHER\DATABASES\LAUNCHER.DB
APPLICATION DESKTOP SHORTCUTS (POSITION, ICON, INTENT, ETC.)

¡ Icon Package

¡ Icon Resource

¡ Icon

¡ Screen position

¡ Intent



DATA FOLDER
\COM.SAMSUNG.ANDROID.SM\DATABASES\LOWPOWERCONTEXT-
SYSTEM-DB
SAMSUNG SMART MANAGER

Package name Start Time End Time



SYSTEM AND DATA FOLDER
OTHER FILES

¡ \system\batterystats-checkin.bin

¡ \system\AppOps.XML

¡ \system\procstats\state-YYYY-MM-DD-HH-MM-SS.bin

¡ \data\com.android.vending\databases\library.db

¡ \data\com.android.vending\databases\package_verification.db

¡ \data\com.google.android.partnersetup\shared_prefs\ApplicationHidingPreferences.xml

¡ \data\com.samsung.android.sm\databases\sm.db

¡ \data\com.google.android.googlequicksearchbox\databases\icingcorpora.db



ANALYSIS METHODOLOGY – PART 2

BROWSING WITH ORWEB

1
DEVICE PHYSICAL 

ACQUISITION

2

Visited sites

genoacfc.it

thehiddenwiki.org

rso4hutlefirefqp.onion

torlinkbgs6aabns.onion

xfnwyig7olypdq5r.onion

dfrws.org

luccacomicsandgames.com

starwars.com



ORWEB APPLICATION FOLDER
\DATA\INFO.GUARDIANPROJECT.BROWSER\APP_WEBVIEW\COOKIES
COOKIES DATABASE

SQLite DB
Temporarily store website Cookies

Information not 
immediately deleted

Information about 
previously visited sites

Unallocated space 
inside DB file and 
Cookies-journal



ORWEB APPLICATION FOLDER
\DATA\INFO.GUARDIANPROJECT.BROWSER\CACHE\ORG.CHROMIUM.ANDROID_WEBVIEW
CACHE FOLDER

Specific structure of cache element

Header 
30 5C 72 A7 1B 6D FB FC 05 00 00 00

URL

Encoded content (i.e. JPG file)

HTTP response with DATE and TIME



ANALYSIS METHODOLOGY – PART 3

BROWSING 
WITH ORFOX

1

ADDED 
GENOACFC.IT  TO 

BOOKMARKS

2

Visited sites

thehiddenwiki.org

3g2upl4pq6kufc4m.onion

wikitjerrta4qgz4.onion

easycoinsayj7p5l.onion

torbox3uiot6wchz.onion

bodybuilding.com

genoacfc.it

volleyball.org

atpworldtour.com

DEVICE PHYSICAL 
ACQUISITION

3



ORFOX APPLICATION FOLDER
\DATA\INFO.GUARDIANPROJECT.ORFOX\FILE\MOZILLA\<ID>.DEFAULT

STORE TEMPORARY FILE 
DURING BROWSER ACTIVITY

Browser.db-wal

Tabs.db

Tabs.db-wal

Tabs.db:
• current Tabbed sites

Tabs.db-wal:
• previously Tabbed sites



ORFOX APPLICATION FOLDER
\DATA\INFO.GUARDIANPROJECT.ORFOX\FILE\MOZILLA\<ID>.DEFAULT

BROWSER.DB-WAL

Bookmarks

Reading List

Top Sites (only if added by user)

Visited websites URLs



ANALYSIS METHODOLOGY – PART 4

UNINSTALL

Orbot uninstall

Orweb uninstall

Orfox uninstall

DEVICE PHYSICAL 

ACQUISITION

21



RESIDUAL TRACES AFTER UNINSTALL

¡ \system\powerManager

¡ \system\usagestats\monthly - \usagestats\weekly - \usagestats\yearly

¡ \data\com.android.vending\databases\localappstate.db

¡ \data\com.android.vending\databases\library.db

¡ \data\com.android.vending\databases\package_verification.db

¡ \data\com.google.android.googlequicksearchbox\databases\icingcorpora.db

¡ \data\com.google.android.partnersetup\shared_prefs\ApplicationHidingPreferences.xml

¡ \data\com.samsung.android.sm\databases\lowpowercontext-system-db

¡ \data\com.samsung.android.sm\databases\sm.db



PROPOSED INVESTIGATION METHODOLOGY

\SYSTEM

• PACKAGES.LIST
• PACKAGE-

USAGE.LIST

• POWERMANAGER

• RECENT_TASKS

• USAGESTATS

\DATA

• LOCALAPPSTATE.DB
• LAUNCHER.DB

• LOWPOWERCONTEX
T-SYSTEM-DB

\INFO.GUARDIANP 
PROJECT.BROWSER

• \COOKIES
• \CACHE

• STRING HEADER 
SEARCH 
[ 30 5C 72 A7 1B 6D FB 
FC 05 00 00 00 ]

\INFO.GUARDIANP
ROJECT.ORFOX

• BROWSER.DB-
WAL

• TABS.DB

• TABS.DB-WAL



Q&A?

Claudia Meda

¡ PhD student in Science and Technology for Electronic 

and Telecommunications Engineering 

University of Genoa, Italy

claudia22.meda@gmail.com

@KlodiaMaida

https://it.linkedin.com/in/claudia-meda-3142046b

Mattia Epifani
¡ Digital ForensicsAnalyst

¡ CEO @ REALITY NET – System Solutions – Genoa, 
Italy

¡ GCFA, GMOB, GNFA, GREM

¡ CEH, CHFI, CCE, CIFI, ECCE, AME, ACE, MPSC

mattia.epifani@realitynet.it

@mattiaep

http://www.linkedin.com/in/mattiaepifani

http://www.realitynet.it

http://blog.digital-forensics.it


