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Introduction

• Binary analysis is useful in many practical applications
– Detection of malware

– Vulnerability analysis

–  Clone Detection

▪Binary Code
– Syntax Features

– Semantic Features

– Structural Features



Problem Overview

• Applying some techniques to evade existing works:
– Light Obfuscation
– Factoring Process
– Source Compilers
– Compilation Settings

▪Applying such techniques:
– Change the syntax of code
– Change the structure of code

▪As a result: 
– Leads to increase the rate of false positives
– Affects the existing features



Background

• Function inlining:
– The compiler may inline a small function into its caller code as an optimization

▪Common Subexpression:
– Remove redundant computations

▪Calling Conventions: 
– This specifies which registers are used for transferring parameters



Background (Cont’d)

• Light Obfuscation:
– Register renaming

– Dead code

– Instruction replacement

– Instruction reordering

▪Refactoring Process:
– Variable renaming 

– Moving a method from a place to another place

– Extracting a few statements and placing them into a new method



Motivation Example

VSGCC

Xcode ICC



Architecture Overview



Methodology

• Normalization:
– Generalize memory references

– Registers
• General registers: e.g., eax

• Segment registers: e.g., cs

• Index and pointer registers: e.g., esi

– Constants

▪Convert each instruction into three-tuple (g, c, d) :
– g indicates the group that instruction belongs to 
– d represents the instruction opcode.
– c represents the types of operands



Methodology (Cont’d)

• Data Flow Graph:
– Internal dependency

– Control dependency



Methodology (Cont’d)

• Semantic Flow 
Graph (SFG):



Methodology (Cont’d)

• SFG:
– Reflexive

– Symmetric

– Antisymmetric

– Transitive



Detection System



Evaluation

• 30 programs:
– C++

– C



Results

• F1 measure:
– Similarity between binaries



Applications

• Authorship Attribution
• Clone Detection



Comparison

System Compilers Compilation 
settings

Refactoring 
tools

Source 
obfuscation

Binary 
obfuscation

BinSlayer
Binjuice
Bitshread
BinDiff
Reandavouz
BinLib
BinGold




