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Motivation
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https://commons.wikimedia.org/wiki/File:MobileOS_market_share_till_2014_Q2.png



Motivation (cont’d)
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Malware Fingerprint
Using Cryptographic 

Hashing

◻ Crypto Hash: MD5, SHA1…



Motivation (cont’d)
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◻ Fuzzy Hash: ssdeep, mv-Hash …

Malware Fingerprint
Using Fyzzing

Hashing



Current Fuzzy Hashing Problem
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◻ Ignoring the underneath structure and semantics 
of the malicious package.

◻ Fuzzy hashing suffers from its single fingerprint 
bounded with a maximum size.

◻ Android Packaging Noise.



Objectives
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◻ Develop a more accurate, yet broad, fuzzy 
fingerprinting technique for Android malicious 
apps packages.

◻ Design and implement a framework for 
Android malware detection and family 
attribution on top of the developed fuzzy 
fingerprint.



APK-DNA
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◻ Fuzzy fingerprint covers the underneath Android 
app structure.

◻ An automatic framework for Android malware 
detection using APK-DNA
� Peer-matching approach
� Family-fingerprinting approach



Android Package (APK) 
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Unziping
Android 

Package (APK)

Contents



Approach
9



Android Package (APK) 
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Unziping
Android 

Package (APK)

Contents



APK-DNA Structure
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APK-DNA Structure
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APK-DNA Structure (cont’d)
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First Instructions and Bytes of AnserverBot Malware



Feature Hashing Technique
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Sub-Fingerprint Similarity
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Methodology Overview
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APK-DNA Fingerprint Similarity
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◻ Compare APK-DNA Similarities.



APK-DNA Fingerprint Similarity
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Framework Approaches
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◻ Peer-Matching

◻ Family-Fingerprint



Peer-Matching approach
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Family-Fingerprinting Approach
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◻ Compute

◻ Overview



Family-Fingerprinting Compute
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Family-Fingerprinting Overview
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Evaluation
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◻ Android Malware Dataset.

◻ Evaluation Metrics.



Evaluation Dataset
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◻ Android Malware Genome Project Dataset



Evaluation Metrics
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Results
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◻ Family-Fingerprint Approach

◻ Peer-Matching Approach

◻ Voting Similarity vs Merging Similarity.



Results (Family-Fingerprint) 
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Results (Peer-Matching)
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Results (Voting VS Merging)
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◻ Detection Performance using Peer-Voting Vs Merged 
Similarity.



Summary
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◻ Comprehensive fuzzy fingerprinting design for 
investigating Android malware variations, APK-DNA.

◻ Captures not only the binary of the APK file, but also 
both its structure and semantics.

◻ Framework for Android malware detection Using 
APK-DNA, peer-matching and family-fingerprint 
approaches.

◻ The evaluation demonstrated very promising results
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Approach (cont’d)
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Approach (cont’d)
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APK-DNA Fingerprint Similarity
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