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Introduction

TWO YEARS 
AGO

WebCacheV01

Friend Me
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▪ What is ESE database?

▪ Data storage technology developed by Microsoft

▪ Has been used mainly in web browsers and window systems

▪ Save and manage the main records of systems and users in the Window OS.

Introduction

Program Path File Name

Edge Browser %LOCALAPPDATA%\Microsoft\Windows\WebCache WebCacheV01.dat

Internet Explorer 10 %LOCALAPPDATA%\Microsoft\Windows\WebCache WebCacheV01.dat

System Resource  Usage Monitor %WINDIR%\system32\SRU SRUDB.dat

Windows Update %WINDIR%\SoftwareDistribution\DataStore DataStore.edb

Windows Live %LOCALAPPDATA%\Microsoft\Windows\SettingSync\metastore contacts.edb

Windows Mail %USERPROFILE%\AppData\Local\Microsoft\Windows Mail WindowsMail.MSMessageStore

Active Directory %WINDIR%\System32 ntds.dit

Windows Search %PROGRAMDATA%\Microsoft\Search\Data\Applications\Windows Windows.edb

[Table] Programs using ESE database
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▪ If I recovery deleted records from ESE database, What can I see?

1) Clear browsing data to be exact.

Introduction

- youtube title : "Internet Explorer 10, Microsoft Edge Forensic on Windows 10 "
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▪ If I recovery deleted records from ESE database, What can I see?

2) Search for 'Microsoft Edge' and 'notepad' on Google.

Introduction

- youtube title : "Internet Explorer 10, Microsoft Edge Forensic on Windows 10 "
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▪ If I recovery deleted records from ESE database, What can I see?

2) Search for 'Microsoft Edge' and 'notepad' in Google.

Introduction

- youtube title : "Internet Explorer 10, Microsoft Edge Forensic on Windows 10 "
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▪ If I recovery deleted records from ESE database, What can I see?

3) Download notepad++.exe

Introduction

- youtube title : "Internet Explorer 10, Microsoft Edge Forensic on Windows 10 "
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▪ If I recovery deleted records from ESE database, What can I see?

4) Run Program

Introduction

- youtube title : "Internet Explorer 10, Microsoft Edge Forensic on Windows 10 "
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▪ If I recovery deleted records from ESE database, What can I see?

5) Start the analysis

Introduction

- youtube title : "Internet Explorer 10, Microsoft Edge Forensic on Windows 10 "
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▪ If I recovery deleted records from ESE database, What can I see?

6) Confirm the result  - web page title (remains!)

Introduction

- youtube title : "Internet Explorer 10, Microsoft Edge Forensic on Windows 10 "
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▪ If I recovery deleted records from ESE database, What can I see?

6) Confirm the result  - download information (remains!)

Introduction

- youtube title : "Internet Explorer 10, Microsoft Edge Forensic on Windows 10 "
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▪ If I recovery deleted records from ESE database, What can I see?

6) Confirm the result   - HTTP response header (remains!)

Introduction

- youtube title : "Internet Explorer 10, Microsoft Edge Forensic on Windows 10 "
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▪ If I recovery deleted records from ESE database, What can I see?

7) Clear browsing data on Internet Explorer

Introduction

- youtube title : "Internet Explorer 10, Microsoft Edge Forensic on Windows 10 "
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▪ If I recovery deleted records from ESE database, What can I see?

8) Start InPrivate Browsing

Introduction

- youtube title : "Internet Explorer 10, Microsoft Edge Forensic on Windows 10 "
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▪ If I recovery deleted records from ESE database, What can I see?

9) Confirm the result about recovered data

Introduction

- youtube title : "Internet Explorer 10, Microsoft Edge Forensic on Windows 10 "
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▪ If I recovery deleted records from ESE database, What can I see?

10) Confirm the result about private browsing

Introduction

- youtube title : "Internet Explorer 10, Microsoft Edge Forensic on Windows 10 "
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▪ Anyone can delete records in ESE database

▪ Use Microsoft.Isam.Esent.Interop.Api

Introduction
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▪ Anyone can delete records in ESE database

▪ Use Microsoft.Isam.Esent.Interop.Api

Introduction
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▪ Problem with existing viewer

▪ ESEDatabaseView

• Output a wrong value

• Output empty screen

(if a table has a complex data structure)

▪ EseDbViewer

• Can read normally-terminated files alone

     (Can not read dirty-status files)

Relate works
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▪ Problem with existing recovery program

▪ ESECarve

• Applies only to some tables

◦ Windows.edb, WebCacheV01.dat

• Can not use dirty-state files

• Output incomprehensible words

Relate works
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▪ Problem with existing recovery program

▪ ESECarve

• Could not recover the final field items of all the records

• Could not recover the items saved in the LV table

Relate works

[Figure] Results recovered by using ESE carve

[Figure]  Results recovered by using our recovery method

• Web page title

• HTTP Response Header

• Download information
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ESE 
Databases

Catalog Table

General Table

Background knowledge

Chapter 1

Chapter 2

Contents

Appendix

LV Table

▪ ESE Database
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Contents

Msysobject

Chapter 1 

Page : 13 

Name : C
ontent 1

      
 

      
   

      
 

Background knowledge
▪ Catalog table

▪ MSysObject table

▪ Explains about all the tables including itself

4  
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Chapter 1

ID : C
ontainer1

ID : 0
x80 10 00 00

URL: http://naver.com

Time : 1
30400…

      
 

      
   

      
 

13      

      
 

Background knowledge
▪ Table

▪ Be comprised of multiple pages

▪ Manage pages in B-Tree structure
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Chapter 2

ID : Container2

ID : 0x80 10 00 00

URL : Appendex #1

Time : 130400…

       

         

       

27

       

Background knowledge
▪ Table (method of saving)

▪ Only one page are utilized to save data

▪ Save sub-tables called LV without saving big data directly in records.
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Appendix

ID : C
ontainer 2’s 

Long value

1)

http
s://d

ocs.google.co

m/spreadsheet/c
cc?ke

y=0AhDQHh3WNZA_d

FZiY2pid1pLRWFWOVJ

IV1IzSHhkVGc& 10      

      
 

Background knowledge
▪ Save long value

▪ Long value page

▪ Save a data by using multiple records

▪ Use Long value page

▪ Maximum data size : 2GB
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Background knowledge
▪ Refer my blog

▪ http://moaistory.blogspot.kr/
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▪ Internal structure of the ESE database

ESE database format analysis
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▪ Analysis of record structure

▪ Record structure differs 

depending on the kind of pages

• Record analysis of data page

◦ General data of a table is recorded

◦ Record storage method is field-type dependent

◦ Fixed size

◦ Variable size( < 256 )

◦ Variable size( > 256 )

ESE database format analysis
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▪ Analysis of record structure

▪ Record structure differs depending on the kind of pages

• Record analysis of branch page

◦ Page number is recorded

ESE database format analysis
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▪ Analysis of record structure

▪ Record structure differs depending on the kind of pages

• Record analysis of long value page

◦ Save a single instance refer to multiple records and multiple pages

ESE database format analysis
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▪ Change information after deleting records

▪ File size : No change

▪ Changed parts in page

• Header : page flag and record count are changed

• Data area : Remain

• Tag area : Remain or be overwritten

Verifying changes after deleting records



Recovery method of deleted records and tables from ESE DatabaseDFRWS USA 2016 33/42

▪ Recovery Procedures

1. Parse MSysObject table

• Get normal Table schema

2. Investigate all pages

• Find deleted pages

• Add parsing list if a table number remains in page header

3. Carve MsysObject table

• Find deleted table

Record recovery technique
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▪ Recovery Procedures

4. Parsing table

• Create page tree

• Parse normal records

• Check unused page area

• Recover deleted records using unused tag

• Recover deleted records by finding start offset

Record recovery technique
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▪ Method for finding start point of deleted records

Record recovery technique

or …1

Jump size

Jump size

2byte2byte

0 Jump size

2byte

…

Jump size

Record header : 

2byte1byte1byte

Record header Last fixed item ID Last variable item ID First variable item Offset

Fixed items Variable items Tagged data items

Conditional statements

First byte != 0

Record size, offset < Page size

Jump size < The rest of the slack area, 100

Last fixed item ID In Fixed item column

Last variable item ID In Variable size data columns ID, 127

Last variable item Offset < The rest of the slack area

Last variable item Offset < Fixed size data’s  area
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▪ Parse normal records

▪ Compare my program with EseDbViewer (based on API)

• Record count is the same

• Data is the same

▪ Recover deleted records

▪ Compare my program with ESECarve (the only recovery tool)

Implementation and performance

Compare list ESECarve ESEDBAnalyzer

Recoverable files WebCacheV01.dat, Windows.edb All of ESE database

Record count = (same)

Final column of record Can not recover Can recover

Dirty  status-file X O

Our program
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▪ My program

▪ EDBForensic.py

• Python

• CLI

Implementation and performance

Mail.MSMessageStore



Recovery method of deleted records and tables from ESE DatabaseDFRWS USA 2016 38/42

▪ Screen shot

Implementation and performance

Windows meta

contacts WLCalendarStore
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▪ My program(GUI)

▪ Be converting “EDBForensic.py” from CLI to GUI

▪ I am going to publish program freely as soon as possible.

Implementation and performance

windows.edb
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▪ My program(GUI)

▪ Be converting “EDBForensic.py” from CLI to GUI

▪ I am going to publish program freely as soon as possible.

Implementation and performance

DataStore.edb
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▪ The advantage of this study

▪ Solve the problems of existing tools

▪ Limitation

▪ Cannot recover deleted data with damaged record header

Conclusion

Compare list ESEDatabaseView EseDbViewer ESECarve ESEDBAnalyzer

query X X X O

Dirty-status file △ X X O

UTF-8 encoding X O X O

Possible input file All All 2 All

Normal parsing △ O O O

recover delete records X X △ O
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Q & A
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