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Introduction

= What is ESE database? . ORACL

QL Server BC

= Data storage technology developed by Microsoft
= Has been used mainly in web browsers and window systems
= Save and manage the main records of systems and users in the Window OS.

[Table] Programs using ESE database

Program Path File Name
Edge Browser %LOCALAPPDATA%\Microsoft\Windows\WebCache WebCacheV01.dat
Internet Explorer 10 %LOCALAPPDATA%\Microsoft\Windows\WebCache WebCacheV01.dat
System Resource Usage Monitor | %WINDIR%\system32\SRU SRUDB.dat
Windows Update %WINDIR%\SoftwareDistribution\DataStore DataStore.edb
Windows Live %LOCALAPPDATA%\Microsoft\Windows\SettingSync\metastore contacts.edb
Windows Mail %USERPROFILE%\AppData\Local\Microsoft\Windows Mail WindowsMail.MSMessageStore
Active Directory %WINDIR%\System32 ntds.dit
Windows Search %PROGRAMDATA%\Microsoft\Search\Data\Applications\Windows Windows.edb
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Introduction

= |f | recovery deleted records from ESE database, What can | see?

1) Clear browsing data to be exact.

. Internet Search using Mic =
. Run IEl1@Analyzer s « Clerbrowsing dt =
. Analysis Start ' Clearing data..
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. Confirm the result
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- youtube title : "Internet Explorer 10, Microsoft Edge Forensic on Windows 10 "
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Introduction

= |f | recovery deleted records from ESE database, What can | see?

2) Search for 'Microsoft Edge' and 'notepad' on Google.

1. Clear browsing data E momotsige-sn9 X [ -

2. Internet Search using Mic < S
3. Run IEl1@Analyzer b microsoft edge B
4. Analysis Start

5. Set Time Zone web s e Q9

6. Confirm the result

Microsoft Edge — Microsoft Translate this page Related searche:
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-

Z]6p

Microsoft Edge help
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Introduction

= |f | recovery deleted records from ESE database, What can | see?

2) Search for 'Microsoft Edge' and 'notepad' in Google.

2. Internet Search using Mic < O |8 sgenh
3. Run IEl@Analyzer Google | notepad download windows I n Al Sion in |
4. Analysis Start o
5. Set Time Zone —

6. Confirm the result

Download Notepad++

‘notepad-plus-plus.org/download/ v

Date: 201€ ad++ Download Notepad++ Installer: Take this one if you have no
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IE10Analyzer
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Notepad++ Home
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is a free (as in "fre
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that supports several languages
Download - Notepad++ 6.7.9.2 released - Features

Notepad++ Community

Notepad++ - Free download and software reviews - CNET Download ...
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Download Notepad++ free - latest version
notepad-plus. en.softonic.com » ... » Development editors > Multilanguage ~
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version for free. ... Download Notepad++ for Windows

Notepad Classic — Windows Apps on Microsoft Store
https://iwww. microsoft com/en-us/store/p/notepad-classic/9wzdncrfj324 v
for Windows 10, Windows 8.1. . Notepad Classic has

Download this app from Micro

THE BEST support the touch keyboard. If you ever want to write

11:53 PM

ARG RN

- youtube title : "Internet Explorer 10, Microsoft Edge Forensic on Windows 10 "
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Introduction

= |f | recovery deleted records from ESE database, What can | see?

3) Download notepad++.exe

1. Clear browsing data B iEred ca x| I

. Internet Search using Mic ¢ OF |5 ntepad phis iz or
. Run IE10Analyzer 4

. 22:1}/5 St B : £ Do load Notepad++ 6.9.2 DOWNLOADS Open folder

<+ = Application Tools  Downloads o X
os

o Share fiev Manage npp.6.9.2.Installer.exe

A & > ThisPC > Downloads

Past Downloads Clear al

v ph WN

# Quick access
1 Desktop & npp.6.9.2Installer 31/2016 11:54 PM  Application 4113KB
& Downloads

| Documents

&= Pictures

|| Videos
& OneDrive
3 This PC
- BackUp (F)
22 JH Drive (E)
= Local Disk (G)
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¥ Network
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Introduction

= |f | recovery deleted records from ESE database, What can | see?

4) Run Program

. Clear browsing data -0K
. Internet Search using Microsoft Edge -0OK

AN
=il @ E10analyzer
. Ana ]._.ySlS File Tool Help

Table

. Set Timelw
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Introduction

= |f | recovery deleted records from ESE database, What can | see?

5) Start the analysis

. Clear browsing data -0OK

@) Bdract WebCacheV01.dat from curment system and then open the file

O Open WebCacheVD1 dat that have already been extracted

Fie path
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® Parsing nomalrecords (O Recovery deleted records

Working drectory and extracted file name

|C-#UserswamenwAppDatawLocals TempwiEForensic_2016_07_31
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Introduction

= |f | recovery deleted records from ESE database, What can | see?

6) Confirm the result - web page title (remains!)
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Introduction

= |f | recovery deleted records from ESE database, What can | see?

6) Confirm the result - download information (remains!)
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Introduction

= |f | recovery deleted records from ESE database, What can | see?

6) Confirm the result - HTTP response header (remains!)
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Introduction

= |f | recovery deleted records from ESE database, What can | see?

7) Clear browsing data on Internet Explorer
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[/l Download History
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[/IForm data I'm Feeling Lucky
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About deleting browsing history oJ.}nc Cancel

. 1202AM
A 2 4) B NG
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Introduction

= |f | recovery deleted records from ESE database, What can | see?

8) Start InPrivate Browsing

Open IE's Private Browsing Mode the Easy Way - How-To GeeK
www_howtogeek com/howto/windows.. /open-ies-private-browsing-mode-the-easy-w
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hitps //support microsoft con us/...68bc.. /browse-inprivate-in-microsofi-edge v
ng data (like your history, temporary interr

Browse InPrivate in Microsoft Edge
hitps //support microsoft com/en-us/ . 68bc . /browse-inprivate-in-microsoft-edge »

When you use InPrivate tabs or windows, your browsing data (like your history, temporary internel

files, and cookies) isn't saved on your PC once you're done

- youtube title : "Internet Explorer 10, Microsoft Edge Forensic on Windows 10 "
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Introduction

= |f | recovery deleted records from ESE database, What can | see?

9) Confirm the result about recovered data

- check download information -OK

- clear only Microsoft Edge data

- Internet Explorer datas are alive
. clear Internet Explorer data
. search some string using private browsing
. recover deleted records

y 1207 AM
A B D) BN g

- youtube title : "Internet Explorer 10, Microsoft Edge Forensic on Windows 10 "
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Introduction

= |f | recovery deleted records from ESE database, What can | see?

10) Confirm the result about private browsing

@ IE0Analyzer
file Tool Help

‘o N 'r ’["] E 1 1 1-3624051433- Content(M)_Recovered ~ Content(S-1-15-2-1861897761-1..  Content(S-1-15-2-3624051433-2..  Content(L) Recovered
s M m Vo "~ vy
able Name AN \ ‘0 a'f nv dt Corowsr 3- piyTime _ ModfiedTime  AccessedTime  PostCheck Time Fiename HTTPHeader
Content(M)_Recovered
1 o 11£1 N Private Browsinal S
: 115 |Nomnal ) Private Browsing)

hitps //support microsoft com/Scripts/Signin/sgninHandle signinHandler[1] s

% 1181 4 S P nu=ts woryn | g \ £ . rqr 141

3 ' (Nomal|[PvateErowsing] hitps//support microsoft com/PartialViews/Common/F1Fo...  F1Footer{1)htm
v 1151 [Nomal)[PrvateBrowsing) hitps //support microsoft com/PartialViews/Common/F1Fo...  F1Footer{1] htm
3

A S - hitne * //a1 ot mirmenh ~am /Padiai\iews A amman/F 15 E1Eantard 11 b
1143 [Nomal)[Private Browsing] ttps //support microsoft com/PartialViews/Common/F 1Fo 1Footer{1] htm

46 »

‘ N - - ) hitps //support microsoft com/PartialViews/Common/Loca Locale[1] htm

o 1408 (Nomnal){Private Browsing) i = : _[ )

5 " B 1 e £ s hitps //support microsoft. com/PartialViews/Instart Answer/...  Index{1) htm

60 | Q4US valet . i P \ 2 , 1

@ (Nomal[PrvateErowsing) hitps //support microsoft com/PartialViews/Instant Answer, ndex( 1] htm

: 1AND 1 -1 usatal - ] . 2 na , '
[Nomal|[PavateBrowsng] hitps //support microsoft com/PartialViews/Instant Answer, index([1] htm

hitps //support microsoft com/content Ahemes/blue css

[Nomal[Private Browsing)

preve———y serr—

ARUTZ0 100
MSHist012016(
98 iefipahead(M)

hitps //support microsoft com/content themes/blue css blue[1].css

201608

) oM 2 s hitps//support microsoft com/content/themes/blue css biue(1].css
9 BackgroundT fer Api(S-1-15-2-1861897761-1695161. -2927542615-642690995-32784 0 -

2 201608
MSHist012016§ =

112 6-2809900243-20235¢

20160801 00. GetCompassContentForPa.

0 2016080100.. 0 GetCompassContertForPa... HTTP,

2016080100.. 0 ttps://support microsct com/ PartialView: SearchContaner{1} m
‘suppo microsoft com/Patia

‘support microsoft com/PartialViews/Common/F IFo.

Hitps //support microsoft com/PartialViews/ Common/F 1Fo

Locale{1] tm HTTPA1

Hitps //support microsoft com/Partial

2016080100.. 0

~ n‘ C L \ B i Hitps://support microsoft com/Part index{1} htm HTTPA1
2 - L AT el 0'.( 20160801 00.. 0 /suppott microscit com/PartialViews/instant Answer/
vV O O \ .‘-'J | ‘er \'\) f,..' - 4 2016080100, 0
2016080100.. 0
2016080100.. 0
Q ¥ ; 18 -~ 20160801 00. t com/content themes/blue css D HTTE:
8 0 (L) Kecovered i,

ix ms/me/MeCortrol/3.0.16202 2/en-US/me
201608 soft com/Part
21608 0 508 0 : rosoft com/Part
20160801 00.. 0 hitps:
20160801 00.. 0 Hitps /s

HTTP,
wggest[1]htm HTTP,
{ilHm  HTTP,
HTTP,
HTTP,

Hstory(l) Recovered

- youtube title : "Internet Explorer 10, Microsoft Edge Forensic on Windows 10 "
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Introduction

= Anyone can delete records in ESE database

= Use Microsoft.Isam.Esent.Interop.Api

7

EDBDeleter ESHEE X
File Help
JableiNome s Count Select All Tables

CatalogManager_Properties 0
CatalogStorageManager 1

Systernindex_1 11 Deselect All Tables
Systernindex_1_DATA_13 o4
Systernindex_1_DATA_Z6 29
...... ) 5 . L

Systemindex_1_DATA_41
Systemnindex_1_DATA_42
Systemnindex_1_DATA_43

Drop Tables

Delete Records

Systemnindex_1_DATA_45 21
Systemnindex_1_DATA_46 0
Systemnindex_1_DATA_47 3
Systemindex_1_DATA_48 5
Systemnindex_1_0CC_13 149
aystemnindex_1_0CC_26 27
Systemnindex_1_0CC_40 43
Systemindex_1_0CC_41 1
Systemnindex_1_0CC_42 1 =
T = = ST D b
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Introduction

= Anyone can delete records in ESE database

= Use Microsoft.Isam.Esent.Interop.Api

EDBDeleter SRR
File Help
Lsble;Hame Eount Select All Tables
CatalogManager_Properties 0
CatalogStorageManager 1
Systemindex_1 11 Deselect All Tables
. systemnindex_1_DATA_13 a4
i ] Systemnindex_1_DATA_26 29
] Systemnindex_1_DATA_40 b6
Systemnindex_1_DATA_44 8 = Drop Tables
Systemnindex_1_DATA_45 21
systemnindex_1_DATA_46 1]
Systemnindex_1_DATA_47 3 Delete Records
Systemindex_1_DATA_48 )
Systemnindex_1_0CC_13 149
Systemnindex_1_0CC_26 27
systemnindex_1_0CC_40 43
Systemnindex_1_0CC_41 1
aysternindex_1_0CC_42 1
systernindex_1_0CC_43 21
Systemnindex_1_0CC_45 10
systernindex_1_0CC_46 0 =
= % Nl i —
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Relate works

= Problem with existing viewer

) ESEDatabaseView: F:WESECawe_Vl-ZDWwindowsWV\ﬁndow&ed"

= ESEDatabaseView file Edit View Qptions Help
|2 &R ra A
. Output a Wrong Value IMSysObjecis [Table ID = 2, 25 Columns] v
ObjidTable Type Id  ColtypOrPgnoFDP SpaceUsage Flags PagesOrLocale RootFlag Re
@2 ¥ 2 4 80 -1073741824 20 255
@2 2 1 4 4 1 1252 42 4
 Output empty screen s - P : = E
. @2 2 3 4 4 1 1252 42 4
(if a table has a complex data structure) 2 2 4 4 a 1 1252 2 4
@2 2 5 4 4 1 1252 42 4
® 2 2 6 4 4 1 1252 42 4
D2 2 7 4 4 1 1252 42 4
D2 2 8 1 1 0 1252 42 4
@2 2 9 3 2 0 1252 42 4
® 2 2 n_4a 4 n 1252 47 Aty
< m »
569 record(s) Nirsé}i Freeware. http:/iwww.nirsoft.net

File Help

Generic Mode | Custorn Mode|

u EseDbVieWGr Table Name Parent
Systemindex_04 (33115) 1
Systemindex_0P {402) 2
. . Systemindex _Gthr (39124) 3
* Can read normally-terminated files alone O IR e R
MSysObjects (569) Mi 5
MsysObjectsShadow (569) icrosoft/
(Can not read dirty-status files) e —
Start Menu/ 7
Programs/ g
FHBUHEE/ |9
SO A 2010710
N2/ g
oI PROSet .., |9
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Relate works

= Problem with existing recovery program

= ESECarve
* Applies only to some tables e - ——— =
MU MV | MW
> Windows.edb, WebCacheV01.dat 4428-Syste 5-System_ 4188-Syste4139-Syste4582-Syste4137-S{=|

Defauli

* Can not use dirty-state files

254 7CHs-

25 7f-

24 20js-

a0 7CHs- - RemoteAg -
PRWIE- aaa_Classi-

a0 7CHs- - 7483 -
a7 7CHs- - CHEE? 2 -
RemoteAf - aaa_Classi-

= s 2XTR?227+. - 223 (1l
4 4 » »| Systemindex_PropertyStore (1[4

e |[E@m 100% )

» Output incomprehensible words

O o NV A WwN
I ENERE

|

B 1% 22|Xp: CwWindowsWsystem32#emd.ex

root INFO ESECarve v1.20 started at 06-07-2015 21:34
root INFO Written by Howard Chivers. See README for software licence.
root INFO Called with arguments: ——wds? -r —q F:#ESECarve_Y1-20#temp .#run.b

INFO MD5 hash for .#run.bat = 6029ddebd/6b4db4dsfciaa3dd4d9azl

Recovery method of deleted records and tables from ESE Database
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Relate works

= Problem with existing recovery program

« ESECarve

* Could not recover the final field items of all the records

* Could not recover the items saved in the LV table

[Figure] Results recovered by using ESE carve

Entryld | » | Contain.¥ Url ResponseHeaders

13 4 Visited: Americano@http://www.naver.com/

*  Web page title

[Figure] Results recovered by using our recovery method « HTTP Response Header

RecNo _Entryld  |_Containerld |_Url ResponseHeaders Download information

Click here to define a filter

10 13 4 Visited: Americano@http://www.naver.com/ B600000092000000315350533114 /
[ IOOOC-GOI70000000-0130000(}061
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Background knowledge

= ESE Database

> Catalog Table

General Table

> LV Table
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Background knowledge

= Catalog table

= MSysObject table

= Explains about all the tables including itself
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Background knowledge

= Table

= Be comprised of multiple pages

= Manage pages in B-Tree structure

DFRWS USA 2016 24/42 Recovery method of deleted records and tables from ESE Database



Background knowledge

= Table (method of saving)

= Only one page are utilized to save data

= Save sub-tables called LV without saving big data directly in records.

ID : Container2

ID : 0x80 10 00 00

URL : Appendex #1
Time : 130400...

27
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Background knowledge

= Save long value
= Long value page
= Save a data by using multiple records
= Use Long value page

= Maximum data size : 2GB
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Background knowledge

= Refer my blog

= http://moaistory.blogspot.kr/

2016H 82 52 2 Profile

- Q Jeonghyeon Kim

G+ ZTER 0

Basic structure of ESE Database
1. ESE database
The Extensible Storage Engine (ESE), also known as JET Blue is a ISAM data

storage technology developed by Microsoft. The ESE is a core component in Contents
Branch Cache, Active Directory, and Microsoft Server.

2016 (3)
The purpose of the ESE is to save and manage data through indexing and ?S (2) .
sequential access. Numerous Windows components such as Desktop Search, a0
Active Directory use the ESE. It provides a collision recovery mechanism in order to [E10Analyzer
maintain data consistency in times of system event occurrence. The ESE is ®

suitable for server applications because it supports realtime transactions. The ESE
cache guarantees high data access performance. Moreover, the ESE is light
enough to be fit for auxiliary applications.
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ESE database format analysis

= [nternal structure of the ESE database

ESE Database File

Page
Database Page header
header
Data
Database
header Record
copy
Record size Record offset
1
]
|
Tag Tag
Page
Tag
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ESE database format analysis

= Analysis of record structure . - b b b
lbyte 3bit Sbit ump size lbyte lbyte 2byte

. . Last Fixed Firstvariable size
= Record structure differs wo (0] [[ s | siedata 1D | V0| data offser
. . lbyte 3bit  5bit 2byte Jump Size  1byte lbyte 2byte
depending on the kind of pages e Bt
. Last Fixed Lastvariable Firstvariable size
1 dub=ize size data ID size data ID data offset
* Record analysis of data page
Column 1 size Column 2 size
o General data of a table is recorded — —
Fixed size data 1 Fixed size data 2
o Record storage method is field-type d
First variable size data offset
° F|Xed SIZG 2byte 2byte
. . Variable size data 1 offset Variable size data 2 offset
o Variable size( < 256 ) o o : ’
Variable size data 1 offset
o Vanable S|Ze( > 256 ) ) Variablesiz;dataZOffset
Variablesize data 1 Variable size data 2
2byte 2byte
Tagged data ID Tagged data offset
‘ Tagged data offset
1byte
—— Tagged data type flag Tagged data or Longvalue ID
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ESE database format analysis

= Analysis of record structure

= Record structure differs depending on the kind of pages

» Record analysis of branch page

> Page number is recorded

lbyte 3bit 5bit Jump Size 4dbyte
“——Pt—P4+— P>« > < »
Jump |0 Size Page number
1byte  3bit 5bit 2byte Jump Size 4byte
“—— PPt P¢—— PP« >
Jump
1 Size Page number
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ESE database format analysis

= Analysis of record structure

= Record structure differs depending on the kind of pages
» Record analysis of long value page

o Save a single instance refer to multiple records and multiple pages

4byte #1 Tag
Start long value ID The size recorded in the previous page
1b 3bit Sbit 4byte
< v >< | > < | > < " > Header
Jump |0 Size Long value ID
1byte 3bit Shit 2byte lbyte
D e B B .
Jump
1 Size Next long value ID
lbyte 3bit Sbit Jump Size Data
Jump [0 Size Data
lbyte 3bit 5bit 2byte Jump Size
D e B .
1 Ju‘mp Data
Size
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Verifying changes after deleting records

= Change information after deleting records
= File size : No change
= Changed parts in page
* Header : page flag and record count are changed

 Data area : Remain

« Tag area : Remain or be overwritten

531:0000n: 6A 71 7C 90 D2 B7 D2 B7 17 EE 70 01 00 00 00 00
5 |[531:0010n: CF 09 00 00 D3 09 00 00 1D 00 00 00 AC 7F 00 00
T |s31:0020n: 66 50|01 oofoa 28 00 00|61 FE 00 CF 4B F1 B4 OE
£ |[s31:0030n: F6/<Q_09 C7 09 SE 12 B7 FA 48 05
531: Page flags 0 00 00 00 00 00
531:3680n: 65 2F 6A 70 65 67 OD OA OD OA JoS EO OD 00 E1 DC| e/jpeg..... a..ao0
531:3690n: |87 87 7F 80 00 00 00 00 08 FD 72 11 7F 77 00 72| #%.€..... yr..w.r
531:36A0n: |FD 08 00 00 00 00 00 10 00 00 00 00 00 00 00 00| ¥.uveveeuueennn.
531:36B0h: |00 00 00 00 00 00 00 87 87 DC E1 79 1A 76 23 1B| ....... +3+0ay.v#.
531:36C0n: |00 00 00 BD 10 01 00 00 00 00 00 41 00 02 00 01 ...%....... Rt
o |531:;24non: |00 00 00 01 00 00 00 OC 4D FC BD 4A 71 DO 01 FB| ........ MisJqD. &
& |31 BD 4A 71 DO 01 7E 48 57 EB 6E 71 DO 01 80| siIqgp.~HWéngp.€
8 |s31 D1 82 49 DO 01 OC 4D FC BD 4A 71 DO 01 00| .&N,ID..MissJqD..
531 00 00 00 00 00 00 00 00 00 00 00 00 00 00| .....oveveunnn..
531 : 00 01 OC 00 01 01 93 00 04 01 C4 00 01 68| .b...... R
531:3720h: |00 74 00 74 00 70 00 3A 00 2F 00 2F 00 77 00 77| .t.t.p.:././.w.w
531:3730n: |00 77 00 2E 00 6B 00 6F 00 72 00 65 00 61 00 2E| .w...k.o.r.e.a.
531:3740h: |00 6E 00 65 00 74 00 2F 00 75 00 70 00 6C 00 6F| .n.e.t./.u.p.l.o
531:7FDOn: 27 02 E7 4B 1' Size : 0x0228h l i Offset : 0x363Ah ‘|43 ".GK'.CK'.GK'.GK
& |s31:7FEOR: 5C 02 66 50 OF 02 DA 3 01 1C 10 02 OC 3C || \.£P..02%..>...<
¥ |s31:7FFon: BF 01 4D 3a EB 01 62 3828 02]3a 36]00 00 00 00 @ ¢.M:&.b8(.:6....
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Record recovery technique

= Recovery Procedures

1. Parse MSysObject table

* Get normal Table schema ‘\ Start )

2. Investigate all pages Parse MsysObject Table

* Find deleted pages l

* Add parsing list if a table number remains in page header
Find deleted page

from all pages

3. Carve MsysObiject table l

Find deleted tables by
carving MsysObject Table

l

* Find deleted table
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Record recovery technique

= Recovery Procedures l
4 Parsing table ——<_ Parsealltables?
9 Yes s
*  Create page tree No

. Parse normal records
Parse normal records

*  Check unused page area

Y

* Recover deleted records using unused tag
Make a bitmap indicating

* Recover deleted records by finding start offset unused area per page

Y

Carve deleted records using
unused tags

Y

Carve deleted records by
finding record start offset

—H/“, End \

\ /
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Record recovery technique

= Method for finding start point of deleted records l
— Parsealltables?
Yes = o
/
2byte Jump size 2byte 2byte Jump size T No
fe——— ] | >le >l >|
Record header: |0 Jump size or 1 Jump size
. Lbyte 5 Lbyte B Jbyte } Parse normal records
Record header Last fixed item ID Last variable item ID First variable item Offset
\ 4
Make a bitmap indicating
Fixed items Variable items Tagged data items
unused area per page
Conditional statements A
First byte I= 0 Carve deleted records using | |
unused tags
Record size, offset < Page size
Jump size < The rest of the slack area, 100
Last fixed item ID In Fixed item column Carve deleted records by
Last variable item ID In Variable size data columns ID, 127 finding record start offset
Last variable item Offset < The rest of the slack area
Last variable item Offset < Fixed size data’s area —_—
L »( End )
‘ /
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Implementation and performance

= Parse normal records

= Compare my program with EseDbViewer (based on API)

* Record count is the same

« Data is the same

= Recover deleted records

= Compare my program with ESECarve (the only recovery tool) Our program

Compare list ESECarve
Recoverable files WebCacheV01.dat, Windows.edb All of ESE database
Record count = (same)
Final column of record Can not recover Can recover
Dirty status-file X O
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Implementation and performance

= My program
= EDBForensic.py

* Python

+ CLI

Iy Mail. MSMessageStore

(1 Carved_Deleted_MSysObjectsShadow

(] Carved_Deleted_UserDataTable
= Carved_DirtyQueue

=1 Carved_Junk

= Carved_Messages

(21 Carved_MSysObjects

(] Carved_SearchFolder

E%| Carved_Streams

(21 Deleted_MSysObjectsShadow
(1 Deleted_MSysUnicodeFixupVer2
(3] Deleted_UserDataTable

(=1 Folders

(2] MSysObjects

(21 Streams

DFRWS USA 2016

s

2131
313
415
517
6 19
721
8 23
g 25
10 27
11 29
12 31
13 33

14 35
15 27

Input File : Mail.MSMessageStore
Status : Dirty

Page Size := 8192

Uersion : Bx620

Revision : Bx11

[Total Tablesl = 17

Carving page = 15361536

[Carved_MSysObjects] = 93
[Carved_Deleted_MSysObjectsShadow]l = 923
[Carved_Streams] : 31

o

HNaver (me68 elewliA
HNaver (me68 elewWLiA
F¥Naver (me68 el6WwLiA
SNaver (me68 elewLi
FNaver (me68 el6WLiA
SNaver (me68 elewLi
F¥Naver (me68 el6WwLiA
SNaver (me68 elewLi
FNaver (me68 el6WLiA
SNaver (me68 elewLi
FNaver (me68 elewl +71
FNaver (

1 Mail. MSMessageStore

ol SHYSEOB343F-0000054B.eml
| 2 S 7FDC14A0-000005B2.eml
0§ 2 SH¥22F47872-00000622.eml
| 2 SH¥546B0DFB-00000648.eml
0§ 21 2H¥20254421-00000683.em|
| 2 2HW74532FDD-0000069C.eml
CI5
=
101
=
(=]}
=
10

=

-

SHSE3D65EC-000007CF.eml
2H¥04401CC8-000007FD.eml
2H¥01122AD6-00000E3B.em|
I SHY044E34E1-00000ED9.eml

-

-

=
R R R R R R I

u,uq.uu,ueq.uuyq

o

E@#SC’C?‘C" 000023E6.eml
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Implementation and performance

= Screen shot

=y Windows s }bgttm) =[5 meta(setting sync)
Ew ‘ temiIndex Gth T {3 collectionldMapping E CarVEd Items
(1 Carved SystemIndex PropertyStore g:::; s 3
(£ CatalogManager_Properties gMSysObjects E co]lechon[dMappmg
< MSysObjectsShadow
(] catalogStorageManager (3 MsysObjids [ items
(1 MSysLocales 2 replicas 0 MSysLocales
(£ MSysObjects (X schema )
(21 MSysObjectsShadow O MSysOnjects
1 MSysObjids 1 MSysObjectsShadow
3 systemiIndex_1 (21 MSysObjids
(3 systemIndex_1_DATA_13 1 replicas
(=1 systemIndex_1_DATA_26 3 schema
Windows | meta
&-@h contacts =[5 WLCalendarStore
| [BinaryObject-v120301-2037] | [33687201-7075-4457-9159-2DA6DB013F1C_
| [Carved_ChangeTracking-v120301-2037] | [7EQB44GE-AQBA-40F9-A417-9F04662EEE34]
(1 [Carved_ServicePartner-v120301-2037) (] [Deleted_C7DES3B0-77B5-4087-B0A1-64C358B¢
(5 (CategoryLink-v120301-2037] (3] [Deleted_D1127AAE-8DIC-4A2F-A4FD-FAFAQ4
[ (CategoryShadow-v120301-2037] (=] [Deleted_EFFE24C1-E244-4DD0-9ES0-871CESC
e 5 Gl
angeTracking-v - ) &
(£ [CircleContactViewShadow-v120301-2037] g Car\ed_MSyst_!ects
1 [CircleContactView-v120301-2037] Carved_MSysObjectsShadow
(] [CircleTransient-v120301-2037] (2] Carved_SSESyncMetaDataTable
[ (Deleted_AddressBook-v120301-2037] (1 ChangeConsumerData
contacts WLCalendarStore
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Implementation and performance

= My program(GUI)
= Be converting “EDBForensic.py” from CLI to GUI

= | am going to publish program freely as soon as possible.

| —m — —
@ EDBAnalyzer . m @JE[-A-F
File Tool Help
':0- :nasbleghame - ; ggo;m “ | lntifier Priority  FileName A
vsObjects_Recovere
3 MSysObjectsShadow_Recovered 767 g Si\;ekr;;itteoff.z:.ﬁgzg.2:2
| 7 MSyslLocales_Recovered 6 B KakaoTalk_Setup e;<e
3 CatalogStorageManager_Recovered ] B Sublime Text Build 3065 x64 Setup, exe
10 Systernindex_Gthr_Recovered 3067 5 NATEONSD exe '
13 Systemindex_GthrPth_Recovered 553 B BANDIZIP-SETUP-KR. EXE
14 Systemnindex_1_Properties_Recovered 163 5 startmenu-setup, exe '
15 Systemnindex_1_Recovered 11 E 43 desktop.ini '
l 16 Systemindex_PropertyStore_Recovered 3296 30 winkd 1i338[lb
44  Systemindex_1_DATA_13_Recovered 1 B 0P C_hip w1502 ese
M0 Systemindex_1_DATA 26 Recovered 2 13 winBe_16360b. 2 I
100 Systernindex_1_DATA_40_Recovered 1 B NTFSI_nfo zip'
102 Systemindex_1_DATA_41_Recovered 3 g AccessData_FTK_Imager_3-1-0.exe
l 104 Systernindex_1_DATA_42_Recovered 3 6 NTFSMFTEgampI-e opt - '
106 Systernindex_1_DATA_43_Recovered 1 B Pari-2-7-3 exe '
108 Systernindex_1_DATA_44_Recovered 3 30 Sample '
110 Systernindex_1_DATA_45_Recovered 2 41 Default, rdp
114 Systernindex_1_DATA_47_Recovered 2 o 0 Visisil .Studio 2008 1
(“.',' o . L L ‘r/";/"/" e L } LI 1 v Z ”.' > WIndoWs-edb
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Implementation and performance

= My program(GUI)
= Be converting “EDBForensic.py” from CLI to GUI

= | am going to publish program freely as soon as possible.

— _
% EDBAnalyzer . E ' [E]E]-g_hj

File Tool Help

Table 1 tbPerSrvUpdate27b0248beeldb..  tbDownloadlob = tbFiles

No, Table Ne!me strongDigest  StrongDigestAlLgorithrn  Name LocalT.., #

g mgysgg!“tséie‘d’“”er;d J0ADCEA0..  SHAZSE stauntiristics=ons.cab

: MSVSL lefts Ha ke ‘ZCDVB“" 308DCB40.,.  SHAZSE otkruntimert-x-none, cab
. Aﬁg °°3H99- 9°°‘d’9f9 21855894F,,, SHA256 tiched20-x-none. cab

9 tbC Sate_lecdogetre R 4 J1EBDFO04,,, SHAZRE groove-x-none,cab
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Conclusion

= The advantage of this study

= Solve the problems of existing tools

Compare list ESEDatabaseView EseDbViewer ESECarve ESEDBAnalyzer
query X X X @)
Dirty-status file A X X O
UTF-8 encoding X @) X @)
Possible input file All All 2 All
Normal parsing A O O O
recover delete records X X A O

= Limitation

= Cannot recover deleted data with damaged record header
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