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e.g. A suspect forced a girl to
take some dirty pictures
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Later, he was caught, but before that, he
deleted the evidence (jpg file) already!

Q: How we can reconstruct the file from the
deleted fragments from the storage media?
[Remark: of course, there are other applications]



G G- Background

| The same file may be put in the hard disk in
parts (it happens for large files)

- Hard disk is divided into sectors (e.g. 1024 bit each)
- Where a file is stored is marked in a directory
e.g. File 1: S1 -> 510 -> S11 -> S31

However, once a file is deleted, this chain
information is deleted from the directory!

=> Given one sector, not easy to tell what file it
was belonging to.
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& ®Gte that the sectors belonging to the same (5,
file may not be consecutive in the hard disk

s1$2 | sS10 si1 .. | s30|s31)
o, DX XS

File 1: S1 -> S30 -» S11
File 2: S31 -> S2 -> S10

Think about it: if all these linkages are lost, can

you still reconstruct the files?
I.e. Given S1, S2, S10, S11, S30, S31 and no
other information, what we can do?
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Isolate sectors that belong

to "deleted files"
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Classify each sector into
different file types
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File carving / reconstruction

pt

Suspect's hard B0
disk/storage media

There are
existing tools
(e.g. Oscar)

_ doing this

Note: sectors of
same type may
belong to
multiple files
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Assumin@l@slcwépdtilo‘rfied some sectors from
the harddisk that belong to jpg files (but the
ordering is unknown),

A3 A4 . A1 .V B1 B2 B3 A5 A6 A7
Fragrmented File

I»_‘ - > o frag2 frag1 frag3
, 4"\ Can we reconstruct (reorder
[ (\ 0 the sectors) the jpg picture:
N\ \N$==2Y » In this work, we assume: (1) all

sectors still exist (not
overwritten yet)*; (2) the
directory info is gone.

Contiguous File

Hard Disk Seclors

* Header of a file can be found easily



iimi‘ra’rions of existing

meatVeaagtion: brute-force approach

- Checking all permutations of the sectors
- Look at each permutated file

N sectors (N can be thousands) => Nl cases to
consider: Too slow and not practical

One of the best existing solutions: Adroit Photo
Forensics (APF) 2013 "’i.ADR@ T

PHOTO FORENSICS
How it works?

http://digital-assembly.com/products/adroit-photo-foren
sics/downloads/
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http://digital-assembly.com/products/adroit-photo-forensics/downloads/
http://digital-assembly.com/products/adroit-photo-forensics/downloads/

Background

- jpg file is a compressed file
- The decompression starts from the 15
sector up to the end

- Each sector is decoding consecutive pixels

15t sector ~—+
- AV S
2" sector g

** Consecutive sectors should have pixels
that are adjacent to each otherll **




15" sector

. 2" sector pi
Key observation:
It two sectors are consecutive, the o

pixels along the connecting boundary
are similar in values (color etc).

High level idea:

(1) Come up with a similarity measure to
determine if two sectors are consecutive or not.
(2) Start from the header (easy to find by a
signature string pattern), then use a heuristics
to identify the next sector among the remaining
sectors
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' € Adroit Photo Forensic tool (APFY's method @0
Start with a header

/Based ona A

.o O\ threshold,
Compute the similarity < SrobabiTisTic

of the next sector hypothesis

YES ~ M /

- e
N

o => a fragmentation
~ point is found

Align o remaining sectors
to find the best match
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W €7 ap example: assuming Sl is the header: (&

/\ - o —
S1$2 |. S3|s4| .55 96
Fragrﬁen’ra’ruon%‘r ﬁagr?\en’ra’non point

(1) Decompress S1, then S2, check the similarity between
S1 and S2: Assume > threshold, then connect S1, S2.

(2) Since the next one is not consecutive, we found a
fragmentation point. Now, try to decompress S3, S4, S5,
S6, compute similarity between (S2, S3) (S2, S4) (S2, S5)
(52, S6). Pick the highest score (say (S2, SbH)), then
connect them.

(3) Check similarity between S5 and S6, but assume it is
smaller than the threshold => fragmentation point. Try
to decompress S3, S4, compute similarity (55,53),
(55,54), say (S5, S3) is higher, connect them efc.....
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- V\stfound that their heuristics does not perforr@?%%

well if the no. of fragments is more (> 3)

Original JPEG

Recovered Result by

[ ]

_ APFE: -
3% (100%), 2 photos found in hku-tmp - Adroit Photo Forensics 2013 (Umegistered)- ‘ = S ]

File View Tools Help

i E =2 a3 ] RS - 5 - ;
- g — "‘1 U .ll y ‘j Viewing Photo. Invalid/Partially Carved
Primary Photo (Zoom (@) 40% 100% >

Fie Detas | Photo Detads | Metadata/EXF Detals | Stored Thumbnai 1

Input:
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« € Highlight of their Limitations

(1) Not so-good similarity measure
SoD (Sum of Difference)

S= Z|Xl yi|

SO0 = |30| 30| + (30| = 90
SoDgor, = 10| 40| +[90] = 90

E RGB val_

RO (0,0.0): R1 (30,30,30): R2(0,0,90) j

Note: it is quite obvious that RO
IS more similar to R1, then R2, but
SoD cannot distinguish theml!
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Another commonly used measure:
Euclidean Distance (ED)

ED=1/nV(x -y)°

We will also show that this measure is
not always good.

(2) Fragmentation point detection problem

Using the best match candidate may not
always give the correct answer.

Note: we are not saying that both ED and SoD
are always bad measures. 15



J3 Our improved
Both SODSQJ‘EU$M:US on

the absolute differences
between the boundary
pixels.

For regions with varying
colors such as tree leaves, it
may be falsely identified as
fragmentation points

Contribution 1: We propose a variation of
measure to tackle this issue.
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Row num@er of tested photo
If fragmentation occurs here, likely
not able to connect the sectorsl!
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is into 4 fragments

Cut th
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Coherence of Euclidean Distance (CED)

CED = |ED
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= @
[Contribution 2: We also extend their
candidate finding heuristics]

Instead of finding the “next" best
candidate only, we keep m best next
candidate, for each of these m candidate,
we locate the next one, then use this look
ahead step to re-confirm which of these m
IS the correct one.
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& ABoUgh example: assuming S1 is the header:

[ N/~
S1$2 |. S3| S4| ..B5 96

Fragrhentation point

(1) Decompress S1, then S2, check the similarity (we use
CED) between S1 and S2: Assume > threshold, connect S1, S2.

(2) Then, we found a fragmentation point. Now, try to
decompress S3, S4, S5, S6, compute similarity between (S2,
S3) (S2, S4) (S2, S5) (S2, S6). Pick the highest score (say
(52, S5), we do not connect them yet, but consider highest m
scores. Say m = 2 (may be S5, S3)

(3) Consider the next sector of S5 and S3, say (S2, S5, S6)
vs (52, S3, S4): the overall score of (S2, S3, S4) is higher,
then connect S2 with S3.
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(1) CED vs skdpeennents

- Images are downloaded/taken from digital camera.

- CED, SoD, ED were used to connect adjacent rows.

- A false match (FM) = if two adjacent rows do not
have the highest similarity measure.

100 (3648x2048) images

CED ED SoD

HFM 1,829 115,142 128,805
FM rate 0.890/0 56.220/0 62.890/0
# fileswFM | 59 100 100 23




(2) Carving performance @

187 (87 sequential + 100 fragmented) pictures
were randomly generated by digital camera

# of files Ours APF

Sequential 87 87 87
2 fragments | 79 78 65
3 fragments | 18 17 11
4 fragments | 2 1 2
6 fragments | 1 1 0

For fragmented files, our method recover 97 files
while APF can recover 78 files.

We analyzed three failure cases: 2 is due to a
small fragment (not large enough for CED), 1 due
to the dramatic change in color in picture. 24



g
* We proposGGr&Cr{bWi%SFile carving algorithm

* The key ideas include a new similarity
measure (CED) and top m best matches for
fragmentation point matching.

* The performance of our method is shown
to be better than APF in our experiments
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* Unsolved problems

(a) 1000 low resolution (1024x768) images
CED ED SoD

HFM 132,529 381,112 491,775
FM rate 17.260/0 49.620/0 64.030/0
# filesw FM | 954 1000 1000

(b) Still cannot handle some “difficult” cases
such as the ones with very varying
colors/very similar colors
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(c) How about some sectors overwritten....
[From the forensic point of view, we may
need to get the whole picture, as long as the
part of pictures can show evidence for the
crime.]

(d) How about voice/videos (e.g. CCTV)...

< Thank you >
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