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Memory Forensics

▪ Forensic analysis of a computer's memory dump
• Acquiring physical memory from live system

• Collecting evidence from memory image

▪ Bootstrapping analysis
• OS fingerprinting

‒ Accurate structure layout, analysis algorithm

• Acquiring directory table base

‒ Translating virtual address to physical address

• Obtaining kernel objects

‒ Kernel data such as process related information

• Reconstruct live system state from memory image
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Anti memory forensics

▪ Anti analysis
• Focuses on making investigators fail to collect volatile evidence by 

modifying values used in the memory analysis

• One-byte abort factor

‒ modify fragile signatures to block the analysis algorithm

• Semantic Value Manipulation (SVM)

‒ compromise kernel data structure’s field which has a semantic value

• Attention-Deficit-Disorder (ADD)

‒ construct fake kernel objects to increase the analysis time
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Before abort factor attack After abort factor attack



/ 27

Against anti-forensics

▪ Profile indexing method
• Arbitrarily choose addresses from debugging symbols

• Generate profiles composed of the offsets

• Obtain DTB and find kernel base

• Determine kernel version by comparing values at addresses

▪ Limitation
• Values can be modified despite randomly choosing

• Weakness to get kernel base (PE signature)
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Assessments of anti-forensics

▪ Attack Targets

▪ How we attack the targets?
• Modify DispatcherHeader, ImageFileName, OwnerTag (by abort factor)

• Modify RSDS region, PE signature of the kernel executable and part of 
comparison points

• All values at these location don’t generate system crashes
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Target Uses

System EPROCESS used to identify the OS version and to obtain the DTB

Idle EPROCESS used to obtain the DTB

KDBG structure used to identify the OS version

RSDS region used to identify the kernel build version, including the OS version

Kernel PE signature used to find kernel base for OS fingerprinting

Comparison points used to identify the kernel build version, including the OS version
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Assessments of anti-forensics

▪ Evaluation environment
• Windows 7 SP1 64-bit on Vmware (fully updated)

• Extracting process list (not carving)

‒ common function for OS fingerprinting and acquring DTB

‒ important function to enable process deep analysis

▪ Results
• All tested tools can be defeated with three bytes overwritten
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The  symbol Ο indicates that the tool successfully extracts the process list
The  symbol × indicates that the tool fails to analyze the image
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Challenges

▪ Robust fields are needed for
• OS fingerprinting, Acquiring DTB, Collecting kernel objects

▪ Following structure is needed
• same structure layout, carving rule

• robust fields for OS fingerprinting

• robust fields containing DTB

• robust fields to access kernel global variables

▪We find it!
• KiInitialPCR, which is first instance of KPCR structre

9



Memory analysis based on 
KiInitialPCR
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Feature of KiInitialPCR

▪ KPCR structure
• The number of KPCR structures is equal to the number of processors

• Same structure layout per machine bit

• Self-reference field named as SelfPcr(or Self on 64bit)

• Cr3 field has the DirectoryTableBase

‒ used to find KPCR instance (Ruichao Zhang et al. suggest)
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DirectoryTableBase

Self-reference
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Feature of KiInitialPCR

▪ KPCR structure
• Same structure layout ?
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identical

Windows 7 32-bit Windows 10 32-bit

it has same layout?
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Feature of KiInitialPCR

▪ KPCR structure
• Same structure layout ?

13

same offset and field name

offset and field are different

new fields are added

Windows 7 32-bit Windows 10 32-bit
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Feature of KiInitialPCR

▪ KiInitialPCR
• first instance of KPCR structure

‒ KiInitialPCR is a kernel global variable

‒ other KPCR structures are in dynamic memory

• Self-reference field enables us get other kernel global variables

‒ By adding offsets from KiInitialPCR, instead of kernel base

‒ On only same kernel build version

‒ PsActiveProcessHead, PsLoadedModuleList, KDBG and etc.
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Carving of KiInitialPCR

▪ Robust signature generation for KPCR structure
• Fuzzing Stage

‒ Find KPCR structure with existing carving rule

‒ Rebooting for allocating new KPCR structure

▪ KPCR is only allocated by kernel

‒ Tested on quad-core CPU for multiple KPCR instance

▪ Windows 7, 8, 10 32/64-bit

• Generated signatures

‒ When below fields are mutated, system crashes immediately
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Carving of KiInitialPCR

▪ Selection of KiInitialPCR
• We should choose the KiInitialPCR among the KPCRs being carved

• Number field

‒ Unique ID for processors 

▪ KiInitialPCR has zero value

‒ offset is fixed as 0x3cc in 32-bit and 0x24 in 64-bit

‒ Is the Number field is robust?

▪ Yes, the system crashes when this field is modified

▪ Cr3 field
• used for virtual address translation

• Is the Cr3 field is robust?

‒ It doesn’t generate system crashes

‒ It is renewed continueously when it is modified
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Memory analysis using KiInitialPCR

▪ Identifying OS version
• IdleThread field points to idle thread for each processor

‒ KiInitialPCR’s IdleThread points global variable KiInitialThread

‒ other KPCR’s IdleThread points ETHREAD structure in kernel heap memory

• Global variables are located at fixed location from kernel base

‒ Relative offsets greatly vary with the kernel build version

‒ Distance between KiInitialThread and KiInitialPCR greatly varies or not?

• Gathering Windows kernel executables

‒ WinSxs Folder on Windows 7/8/10 32/64-bit
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Memory analysis using KiInitialPCR

▪ Identifying OS version
• Offsets between KiInitialPCR and KiInitialThread

18



/ 27

Memory analysis using KiInitialPCR

▪ Identifying OS version
• Are SelfPcr and IdleThread field robust?

‒ Zero: null bytes

‒ Random: four/eight random bytes

‒ Random primitive type: fuzzed using valid pointers to other ethread

‒ Fuzzing with zero, random, random primitive type generates crashes

• Is it really robust?

‒ Attacker can relocate KiInitialPCR and KiInitialThread

‒ Then make pointer fields point new relocated memory!

▪ If this attack is possible, our os version signature is weak
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Memory analysis using KiInitialPCR

▪ Identifying OS version
• Relocating KiInitialPCR

‒ Copied KiInitialPCR and made the Self field point to the copied one

▪ as well as GS:[0x18], GS:[0x20]

‒ System has stopped immediately when the pointers were modified

▪ Tested on Windows 7, 8, 10 32/64bit 

▪ Because the processor state is different before and after the copy
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Memory analysis using KiInitialPCR

▪ Identifying OS version
• Relocating KiInitialThread

‒ Copied KiInitialThread and made the IdleThread field point to the copied

‒ System crashes with BSOD after a few minutes

▪ On Windows 8, 10 32/64-bit 

‒ System doesn’t crash on Windows 7 32/64-bit

‒ We can still identify OS version

▪ The remainder of the KiInitialPCR offset is 0×d00 or 0×c00 on Windows 7 

▪ The remainder  is 0×1000 on Windows 8, 8.1 and 10 

21Windows 7 Windows 8
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Memory analysis using KiInitialPCR

▪ Process list extraction
• Main function of memory forensic tools

‒ EPROCESS structure contains thread, module information and etc.

• Offsets between KiInitialPCR and PsActiveProcessHead
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Memory analysis using KiInitialPCR

▪ Process list extraction
• No direct method to determine a valid PsActiveProcessHead
• we need to identify whether these offsets are valid process head

‒ Finite sets composed of the offsets based on each version signature

‒ Cardinalities of these sets are fewer than eight

• We check whether the list entry is completely traversed or not
• Also validate all EPROCESS structures by checking robust signatures

‒ Use EPROCESS signature in robust signature research
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Implementation

▪ Performance
• Windows 7 32/64-bit 

‒ Average analysis time is 2 seconds

‒ KiInitialPCR is located at a low physical address

• Windows 8, 10 32/64-bit 8GB memory

‒ Average analysis time is 4 minutes

‒ KiInitialPCR is located at the end of the file

• Volatility’s KPCR plugin

‒ Finding KPCR structures in reconstructed virtual address space

‒ Check the address equality between SelfPcr and the physical offset 
in every byte

‒ Take longer than 1 hours
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Conclusion

▪ Conclusion
• We guarantee the bootstrapping analysis, and they are not subverted by 

anti-forensic techniques.

• Our OS fingerprinting and DTB acquisition parts enable precise carving 
of kernel data structure with accurate structure layout

• Our robust kernel object listing can find hidden objects by comparing 
them with carved objects.

▪ Future work
• Identify an exact kernel version with only robust fields
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Q&A
Thank you for coming

Any questions?


