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Android Auto & Google 
Assistant

How Google Encourages Hands-Free Motoring



What is Android Auto?



What is Android Auto?
Android Auto is the method by which android projects certain 
application services on to a vehicle infotainment/telematics display unit



What is Android Auto?
Android Auto is the method by which android projects certain 
application services on to a vehicle infotainment/telematics display unit



Who Supports Android Auto?



Source:  Google



Source:  Google



Source:  Google



Vehicle inspection



Android Auto Home screen



Navigation



Phone



Audio playback



Emergency exit



Tire Tracks



What Is Left Behind?

• Apps that are used via Android Auto keep their respective user-
generated data to themselves – Data is Siloed
• There is some data specific to Android Auto Usage that is left 

behind in Android Auto’s directory



What Is Left Behind? – Oreo & Pie
• Time of Last run
• Bluetooth MAC address of 

paired vehicle
• Name of paired vehicle 

(Bluetooth Name)
• Location of last disconnect
• Time of last disconnect

• app_state__shared_preferences.
xml
• common_user_settings.xml
• location_manager.xml
• location_manager.xml
• location_manager.xml



What Is Left Behind? – Pie Only
• Screen setting (Off or Always On)
• Auto Reply Message (What it is)
• Message Notification (on or off)

• common_user_settings.xml



app_state__shared_preferences.xml
Time of Last run

Pie



common_user_settings.xml
Bluetooth MAC address of paired vehicle

Pie



Location_manager.xml
Name of car, Location at time of last Disconnect, & Time of last Disconnect

Pie



Pie Only – Common_user_settings.xml
Screen Setting, Message Notification, & Auto Reply Message



This can be distracting!



Google Assistant & Hands Free Motoring



An Assistant That Can Assist

• Summon & Listen

• Accept Input & take action on a user’s 
behalf

• Provide Feedback



Google Assistant interaction data

• Google Assistant interaction data is stored on-device in binary 
protocol buffer (protobuf) files
• Protobuf files can be generated due to :
• Google Assistant Usage via Android Auto
• Google Assistant usage outside of Android Auto (e.g., Ok, Google!)

• The data is unstructured, so automated decoding/parsing is not 
possible at this time*
• The data contains the text of the vocal input along with timestamps



Where Is Google Assistant Interaction data?

Google Quick Search Box!



App_Session Folder
Protobuf file list

Pie



Android Auto BinaryPB File head

car_assistant

Pie

Source:  Disney/Lucasfilm
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Pre-coffee Josh



From the Bugle database



Android Auto BinaryPB File head
car_assistant

Pie…?
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• Purple Box - Information about the 
Android Auto Version Number & 
Underlying Nissan Software (Nissan 
Connect uses Bosch OSS)

•



•

•

•



•

•

•



• Purple Box - Information about the 
Android Auto Version Number & 
Underlying Nissan Software (Nissan 
Connect uses Bosch OSS)
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Source:  Warner Bros.







The Road Ahead
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