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Disclaimer
Certain trade names and company products are mentioned in the 
text or identified. In no case does such identification imply 
recommendation or endorsement by the National Institute of 
Standards and Technology, nor does it imply that the products are 
necessarily the best available for the purpose.
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CFTT
The CFTT project at NIST develops methodologies for testing computer forensic 
tools. Currently there are CFTT methodologies for testing the following:
• Disk imaging*
• Write blocking*
• Deleted File Recovery
• File Carving
• Forensic Media Preparation
• Mobile Devices*
• String Searching
A variety of tools in each of these categories have been tested and observed 
flaws in the tools have been reported by the Department of Homeland Security 
(DHS) and the National Institute of Justice (NIJ). These results can be used as a 
basis for identifying the types of likely failures that occur in forensic tools.
* Starred methods have been incorporated into Federated Testing 
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What String Search Features We Selected to Test 
• Match case vs Ignore Case
• Match whole Words vs substrings
• Search engine/method: indexed vs live vs physical
• File systems: FAT32, ExFAT, NTFS, ext4, OSXJ, OSXC & APFS
• Encoding: ASCII, UTF-8, UTF-16 (BE & LE) with & without byte-order-mark
• Language: CJK, Latin with diacritics, non-Latin, right-to-left 
• Live Files vs Deleted Files vs Unallocated Space
• Logical expressions
• Regular expressions
• Special Cases

• Meta-data
• Formatted documents (.doc, .docx, .html)
• Small files in NTFS $MFT
• Search target spans fragmentation
• Stemming
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Getting the NIST/CFTT String Search Data Set
• Download from www.cfreds.nist.gov
• Click on this link (below)
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• You get a zip file that unzips into two test images (dd format) and . . .
• One test image has MS Windows partitions (FAT, ExFAT & NTFS)
• The other image has Ext4, HFS+ & APFS formatted partitions
• Several files documenting test cases & expected results
• This is stand-alone and you don’t need Federated Testing to run the 

tests

http://www.cfreds.nist.gov/


Tools Tested So Far . . .
• Autopsy 4.6 (Test Report Posted November 2018)
• X-Ways 19.6 SR4 (Test Report Posted June 2019)
• FTK 7.0.0.163 (Test Report under review by vendor)
• BlackLight 2018R4 (Test Report under review by vendor)
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Try a Search Tool – X-Ways
• Try to find a DireWolf (just in case “Winter is Coming”)
• Expected  Results: 7 hits

• Two hits in each partition, one active file, 
one deleted file

• One hit in unallocated space

Found 7 hits; this is what I Expected:
(X-Ways screen shot)

Wow, this is easy & simple. Are We Done?

This was a physical search, let’s try another search engine . . .

ID String Offset File Name 
0897 DireWolf 8,197,307 DELETED-Extinct-Lupus-fat-ascii.txt 
0896 DireWolf 9,172,152 LIVE-Extinct-Lupus-fat-ascii.txt 
0902 DireWolf 500,323,512 LIVE-Extinct-Lupus-unalloc-ascii.txt 
0899 DireWolf 1,000,839,354 DELETED-Extinct-Lupus-exfat-ascii.txt 
0898 DireWolf 1,001,613,487 LIVE-Extinct-Lupus-exfat-ascii.txt 
0900 DireWolf 1,504,877,750 LIVE-Extinct-Lupus-ntfs-ascii.txt 
0901 DireWolf 1,666,325,693 DELETED-Extinct-Lupus-ntfs-ascii.txt 
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More on X-Ways
• That First X-Ways search was a physical search, one sector at a 

time.
• On X-Ways you can also search one file at a time: Logical Search

• X-Ways can also do an indexed search
• Let’s try another tool . . .
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Let’s Try Another Tool – Autopsy 4.6
• Autopsy results:
First try . . .

Oops, 6 hits, Did we miss one? 

Try again . . .    Now 10 hits,
too many?

3 hits are reported twice!

Recovered deleted file is also
unallocated space!!

How did I get the second result?
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Autopsy 4.6 Search Settings

• Autopsy has selections for searching and 
indexing Unallocated Space

• If we select Han, ASCII string (and other 
stuff) is not found in unallocated space

• If we unselect UTF-8 & UTF-16, ASCII string 
not found in unallocated space

• To get the second result 
• uncheck Han and 
• check “enable” at least one of the “UTF” 

settings

• Later versions of Autopsy fixed this
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Autopsy 4.11 Results
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Expect 7 hits; got 7 hits for ASCII string

Expect 21 hits for Unicode strings: 7x3
UTF-8, UTF-16-BE & UTF-16-LE

Got 21 hits for Latin (German) characters
Got 18 hits for non-Latin, OK, not configured for

searching unallocated space 



General Observations about Quirks
• Search Configuration has to be set with care
• Different search engines within a tool may give different results
• Meta-data quirks
• Mac (OSX) file system quirks
• Unsupported file systems (treated as unallocated space)
• Unicode Quirks
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Some Other Observed Tool Behaviors
• Most tools could parse FAT, ExFAT, NTFS, ext4, journaled OSX and case-

sensitive OSX partitions. Sometimes ExFAT or APFS not supported
• Usually found ASCII, UTF-8 & UTF-16, but sometimes failed for particular 

languages, to find UTF-16 strings 
• Sometimes indexed search and live search have differences.
• Sometimes UTF-16BE reported as UTF-16LE and vice versa
• Usually 1-1 reporting of each hit to location, but sometimes reported as 

multiple hits
• One older tool version reported a corrupted name for some ExFAT files 

containing a hit
• One tool fails to render Korean UNICODE string correctly
• Some tools fail to ignore embedded HTML tags
• Most tools failed to recognize and decode docx file in unallocated space
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Finding Social Security Numbers
• Tools often have built-in searches for interesting items like social 

security numbers, phone numbers, credit cards & IP addresses
• For example, Social Security search returns:

• For X-Ways . . .
• (Actually this was by

a regular expression)

• 3 partitions x 3 strings
2 times per partition +
3 in unallocated = 
expect 21 hits

July 16, 2019 NIST/CFTT -- Testing String Search Tools 15



Let’s try FTK -- Built-in Indexed Search
• FTK indexed search results:
• 12 hits in allocated space +
• 9 hits in unallocated space =
• Total of 21 hits

• Wait, wait. Shouldn’t it be :
18 allocated + 3 unallocated?

• FTK does not support ExFAT (or APFS), so searched as 
unallocated space

• Also the presentation of the hits from partition 2 is a little unclear
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More FTK Social Security – Built-in Live Search
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Search results for FTK doing a LIVE search:
• 9 hits in allocated space
• 5 hits in unallocated space

• Where did the other two
target strings go?

• 987-65-4321 &
999-55-1321

• Not valid (9xx), so filtered out
• But wait, if no SSN, 

IRS assigns ITIN

• An ITIN is a 9-digit number, beginning with the 
number "9", formatted like an SSN (NNN-NN-
NNNN).



Searching Formatted Text – MS Word, HTML
• Each string appears four times

• Plain Text in FAT partition
• Formatted Text in FAT partition
• Plain Text in unallocated space
• Formatted Text in unallocated space

• Formatting schemes used
• MS Word .doc in UTF-8 and .doc in UTF-16 & .docx
• HTML

• Part of the string is formatted bold and underlined
• CrossBow HTML    <u><b>Cross</b></u>Bow
• Nitroglycerin DOCX
• Shotgun        DOC
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Formatted Text Searches – Find nitroglycerin
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The string nitroglycerin appears 4 times, note nitro has embedded tags:

• Text in the FAT Partition (8005) and in unallocated space (8513)
• Formatted text in a docx file: nitroglycerin (9005 in FAT and 9513 in 

unallocated space.
• This tool found formatted text in FAT, but no tool found string in unallocated 

space. 
• The docx file in unallocated space needs to be carved and then searched.



Unicode Quirks
• We tested for strings in the most common representation:

• in UTF-16-BE, 
• UTF-16-LE & 
• UTF-8 (Overlaps with ASCII)

• We tested Unicode features:
• Byte-order-mark (UTF-16)
• Normalization (Combining characters & ligatures)

• We did not test other representations, e.g.,
• UTF-7 or UTF-32
• EBCDIC
• ISO 8859-2 through ISO 8859-16
• Shift-JIS (Japan)
• Guobaio (China)
• Big5 (Taiwan)
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Unicode Background
• Determining if Unicode UTF-16 text is UTF-16-BE or UTF-16-LE is 

problematic for some text samples, especially for Latin based 
characters, because a one-byte shift in starting point for a string can 
align with either representation. For example, consider the hex 
representing the string “Schönheit” in UTF-16:

•
• 00 53 00 63 00 68 00 f6 00 6e 00 68 00 65 00 69 00 74 00
• S     c     h     o:    n     h     e     i t
•
• If you start the match with 00 53 00 63 00 . . . then it is UTF-16-BE, but
• If you start the match with 53 00 63 00 . . . then it is UTF-16-LE, so 

without any other information is could be either BE or LE. This is an 
artifact of UTF-16 characters that have a first byte of zero for the big-
endian representation (as in Latin based characters).
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Where is Buzz Lightyear?
• Buzz is trying to get to “infinity” (and maybe beyond). . .
• Expected Results: 49 unique strings.
• Let’s try Autopsy 4.10 . . .
• Tool reports 46 strings, but . . .
• 4 of the hits are in  unalloc space
• 3 of these hits are duplicates of 

hits in deleted files (46 – 3 => 43)
• The other unallocated hits should have 7 hits (43 + 7 – 1 => 49)
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What’s a Ligature?
• Compare:

•I n f i n i t y
•I n fi n i t y

• English has several ligatures: ff, fl, ffi, ffl, Æ, æ, Œ, . . ., etc
• A single byte code may represent more than one letter

• Guess what happens in German, French or Spanish . . . .
• Umlaut (Schönheit) , accents, tilde (cañón) . . .

July 16, 2019 NIST/CFTT -- Testing String Search Tools 23



More Buzz
X-Ways results:
Of the 49 expected hits, 21 hits are with 
ligature and 28 Hits are without a ligature.
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Meta-Data on Windows (FAT, ExFAT & NTFS)
• A target string might be a substring of a file name. What happens 

then?
• Let’s try “cañón” (Expect 7 hits +

some meta-data hits)
• We got the 7 and then some

meta-data
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File System Meta Data Count
FAT 1
ExFAT 2
NTFS 10

• BlackLight found 2 meta-data instances in the FAT file system



A Mystery
• On careful examination of locations of target strings on mac file 

systems, some strings have an extra instance in the image.
• Usually this is a word with non-Latin characters that seems to be 

in some sort of index or data-base. (spotlight?)
• Most forensic tools find the extra instance, some don’t ever find 

the string, other tools with multiple search engines find the string 
with one engine, but not the other. 
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What is this in the Unix-like file Systems?
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• Should have 24 hits 3x2x4, but
X-Ways reports 28

• The extra 4 all come from Mac
• OSXJ – 1
• OSXC – 1
• APFS – 2

• OSXJ is journaled, case 
insensitive

• OSXC is journaled, case 
sensitive

• APFS is (new) Apple File System



Two More Things Learned Making Test Data
MFT: fixups and the Update Sequence Array.
• I noticed my string documentation program sometimes missed 

strings that I knew were in the NTFS meta-data part of the test 
image, but forensic string search tools could find the strings that 
my program missed. See MFT fixup. 

Copy/Paste from PDF may not do what you expect.
• One day I noticed that none of the tools found Arabic text 

anymore.
• I was copying/pasting from a PDF. 
• Arabic + PDF = not quite Unicode. The string renders correctly in 

the search tool, but the byte codes copied are not Unicode. See 
the pdf spec to see why. 
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Coming Soon -- Federated Testing with String Search
http://www.cftt.nist.gov/federated-testing.html
Sharing CFTT Test Methods, Tools & Forensic Lab Test Reports
• Helps a forensic lab test tools easily and with high quality
• For string searching CFTT provides test images with known 

content and a list of test cases designed to test specific features.
1. Tester can select relevant test cases from a list of test cases
2. Each case is run by first setting tool options and then searching for a string
3. Federated testing tool records search results
4.Tool to generate a skeleton test report that can then can be finished in the 

style favored by the laboratory.
• The test reports can be shared with other labs 
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A basic test case
Case Strings Options Case Description

FT-SS-01 DireWolf

Case = Match Case
ASCII = True
Unicode = False
Whole Words = False

Search ASCII
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• Test image has 4 partitions: FAT, 
Unformatted, ExFAT & NTFS

• Test strings appear multiple (in 
this case 7) times with something 
different about each instance

• The search string appears twice in 
each formatted partition, once in 
unallocated space 

• Each instance of the string has a 
unique ID, placed just after the 
string

ID Offset Containing File Name
0897 8,197,307 DELETED-Extinct-Lupus-fat-ascii.txt
0896 9,172,152 LIVE-Extinct-Lupus-fat-ascii.txt
0902 500,323,512 LIVE-Extinct-Lupus-unalloc-ascii.txt
0899 1,000,839,354 DELETED-Extinct-Lupus-exfat-ascii.txt
0898 1,001,613,487 LIVE-Extinct-Lupus-exfat-ascii.txt
0900 1,504,877,750 LIVE-Extinct-Lupus-ntfs-ascii.txt
0901 1,666,325,693 DELETED-Extinct-Lupus-ntfs-ascii.txt



Test Case Summary with Expected Results
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• Specifies what search options to 
select

• Specifies what string or pattern to 
search for

• Presents expected results – after 
running the search select the 
checkboxes to record all strings 
found

• Record false hits and other notable 
behavior in a comment text box (not 
shown)



Contact Information
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Jim Lyle
jlyle@nist.gov

http://www.cftt.nist.gov

E-Mail federatedtesting-request@nist.gov with the word “subscribe” (without 
quotes) in the subject line to subscribe to the federatedtesting@nist.gov mailing 
list. Federatedtesting@nist.gov is a low volume mailing list for distributing 
updates on the Federated Testing project and the Federated Testing Forensic 
Tool Testing Environment (e.g., new releases/versions and capabilities).

mailto:jlyle@nist.gov
http://www.cftt.nist.gov
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