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Malware analysis

Malware analysis/detection/classification challenges…

 Huge volume and variation

 Dynamic - malware constantly changing

 Requires deep domain expertise

 Time consuming

 Hard to scale
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Malware analysis

Traditional approaches require

 Specialist tools

 Computational resources –
virtual machines, sandbox 
environments, isolated 
networks

 Time – malware often needs 
to be executed in real-time for 
analysis

 Expertise

Source: “Implementation of Malware Analysis using Static and 

Dynamic Analysis Method”, Yusirwan et al., International Journal of 

Computer Applications, volume 117
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Malware analysis – machine learning

 Currently, there is a lot of interest and ongoing research 
around using Machine Learning (ML) for malware analysis
– Ucci, D., Aniello, L., Baldoni, R., 2017. Survey on the Usage of 

Machine Learning Techniques for Malware Analysis. CoRR
abs/1710.08189. http://arxiv.org/abs/1710.08189

– Gandotra, E., Bansal, D., Sofat, S., 2014. Malware Analysis and 
Classification: A Survey, Journal of Information Security, 2014, 5, 56-
64. http://file.scirp.org/Html/4-7800194_44440.htm

 ML has been used to automate and improve many malware 
analysis tasks, particularly malware classification

http://arxiv.org/abs/1710.08189
http://file.scirp.org/Html/4-7800194_44440.htm
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Machine Learning

Y = f(x)

?
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Malware analysis – machine learning

 However, the majority of ‘traditional’ ML algorithms require 
input data in terms of higher level features derived from the data

Y = f(x)
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Malware features for ML classification

 The generation of these features is still a very manual process 
that relies on both domain expertise, as well as ML expertise

 Static features
– Processor instructions

– Null terminated strings and other static resources contained in the 
code 

– Static system library imports

– System API calls

– Etc.

 Dynamic features
– Dynamic system API calls

– Interactions with other system resources such as memory and storage 

– Network communications

– Etc.
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Deep learning

 Deep Learning is a type of ML based on Artificial Neural 
Networks (ANNs)

 A key feature is it’s ability to operate on low level, raw data 
representations

Source: https://www.xenonstack.com/blog/data-science/log-analytics-deep-machine-learning-ai/
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Deep learning

Source: ‘Deep Learning’ by Goodfellow, Bengio and Courville, MIT Press 2016
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Deep learning

 Deep Learning has rapidly achieved state of the art 
performance across a broad range of application areas
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Our approach

 Malware classification using Deep Learning based on static, 
raw malware executable data

 Data driven approach
– Allow the model to learn the features from 

the raw data (byte sequence) itself
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Our approach

 Motivation - Why do this?
– No deep malware domain expertise required

• No sandbox environments

• No code disassembly

• No need to manually identify and extract features (static or dynamic)

– Easily adaptable to new malware classes/types
• Just requires labelled examples for training the model

– Classification speed
• No need to actually run or disassemble the code

• Classification based on the static, raw byte code

 But how can an approach based purely on the static byte code 
which ignores human malware domain knowledge be any 
good?
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Deep Learning model architectures

Three different model architectures evaluated

1. Convolutional Neural Network (CNN)

2. CNN + Unidirectional Long Short Term Memory (CNN 
UniLSTM)

3. CNN + Bi-directional Long Short Term Memory (CNN BiLSTM)
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Dataset

 Kaggle Microsoft Malware Classification Challenge (BIG 2015)
– https://www.kaggle.com/c/malware-classification

 Over 400 GB uncompressed.

 9 labelled malware classes.

 10,868 malware files as raw byte code with labels in the 
training set.

 10,873 files in the test set without labels.

 Original challenge closed April 2015
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Data Pre-processing

 Although our approach is designed to work on the raw, static 
malware byte code, some pre-processing is required (but this 
is easily automated).

 OpenCV to compress each sample to a length of 10,000 bytes

header (to ensure sterility). In addition, a metadata representa-

tion is also provided, which includes details of function calls,

embedded strings, etc., which were extracted using adisassem-

bler tool. As the focus of our work is the application of deep

learning techniques to classify malware based on the raw bi-

nary file content, we only consider the raw hexadecimal file

representations, and convert it to its binary representation.

3.2. Data Pre-processing

One of the benefits of deep learning over other machine

learning techniques is it’s ability to be applied over raw data

without the need for manual and domain specific feature engi-

neering. This isakey motivation for our work - theability to ef-

ficiently classify malwarewithout requiring specialist expertise

and time consuming processes to identify and extract malware

signatures. To parallelize the computation in training and test-

ing the models efficiently, our deep learning approach requires

that each filebe a standard size, and in the case of malware the

file size is highly variable, as shown in Figure 1.

Figure1: Distribution of malwarefilesize (in kilobytes) for theraw binary files

in the training dataset

In addition to having the same size, from a computational

perspective, our deep learning methods require that this size is

constrained so as to keep the model training process practical

using standard hardware. There are a number of options we

could have taken to standardize the file size including padding

and truncation, however wedesign our deep learning models to

identify and detect common patterns and structure within the

malwarefiledata; hence wewant to preserve theoriginal struc-

ture as much as possible. To this end, we used a generic image

scaling algorithm, where the file byte code is interpreted as a

one dimensional ‘ image’ and is scaled to a fixed target size.

This is a type of lossy data compression. However, by using

an image scaling algorithm, we aim to limit the distortion of

spatial patterns present in the data. Compared to approaches

of converting a malware binary file to a 2D image before do-

ing classification, our approach is simpler since we do not have

to make the decision about the height and width of the image.

Also converting a binary file to a byte stream preserves the or-

der of the binary code in the original file, and this sequential

representation of the raw binary filesmakes it natural for us to

apply a recurrent neural network architecture to it. In our ex-

periments that follow, we scale each raw malware file to a size

of 10,000 bytesusing theOpenCV computer vision library [37]

- i.e. after the scaling one malware sample corresponds to one

sequence of 10, 000 1-byte values.

Figure 2 shows a number of example malware files which

have been scaled using this approach, and then represented as

two dimensional greyscale images (one byte per pixel), where

the images are wrapped into two dimensions purely for visual-

ization purposes. Thespatial patterns in thedataboth on a local

scale and on a file level are visible and it is these raw features

and patterns that our deep learning architecture is designed to

exploit.

3.3. Deep Learning Architectures

We utilize di↵erent deep learning architectures for our ex-

periments. We first apply multiple convolutional neural layers

(CNNs) [38] on the 1 dimensional sequential representation of

the file. Since convolutional neural layers are shift invariant,

this helps the models capture 1 dimensional spatial patterns of

a malware class wherever they appear in thefile.

On top of the convolutional layers, we apply two di↵erent

approaches. In our first model, we connect the outputs of the

convolutional layers to a dense layer, then to the output layer

with a softmax activation to classify each input into 1 of the 9

classes of malware, as shown in Figure 3. This CNN-based ap-

proach classifies the 1 dimensional representation of the binary

file using local patterns of each malware class, and is the dom-

inant and very successful neural network architecture in image

classification [39].

For the second and third models, we apply recurrent neu-

ral network layers, the Long Short Term Memory module

(LSTM) [40], on top of theconvolutional layers, before feeding

the output of the recurrent layer to the output layer to classify

the input into 1 of the 9 malware classes. Our rationale behind

this approach is that since there are dependencies between dif-

ferent pieces of code in abinary file, a recurrent layer on top of

theCNN layerswill help to summarize thecontent of thewhole

file into 1 feature vector before feeding it to the output layer. In

model 2, CNN - UniLSTM, we apply 1 forward LSTM layer

on top of the convolutional layer, where the connecting direc-

tion of the cells in the LSTM is from the beginning to the end

of the file, as shown in Figure 4. But since the dependency be-

tween code in a binary file does not go only in 1 direction, we

design our third model, CNN-BiLSTM, where we connect the

outputs of the convolutional layers to 1 forward LSTM layer

and 1 backward LSTM layer. The outputs of the two LSTM

layers are then concatenated and fed to the output layer, as can

be seen in Figure 5.

3.4. Experiment Protocol

Since we only have the labels of the malware files on the

training set of the Kaggle challenge, except for the final step of

5
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Class Imbalance

 Two approaches
– Preserve class imbalance in the training set

– Re-sampling to balance class representation in the training set 
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5-fold cross validation results
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Results in context

Ahmadi et al. Novel feature extraction, selection and fusion for 
effective malware family classification. Proceedings of the Sixth 
ACM Conference on Data and Application Security and Privacy. 
CODASPY ’16

 Feature engineering approach using features from 
disassembled binaries, combined with classic visual image 
analysis features from raw binaries, using XGBoost classifier

 95.5% accuracy using same 5-fold cross validation evaluation

Gibert Llauradó D., Convolutional neural networks for malware 
classification. Master’s thesis, Universitat Politècnica de 
Catalunya (2016)

 Log-loss public score 0.1176, private score 0.1348 

 Our results: public score 0.0655, private score 0.0774 
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 Training

 Classifying a binary file: 20 ms

Practical runtime considerations
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Summary

 Our deep learning approach for malware 
classification…

– Does not require deep domain knowledge of malware

– Does not require time, tools and resources for complex 
feature extraction

– Classifying new instances is fast so is practical in online, 
live, near real-time applications

– Scalable to newly identified malware types

– Achieves high accuracy
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Conclusions and Future Work

 Evaluate on other datasets
– Particularly the binary malicious/benign classification task

 Explore the capability to identify and report similarity 
between malware classes and variants (analysis)

 Apply to the task of determining the type of binary packing 
used
– Irish National Cyber Security Centre 

 Other applications?
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Questions?

Dr Oisín Boydell, 

Principal Data Scientist, 

CeADAR (Centre for Applied Data Analytics Research) at 
University College Dublin

Email: oisin.boydell@ucd.ie

Code from this paper at: 
https://bitbucket.org/ceadarireland/deeplearningattheshallowend


