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Introduction

• Mobile phone extraction tools have:
– International focus
– Large number of apps
– Limited app support

• Not all data analysed
• Manual search is required

DFRWS USA 20173



Problem statement

“How can we automatically 
extract data from Dutch 
mobile apps in such a way 
that the data becomes 
accessible to investigators?” 

Why? Solve more cases, 
save time and effort
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Contribution

• UFED PA plugin python script that crawls mobile 
phone dumps for SQLite databases and identifies 
interesting table headers and identity related 
data using regular expressions

• Validated idea and script during project with 
Dutch Law enforcement 

• Recommendations for future work
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Mobile OS storage types

• Different storage types in Android and IOS:
– Shared preferences
– File storage
– Content providers
– Cloud storage
– Databases: 

• Sqlite, 
• IOS also CoreData and REALM

– Text files (xml, json etc.) https://stackoverflow.com/questions/9986734/
which-android-data-storage-technique-to-
use/9986948
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Interesting entities

Question Information Type

Who o User and device data
o Contacts
o Call history

What o SMS/Chat messages
o Multi-media messages
o E-mail
o Social-media related data

Where o Application related data
o Location data

When o Date, time, language and other settings
o Calendar

Why o Chat messages
o Documents

With what o Photos
o Audio and  video

How o Internet history



Popular apps in NL (or your own country)
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https://www.applyzer.com/?mmenu=worldcharts



Approach

• App selection
• Restrict to 2 platforms:
• Generate user test data
• Analyse application data
• Investigate with commercial tools
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App selection

• Survey NL Police (17 responses). Questions:
1. Which apps from the NL popular app list occur on 

mobile phones from suspects?
2. Which NL apps would be in your top 5 Dutch apps 

most valuable for investigations?
• Check which permissions apps are using to 

identify potential use of entity information:
– i.e. access to contacts, location etc.



1. Installed NL apps
– Nu.nl (news)
– Buienradar (weather)
– Buienalarm 

(weather)
– Nos (news)
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App selection results

2. Respondents 
favorites:
– 9292 (transport)
– Anwb onderweg 

(transport)
– Marktplaats (ebay)
– Flitsmeister 

(speeding)
– Pokemon go
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Research experiment

• Generate test data using test phones:
– Android Samsung Galaxy S5
– iOS IPhone 5s

• Protocol:
– Factory reset
– Fixed test protocol per app, e.g.:

• Weather app: search current location, search given 
location, set favorite location, request 14 day weather 
forecast.
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Capabilities in existing tools
Access to 
unsupported 
apps and file 
formats

Identity or 
account 
information

Location 
information

Cellebrite UFED 
PA (v 5.2.5.24)

Listed but not 
accessible

Yes, but not for 
selected apps

Yes, but not for 
selected apps

MSAB XRY (v 7.0) Listed but not 
accessible

Yes, but not for 
selected apps

Yes, but not for 
selected apps

Magnet Forensics 
IEF (v 6.8.2.3062)

Dynamic app 
finder for 
unknown chat 
apps

Yes, but not for 
selected apps

Yes. Also 
discovered for 
Markplaats



IEF: Dynamic App Finder
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• Tries to identify unknown chat databases
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Analysing applicationdata

• Database/storage file types:
– SQLIte
– Json
– Xml

• Digital evidence
– Locations
– Accounts
– Searches
– Timestamps



Digital traces in weather app 1
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Digital traces in weather app 2

Buienalarm_preferences.xml:
<string name="last_location_name">Elst</string>
<long name="last_update" value="1469797603271" />
<string name="last_longitude">5.8654683</string>
<string name="last_latitude">51.90449923</string>
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Digital traces in market place



Digital traces in route planner
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Most relevant entities and their structure
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Type Example

Time stamps 1476829788, 1997-07-
16T19:20

Email addresses blabla@gmail.com

Phone numbers 06 1234 5678

GPS location 51.123455, 4.800928

mailto:blabla@gmail.com
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Typical db column headers



Research led to the following plan:

1. Perform data analysis on:
– Structured file types (for now only SQLite)
– Look for entities in record fields
– Look for familiar tag names or column headers

2. Develop a proof of concept:
– Python script 
– Make use of the UFED PA plugin feature
– Regular expressions and Keywords

3. Do the experiment
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Without script
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UFED presentation: Identified Identies

With script



24 DFRWS USA 2017

What identities were found?

• New Email addresses:

• New Phone number:



UFED presentation: Identified Databases
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• Script inserts findings as a new 
category under filesystems as 
FIND ALL EVIDENCE RESULTS



Locations found in 9292 app

DFRWS USA 201726



Identity found in Calendar
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Note: this information is probably also presented by 
the standard tools as this is related to Google 
calendar



Conclusions

• Automated scanning for identity related patterns 
in mobile phone data including app databases 
without prior knowledge on table structure, 
column headers and record content

• Built a python script that serves as a plugin in UFED PA 
so that output is presented as part of an existing process 
(if using UFED).

• Approach worked for Dutch mobile phone apps
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Recommendations

• Improve location entity extraction, e.g.:
– Use predefined list of streetnames, cities, 

countries, continents etc
• More test data is required for extensive testing 

and to reduce false positives
• Extend beyond SQLITE  database to JSON & XML
• Support for other tools besides UFED

– Currently students working on commandline 
version with standard python SQLite support
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Thank your for your attention

Questions?

Email:
henseler.h@hsleiden.nl

Linked In: 
www.linkedin.com/in/henseler
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