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▌ [2018] U.S. AI speaker owners rose 39.8% to reach 66.4 million 

with total smart speakers in use rising to 133 million

▌ [2018] South Korea AI speaker owners rose over 900% to reach 1 million
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Motivation



▌ AI speaker ecosystem analysis components
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Methodologies



▌ Data Collection and Analysis Methods

§ Proxy setting of speaker device impossible à Use Wireshark for packet sniffing

− HTTPS encrypted packets can not be analyzed, only HTTP traffic is analyzed

§ User Manual-based data collection

− Follow the instruction manual provided on the homepage to voice command and collect data with Wireshark tool

− Capture the initial sequence between AI Speaker ↔ Android Mobile
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Methodologies
S01: Packet Analysis – AI Speaker

Clova User Manual
Wireshark HTTP Packet



▌ Web Proxy Debugging – Fiddler

§ Using MITM to see inside of HTTPS packet
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Methodologies
S02: Packet Analysis – Android Application
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Methodologies
S02: Packet Analysis – Android Application

Fiddler ViewProxy settings and certificate installation screen on smartphone

▌ Data Collection and Analysis Methods

§ Web proxy tool Fiddler can analyze HTTPS 

(install Fiddler's Certificate on smartphone)

§ User Manual-based data collection

§ Analysis of domain-specific roles and cloud structure

− Comparison with AI speaker(Wireshark)

− List up all exposed domains



▌ Scenario 3 analyzes the storage space of smartphone applications and extracts artifacts

§ AI application data accumulation

− It communicates with AI speakers, IoT devices, cloud servers, etc. and accumulates data in the internal directory

§ Extract application data

§ Detailed analysis of collected data
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Methodologies
S03: Android Directory Analysis

Application Directory Analysis
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Methodologies
S03: Android Directory Analysis

Artifact Type File Type
Path

File Name

Cookie Data SQLite DB
app_webview/

*

Webview Data SQLite DB
app_webview/

*

Voice Response
Cache Data MP3

cache/clova/

*.mp3

Cache Image Data JPEG, PNG
cache/image_manager_disk_cache/

*.0

Cache
Communication Data

GZIP
cache/org.chromium.android_webview/

*_0, *_1

User Setting Data XML
shared_prefs/

clova.xml

Interlocking
Account Data

XML
shared_prefs/

NaverOAuthLoginPreferenceData.xml



▌ Data Collection and Analysis Methods

§ A. Java code analysis after decompiling .apk file using JaDX

§ B. Analyze Smali code after baksmaling .apk file using Apktool

§ C. If Debug mode exists, modifies Flag value to True and re-installs output log analysis

− To avoid application tampering detection, only the apk where the Debug Flag exists (CLOVA case)
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Methodologies
S04: APK Decompilation Analysis

Smali code Log
Java code Artifacts

B. baksmaling

A. decompile

B5. Build & Sign APK

B1. Inspection

B2. Bytecode Create

B3. Applying
to original copy

B4. recompile

C1. Install APK

C2. Extract Log



▌ Logcat to find artifacts

§ Step 1. Calling Clova speech recognizer (Trigger: saying wake-word or clicking voice button)

§ Step 2. Sending voice file to server via HTTP multipart body

§ Step 3. Getting speech recognizer response from server via JSON

(Repeat getting response from server until recognition procedure completes)
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Methodologies
S04: APK Decompilation Analysis



▌ Data Collection and Analysis Methods

§ Filesystem identification

− Using signatures of the filesystems

§ Analyze operating system and directory 

structure

− Mount image and analyze as Scenario 3

§ Explore using file signatures and keywords

− Personal information or Key files(i.e. .mp3, .db)

§ Delete data recovery and comparison

− EXT4 recovery techniques using Journal area
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Methodologies
S05: Chip-off Image Analysis



Artifact Type
File 
Type

Path File Name Description

A User Name xml

root\data\ai.clova.
cdk.service\shared_
prefs

BluetoothInfoKey.xml

B Personal Information xml UserInfoKey.xml
Address, Location (Latitude, 
Longitude)

C

Identification 
Information

xml UserInfoKey.xml User Key ID
Wi-Fi mac address

D xml BluetoothInfoKey.xml
Connected Smartphone
(mac, model name)

E

Time Information

db root\system notification_log.db Event Log

F txt root\misc\bootstat last_boot_time_utc.txt Last boot time

H History mp3 - nvoice_<hash>.mp3 Deleted
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Methodologies
S05: Chip-off Image Analysis



▌ AI Speaker Android Application Installed Base

§ SAMSUNG Galaxy Note 2, Note 3, S7

▌ Chip-off Image Analysis Devices
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Test Environments

Vendor Naver Kakao SKT KT
Model Friends (NL-S1000KRL) Kakao Mini (KM-1000) NUGU (NU100) GiGA Genie (CT1100)

AI Clova Kakao I Aria Giga genie
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Results
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Naver Clova’s History

▌ Differences from Clova application screen

§ Timestamp

− The application UI displays only the date, can not confirm the exact time.

§ Identification Information

− Identification information such as id, requestID, messageID, etc.,

§ Number of history (100 records at a time)

− The application UI displays only one or two records at a time, hard to see 100 records



▌ Personal information and ID artifacts

§ Law enforcement can request cooperation from service providers based on ID information

§ On most devices, the answers remain until reboot

▌ Classification of the server roles in the cloud 

§ According to the type of information to be requested.

§ Confirmation of non-discrimination policy

− User’s voice is not saved in device 

▌ Provide guidelines for the investigators when AI speakers are found in the field

§ The investigator can get personal information of user by chip-off image analysis

§ Compare Smartphone Mac address and Wi-Fi MAC address of user and suspect

▌ Present analysis directions for brand-new IoT devices through various approaches

§ Various approaches will be the base source to future works

− Rooting and Live Forensics on AI speaker / AI speaker application decompilation / AI speaker ROM to Raspberry Pi
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Conclusion and Future Work
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