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Motivation

I [2018] U.S. Al speaker owners rose 39.8% to reach 66.4 million

with total smart speakers in use rising to 133 million

I [2018] South Korea Al speaker owners rose over 900% to reach 1 million

Smart speakers are the seventh-most-used device on a daily basis
Daily device usage, 2018

Prospects for households with Al speakers in Korea
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Methodologies

I Al speaker ecosystem analysis components
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Methodologies

S01: Packet Analysis — Al Speaker

I Data Collection and Analysis Methods

= Proxy setting of speaker device impossible > Use Wireshark for packet sniffing

- HTTPS encrypted packets can not be analyzed, only HTTP traffic is analyzed

= User Manual-based data collection

- Follow the instruction manual provided on the homepage to voice command and collect data with Wireshark tool

- Capture the initial sequence between Al Speaker < Android Mobile

S=2H[0{PA| 03| 20{=2M|R

‘RF dMetofgal= 2 SoF"

Q)

- “0450f Ot g2l =2 SO

ol 244 ke 82t SOH
“HoIDIE A R

L “OfiRIA OST S247

“0] =2f Yop”
“AAREALE S0
2|Et 22X “0| Le2fi Z0tR SH3"

“0] teaf $H= XAHSHEL"

ADIER

22121 2E00M HESP| >

Clova User Manual
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-I— 199626 524.921068 14.129.200.101 192.168.137.118 HTTP 587 HTTP/1.1 302 |
1 |

I

No. Time Source Destination Protocc Length Info
205174 551.287523 192.168.137.118 1.234.61.81 HTTP 428 GET /podbbang:
193927 504.139293 192.168.137.118 14.129.200.101 HTTP 409 GET /datal/tb:

—]-— 199620 524.915902 192.168.137.118 14.129.200.101 HTTP 411 GET /datal/tb:

205147 551.225807 192.168.137.118 14.129.200.101 HTTP 420 GET /datal/ge:

193900 503.564042 192.168.137.118 14.129.200.27 HTTP 272 GET /episode/i
199598 524.322255 192.168.137.118 14.129.200.27 HTTP 272 GET /episode/i
205125 550.690428 192.168.137.118 14.129.200.27 HTTP 272 GET /episode/i

193904 504.016461 14.129.200.27 192.168.137.118 HTTP 588 HTTP/1.1 302
193932 504.145691 14.129.200.101 192.168.137.118 HTTP 585 HTTP/1.1 302
199603 524.769516 14.129.200.27 192.168.137.118 HTTP 590 HTTP/1.1 302

205129 551.124165 14.129.200.27 192.168.137.118 HTTP 599 HTTP/1.1 302
205152 551.230453 14.129.200.101 192.168.137.118 HTTP 595 HTTP/1.1 302
193963 504.194541 192.168.137.118 222.239.93.47 HTTP 418 GET /podbbang:
199651 524.971544 192.168.137.118 222.239.93.47 HTTP 420 GET /podbbang:

Frame 199620: 411 bytes on wire (3288 bits), 411 bytes captured (3288 bits) on i
Ethernet II, Src: Infomark_4d:56:69 (58:65:€6:4d:56:69), Dst: 9a:5f:d3:35:d1:f4
Internet Protocol Version 4, Src: 192.168.137.118, Dst: 14.129.200.101
Transmission Control Protocol, Src Port: 48176, Dst Port: 80, Seq: 1, Ack: 1, Le
Hypertext Transfer Protocol

vVviVvevyvy

@ 7 =ueecepcang || Packets: 210926 -

Wireshark HTTP Packet
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Methodologies

S02: Packet Analysis — Android Application

I Web Proxy Debugging — Fiddler

= Using MITM to see inside of HTTPS packet

@ Clova Q&A LO pawon:
@ Music(Naver music) @ Register loT Device

® Others @ Control loT Device

cowaoy BRUNT

PHILIPS
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loT Service Provider

@ Clova Q&A

@ Register loT Device
@ Control loT Device
@ Music & Audio

® Others @ Control IoT Device

a, B
Q‘ o MUSIC

\3"’ Party Service

@ Music & Audio (3" Party Service)
® Others (3 Party Service)

Clova Platform Eco System /

@ Clova Q&A

@ Register loT Device
@ Control loT Device
@ Music & Audio

® Control 10T Device

® Others -)))
@ @ @:TLS o : TCP
¥

¥ TelerikFiddler

Mobile Device
(Rooted&Proxy)

Voice & Text
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Methodologies

S02: Packet Analysis — Android Application

I Data Collection and Analysis Methods

=  Web proxy tool Fiddler can analyze HTTPS

(install Fiddler's Certificate on smartphone)
¥ Telerik - icdler

= User Manual-based data collection

= Analysis of domain-specific roles and cloud structure
- Comparison with Al speaker(Wireshark)

- List up all exposed domains

= — HTTPS auth.dova.ai jme Transformer | Headers | TextView | SyntaxView ‘ ImageView | HexView | WebViey
N <1100 - - HTTP Tunnel to Auth Caching | Cookies | Raw ‘ JSON ‘ XML ‘
Fiddler Echo Service g Tirelo
- HTTP Tunnel to &-result
SK_WIFiGIGA8C22_5G HTTPS prod-ni-cic.dova.ai finternal/v1/api- &- themeList
HTTPS prod-ni-cic.cova.ai finternal/v1/api- =0
Q Auto reconnect HTTPS auth.dova.ai fme iconLinkUrl=https: //ssl.pstatic.net/static/clova/service /command_guide ficor
GET / HTTRA1. 1 HTTP Tunnel to  prod-ni-cic.clovz name=S%SE 0
o Show advanced options Host: 127.0.0.1:8838 HTTPS prod-ni-cic.cova.ai fv1/directives [=)- queryList
Proxy-Connect fon: keep-al ive fen HIIPS Prod-nidc dova. Aan v Liser B Ty e =
IP settings Upgrade—| nsecure-Fequests : 1 : 200 HTTPS prod-nicic.dova.ai finternal/v1/api -~ commandQuery =147t F0toh= =3 S0
DHCP ¥ User-Agent - Mozilla/5.0 (Windows NT 10.0; WinBd; x64) AppleVebKit, HTIFS  prodnidcdovaal  fapifjextensic o mended—raise
hccept: text/html,application/xhtml+xnl,application/xnl ;9=0.9, imag & FTeS Dr°d“{“‘d°“—?'a' oo
Proxy hccept—Encoding: gzip, deflate L L WL RN [ —E2 M T S0i3
Ve hccept-Language: ko—KR, ko;q=0.9,en-US;9=0.8,en;q=0.7 HTTPS Ravegw dova i swavely : g:;andQuery RS ETE
anua HTTPS prod-ni-cic.clova.ai /api/v1/notificat - dedeFak
; ! o HTTPS prod-ni-cic.clova.ai finternal/v1/api- & [sRecommended=raise
rowser but may not be used by R L . =
This page returned a HTTP/200 response ﬁ: P’°j“!"_°-:°"a-a! f'":'"a:’vi/“”_‘ - commandQuery=2Z412] EL) £0i%)
Originating Process Information: chrone:6716 o prograncoras R fp'_' id=37
=l - isRecommended=False
HTTP
« To configure Fiddler as a reverse proxy instead of seeil plls comandQuery =SS ESIS 2%
: . id=
* You can download the FiddlerRoot certificate TP isRecommended=False
HTTPS
HTTP commandQuery=E£3t 00| & 2§ S0iF
— id—an

Proxy settings and certificate installation screen on smartphone
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Methodologies

S03: Android Directory Analysis

PassasssssssssasmssEEaEr
. :‘ Al Speaker
—_—— e Asking Voice Command
io)
Ga Asking Voice & Text Command _)))
| [SBeEd . o @
» | | (=)
\\_, Mobile Device | yan Hi loT A Control loT Device Voice & Text Process ~(Comwtom }
(Rooted&Proxy) k . | Appliance

S O 8= -

Login  Use & Setting Logout
\

Directory & File

Scenario Use Research Data Acquisition & Compare Analysis File & Find Info

[ Data Extract |
Data V l I
Accumulation | .
a — i)

\ Signature Scan Extension Edit Y
Application Directory Analysis K Data Conversion | Data Analysis M

I Scenario 3 analyzes the storage space of smartphone applications and extracts artifacts

® Al application data accumulation
- It communicates with Al speakers, [oT devices, cloud servers, etc. and accumulates data in the internal directory

= Extract application data

m Detailed analysis of collected data
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Methodologies

S03: Android Directory Analysis

Voice Response
Cache Data

. . Path
Artifact Type File Type :
File Name
app_webview/
Cookie Data SQLite DB *pp
. . app_webview/
Webview Data SQLite DB

MP3

*

cache/clova/
*.mp3
cache/image_manager_disk_cache/

Account Data

Cache Image Data JPEG, PNG 0
Cache GZIP cache/org.chromium.android_webview/
Communication Data *0,* 1

. shared_prefs/
User Setting Data XML

clova.xml

i shared_prefs

Interlocking XML _prefs/

NaverOAuthLoginPreferenceData.xml

@_‘] nvoice_6774242b-fd24-4259-8b45-813e3b1d3b2a.mp3
%) nvoice_330624e4-0928-4269-8295-e1af39aec03f.mp3
%] nvoice_b3b705¢8-9bd8-4625-3619-be3aa795b8ca.mp3
5] nvoice_d8a16a62-b76a-44fb-ae44-e907b80fb341.mp3
%] nvoice_d8190061-7b50-4¢3a-8210-b79b09cb9a4d.mp3
8| nvoice_e7188944-ede8-4e7b-8472-d189¢b5f1780.mp3
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Methodologies

S04: APK Decompilation Analysis

B5. Build & Sign APK

v

kakaoi | =
L] - TOOL
Clova® | yoy CER

B. baksmaling | B4. recompile

C1. Install APK l
B2. Bytecode Create

C2. Extract Log

B3. Applying
to original copy
l A. decompile B1. Inspection
v
A 4 \ 4
v {8 network

v & models < k

> G Agreement ~

> GAgreements ' _

» @ AudioPlayer _

» © ClovaAccessToken
Java code . .

Smali code Log Artifacts

I Data Collection and Analysis Methods
= A. Java code analysis after decompiling .apk file using JaDX
= B. Analyze Smali code after baksmaling .apk file using Apktool

= C. If Debug mode exists, modifies Flag value to True and re-installs output log analysis

AU 10 < 105 Lab.
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Methodologies

S04: APK Decompilation Analysis

I Logcat to find artifacts

= Step 1. Calling Clova speech recognizer (Trigger: saying wake-word or clicking voice button)

98-09 ©1:39:51.351 23732 23732 D Clova.recognize.y: ClovaRequest=ai.clova.cic.clientlib.api.clovainterface.ClovaRequest@5d@339d
namespace=SpeechRecognizer name=Recognize dialogRequestId=3e983b9%e-fa70-42d8-8fcf-050781738405 isDownchannel=false -called by a
08-09 01:39:51.352 23732 23732 D Clova.recognize.a: doOnSubscribe() dialogRequestId=3e983b9e-fa70-42d8-8fcf-050181738405 —calledby a
98-09 ©01:39:51.352 23732 23732 D Clova.recognize.g: doOnSubscribe dialogRequestId=3e983b9%e-fa70-42d8-8fcf-050781738405 —called by a
98-09 ©1:39:51.353 23732 23910 D Clova.recognize.y: =-called by b

08-09 01:39:51.353 23732 23910 D Clova.DefaultSpeechRecognizerManager: -—called by b

98-09 01:39:51.361 23732 23732 D Clova.a : =-called by b

= Step 2. Sending voice file to server via HTTP multipart body

08-09 01:39:51.401 23732 23910 D r : using resourceSupplier, cicRequest=Request{method=POST, url=https://prod-ni-cic.clova.ai/vl/events,
tags={}} clovaRequest=ai.clova.cic.clientlib.api.clovainterface.ClovaRequest@5d0339d namespace=SpeechRecognizer name=Recognize
dialogRequestId=3e983b%e-fa70-42d8-8fcf-050181738405 isDownchannel=false -called by a

08-09 01:39:51.401 23732 23910 D Clova.ClovaEventProtocolClient: doOnSubscribe dialogRequestId=3e983b9e-fa70-42d8-8fcf-05078f738405 ~called by a
08-09 01:39:51.403 23732 23814 D Clova.recognize.y: =-called by b

08-09 01:39:51.403 23732 23814 D CicRequestInterceptor: =-called by b

08-09 01:39:51.403 23732 23814 D CicRequestInterceptor: =-called by b

08-09 01:39:51.403 23732 23814 D CicRequestInterceptor: =-called by b

= Step 3. Getting speech recognizer response from server via JSON

(Repeat getting response from server until recognition procedure completes)

08-09 01:39:52.439 23732 23806 D Clova.data.ClovaServicePluginManager: responseBody={"directive":{"header":{"namespace":"SpeechRecognizer", ' name":"Show
RecognizedText","messageld":"c9216c84~ffa8-461c-8c01-4bfadd59ae57", " dialogRequestId" :"'3e983b%e~fa70-42d8-8fcf-050781738405"}, "payload" : {"text":"4"}}}
08-09 01:39:52.814 23732 23806 D Clova.data.ClovaServicePluginManager: responseBody={"directive":{"header":{"namespace":"SpeechRecognizer","name":"Show
RecognizedText","messageld":"67dd589e-028c-4101-9014-8fcfeb183916",""dialogRequestId":""3e983b%e-fa70-42d8-8fcf-050181738405"}, "payload" : {"text" : "LiY"}}}
0t 08-09 01:39:53.538 23732 23806 D Clova.data.ClovaServicePluginManager: responseBody={"directive":{"header":{"namespace":"SpeechRecognizer","name":"Show
0t RecognizedText","messageld": " 1a7d2461-0199-4d80-bdbf-e9edbfd20b2d",""dialogRequestId" :""3e983b%e~fa70-42d8-8fcf-050181738405"}, "payload" : {"text" :"Li
Sy = o} }
98-09 01:39:53.538 23732 23806 D Clova.data.ClovaServicePluginManager: -called by e
08-09 01:39:53.549 23732 23806 D Clova.data.ClovaServicePluginManager: dialogRequestId=3e983b9%e-fa70-42d8-8fcf-050781738405 Directive:
SpeechRecognizer.ShowRecognizedText —called by a

AU 11 < 105 Lab.
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Methodologies

S05: Chip-off Image Analysis

I Data Collection and Analysis Methods

Filesystem identification

- Using signatures of the filesystems

= Analyze operating system and directory

structure
- Mount image and analyze as Scenario 3
= Explore using file signatures and keywords
- Personal information or Key files(i.e. . mp3, .db)
= Delete data recovery and comparison

- EXT4 recovery techniques using Journal area

AU 12
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Methodologies

S05: Chip-off Image Analysis
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. File . ..
Artifact Type Path File Name Description
Type
A User Name xml BluetoothinfoKey.xml
, Address, Location (Latitude, | ClOV@ Chip-off Image Directory
B | Personal Information xml UserinfoKey.xml Lonaitud
ongitude) Chip-off Root . —
rootWdataWai.clova. - :';‘D_"ec“’“’
C xml cdk.servicetshared_ | UserinfoKey.xml Us.er'Key ID raneS U Birectery
prefs Wi-Fi mac address * Blue : Directory
Identification * Violet : Files
Information
nn martphon
D xml BluetoothinfoKey.xml Connected Smartphone
(mac, model name)
shared_prefs
ai.clova.cdk.service_preferences.xml
E rootisystem notification_log.db Event Log UserinfoKeyoanl
Time Information bootstat BluetoothinfoKey.xml
F txt rootWmiscibootstat | last_boot_time_utc.txt | Last boot time la5Lboot fime_utc bt
H History mp3 | - nvoice_<hash>.mp3 Deleted
HIOIZ(T): | |log = MazZE
_id event_user_id event_type event_time_ms key pkg tag when_ms
(2 [Ze [Z [Z [Z [Ze £ Ze [Ze [Zi
1 231 0 1 1530749597926 IERGI-R-I i, clova. app.friendsalert 1 1530749597926
2 232 0 1 1530749601511 Olai.clova.ap-- ai.clova.app.friendsalert 1 1530749601511
3 233 0 1 1530761391146 Olai.clova.ap-- ai.clova.app.friendssettiings 1 1530761391146
4 234 0 1 1530761391159 Olai.clova.ap - ai.clova.app.friendsknocker 1 1530761391159
5 23 0 1 1530761391651 Olai.clova.ap- ai.clova.app.friendssound 10015 1530761391651
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Test Environments

I Al Speaker Android Application Installed Base

= SAMSUNG Galaxy Note 2, Note 3, S7

I Chip-off Image Analysis Devices

Vendor | Naver _____|Kakao _____[sKT_______JkT_________

Model Friends (NL-S1000KRL) Kakao Mini (KM-1000) NUGU (NU100) GiGA Genie (CT1100)
Al Clova Kakao | Aria Giga genie
9
NAVER SK relecom  alleh kit
. 3
e

717k2 oJL| Z17FA L1 7 7|7}A|L] BT

717kR|L12 / 2| 7}A|L] LTE

AU 14 < 105 Lab.
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Appendix A. Summary of Key Artifacts

Category Vendor  AI Cloud Android mobile Al speaker
(Packet Analysis) (Android Chip-off Analysis) (AI Speaker Chip-off Analysis)
User Information: NAVER  auth.clovaai(/user_profile/personal_info/*) shared_prefs/ root\data'ai.clova.cdk.service'shared_prefs
Information that can be used or prod-ni-cic.clova.ai(/result/ {DEVICE_#}/*) (NaverOAuthL oginPreferenceData xml (BluetoothInfoKey xml, UserInfoKey.xml)
helpful in identifying a user clova.xml)
(e.g. user's name, Interlocking | KAKAO  auth kakao.com(/account/profile/®) shared_prefs/(CrashReporter Crashlytics xml)  P6\misc\bluedroid\(bt_config.xml)
Account Data, MAC, address, ID, app.i.kakao.com(/contents/{DEVICE_#}) P6'data\com kakao.i.speaker'shared_prefs'(ka
email, Key value, Wifi MAC, etc.) kaoi.prefxml)
SKT api.sktnugu.com shared_prefs/(optiondata xml) userdata'data'com.skt.aicloud.speaker.service!
(/*, /simpleSetting/*, accountSetting/*) shared_prefs'(AICloud.xml)
KT gbas.megatvdnp.co.kr shared_prefs/(* xml) data'com kt gigagenie launcher'databases'
(fuser®, /devList/*) (launcherCommon.db)
gsvr.ktipmedia.co.kr
(/devUserList/ {USER_#}/%)
Time: NAVER  prod-ni-cic.clova.ai app_webview/(¥) root'system'notification_log.db
Hard to deduce a specific (/meta/®) root'misc'bootstat\last_boot_time utc.txt
command, but relevant information | w41 A0 app i kakao.com databases/(com kakao kinsight sdic android~s  data\com android providers media\databases\(
to build an event timeline. ; ) ) .
. . . (/result/result’*) qlite) external db)
(e.g., use time, boot time, end time, .
) app.ikakao.com
package usage history, and alarm ) , ,
setting history) ! Ms~ {alarm #} ) . ) ) .
’ SKT pif t-aicloud.com databases/(aladdin.db) system'\usagestats'(usage-history)
(/clientStatus/*)
KT gdialog ktipmedia.com files/(dxshield.sys) data\com kt gigagenie.tts'shared_prefs\
(com kt.gigagenie tts.xml)
system'(appops.xml)
History: NAVER  prod-ni-cic.clova.ai cache/clova/(*.mp3) [deleted] nvoice_{hash} mp3
Information about the command (/result/historyQuery/*) cache/org.chromium android_webview/(*_0,
history that can be used to infer the *1)
user's command cache/image manager_disk_cache/(*.0)
(e.g.. cookie data, webview data, | KAKAO  kinsight-event kakao.com data\com.android.providers.media\databas
cache image, event recording) (/sessions/events/* /sessions’headers/®) es\(external.db)
. media\0\KakaoICache\audio\(cached.{hash}
.mp3)
SKT databases/(aladdin.db) data'com skt aicloud.speaker.service'databases
- cache/image manager disk cache/(*.0)
app_webview/(¥) (AladdinGeneral.db)
KT gdialog ktipmedia.com cache/picasso-cache/(*.0, *.1) system'recent_tasks\(%_task.xml)

system'recent_images(# task_thumbnail png)

AU
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Naver Clova’s History

I Differences from Clova application screen

= Timestamp

- The application Ul displays only the date, can not confirm the exact time.

= ldentification Information
- Identification information such as id, requestID, messagelD, etc.,
= Number of history (100 records at a time)

- The application Ul displays only one or two records at a time, hard to see 100 records

cH
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CLOVA_APP  answer_web

Y
Ho

L &M ofmf

Of=0i 28 Hg

Of=Of 24 Chal 221y

16

=
=}

“FRIEND
“FRIEND
“FRIEND
“FRIEND

ck
=

oo

https://ssl.pstatic.net/static/clova/service/weather/bg_snow_daytime.mp4
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Table 2. NAVER Clova’s history artifact.

Field Value

clientName FRIENDS

deviceName SALLY

dialogRequestId 09296¢90-bd8e-4edf-afSa-
3c35a40427¢c5

messageld c2e8523¢-b719-4f3e-ab5a-
68736876ea9a

actionList::type Action

actionList::value

paragraphText::type
paragraphText::value
domain

query

id

requestld

clova://device-control?command=
Increase&target=volume

String

Volume increased

Control

Increase the volume three levels

586248fa-33d7-49£6-9203-
¢79935b7ea70

0c23cd9d-3368-48ee-bb63-
5f4a91db343c

2018-06-21T13:58:59+09:00

olo

43Y 715 L

[ %



Conclusion and Future Work

B Personal information and ID artifacts

= Law enforcement can request cooperation from service providers based on ID information

= On most devices, the answers remain until reboot

B Classification of the server roles in the cloud
= According to the type of information to be requested.

= Confirmation of non-discrimination policy

- User's voice is not saved in device
I Provide guidelines for the investigators when Al speakers are found in the field

= The investigator can get personal information of user by chip-off image analysis

= Compare Smartphone Mac address and Wi-Fi MAC address of user and suspect

I Present analysis directions for brand-new loT devices through various approaches

= Various approaches will be the base source to future works

- Rooting and Live Forensics on Al speaker / Al speaker application decompilation / Al speaker ROM to Raspberry Pi

AU 17 < 105 Lab.
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Thank You

Contact Info.

dndusdndus12@gmail.com
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