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Attack Methods
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Physically Remotely With Access
To Devices




Physically «m

e Unauthorized people put student’s lives at risk

 Students gain access to restricted facilities

e Can steal from school and students




Physically — 3D Printing Keys @

* 3D modeling software, such as Inventor, can be used to precisely
copy keys with the use of pictures

* Printers are becoming cheaper and more obtainable

(Often found in schools)




Physically — 3D Printing Keys @




Physically — RFID Cards [=

* If provided with tools such as long range RFID card readers found
at places of work can walk by and steal card data from feet away

» Short range readers can be found/made cheaply and used to
read cards closely




Remotely |_7'|_-|

Poor security can lead to:

e Corruption of files
* Stealing test/answers

* Accessing teacher and student files (including social
security numbers, medical records)

Error Deleting File or Folder X|

@ Cannot delete file: Cannot read from the source File or disk.

ok |




Remotely- Wik1 attacks

* Ability to shut down and DOS Wireless systems with linux
and pineapple

* Google Drive




Remotely — Website Vulnerabilities &
Captive Portal Clones i g
-~

* Many school websites run old unpatched Apache systems which
may be changed easily

 Attackers can use Wireshark or a packet analyzing tool to find
http usernames and passwords
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e Laptops and Wi-Fi Pineapples can be used to copy and clone
guest Wi-Fi logins and websites




Remotely —- Cameras @

* |OT and CCTV cameras need to be updated frequently to avoid security
breeches

O+ Hikvision Password Reset 1.1.0.1 — Od X

- H i kViSiOn Ca meras Camera P Address: [192.168.0.1]

Http(s) port: |80

Get User List
O Camera requires https
(SSL) conne: ction

Users: Selected User: N/A
New Password: |12345abc

Newer firmwares require a password length of
8-16 characters including at least two of :
[number, lowercase, uppercase, special
character].

Set password for selected user




Remotely — Old Systems L

 Largest current threat for schools is old systems (especially public schools)
* 54% of businesses and organizations still use Windows XP*

* Unpatched, old Windows XP can be remotely exploited using the MS08-67
exploit, then keyloggers can be planted to store usernames and passwords

*Spiceworks survey (2017)




Remotely — Printers %

Everything printed on a wireless printer is stored, including:
* Answer keys
* Teacher information

e Student transcripts

PRET, a printer exploitation toolkit, can copy, delete, and
modify files stored on printers
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inputs and create backdoors or keyloggers

th Access to Devices
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e Bash Bunny and USB Ducky tools can be used to play
keyboard

e These are the most common attacks on schools
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th Access to Devices- Tools

Bash Bunny
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Standardized Testing

MCAS - Massachusetts Comprehensive Assessment System
* Mandatory for every student in an MA public high school
* Currently transitioning to a new computerized system
* Scores used to offer scholarship money to students
* Schools are rated based on how students rank on MCAS

Program prevents the user from exiting the program and accessing others,
but with the use of remote exploitation or keyboard enumeration, this can
be bypassed



Detection A\

* Monitor MAC Addresses and IPs of those who connect to
networks with sensitive information (dedicated Linux
systems optimal or just monitoring gateway)

r B
41z 192.168.131.106 - IP Address I =

Your |IP Address: [EZ8LEREINILS
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Students Can Hack You!
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Prevention ®

* Give administrators a separate Wi-Fi to access which only they
have access to

* Update systems as frequently as possible, try not to run
unpatched OSs’

* DO NOT store passwords on computers accessible by students

* Educate teachers and teach them caution - many students are
capable of hacking school systems

NSRS
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