EMvidence: A Framework for Digital Evidence Acquisition from
loT Devices through Electromagnetic Side-Channel Analysis
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(1) The Challenge of loT Forensics (4) EMvidence Framework

* Internet of Things (loT) devices are highly heterogeneous class of
devices which are produced by different manufacturers with application-
specific designs.

 The increasing use of loT devices with limited standardisation makes it
difficult to analyse them with traditional techniques.

« When encryption is involved, the task of loT forensic investigation
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becomes even more challenging. E::{,T
- Forensic tool developers are unable to provide tools which can collect
forensic evidences from |loT devices due to this reason.
* The large variety of loT devices in the market makes it virtually impossible . EMvidence is an open-source framework that facilitate EM-SCA
to support all of them within a limited forensic tool set. inspection of loT devices.
« Main component of EMvidence is its core GUI that provides the
(2) E|ectromag netic Side-Channel Ana|ysis default interface to a user. It also manages the modules and plug-ins
by establishing communication between them in a coordinated
fashion.
 EMvidence facilitates data acquisition, data visualisation and report
generation.

| eakage signals of two  Depending on the requirements, third-party users can develop and
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1.3900 1.3925 1.3950 1.3975 1.4000 1.4025 1.4050 1.4075 1.4100

Frequency (Hz) 1e9 devices « Such plug-ins may provide various data analysis capabilities such as

(b) (at\)1 IjlaGSI-Fl)berry Pi 3 B+ software behaviour detection, cryptographic key recovery, etc.
dl 1. Z

(b) Arduino Leonardo at
288MHz (18 th
harmonic).

Instrumented
Firmware

27715 2.800 2.825 2.850 2.875 2.900 2925 2950 2.975
Frequency (Hz) le8

USB /UART

EM emissions of a target loT
device is captured through a

* Any time varying electric current can cause electromagnetic waves
to radiate in to the space. uart_irq()

 Characteristics such as frequency and amplitude of EM waves task ()
depends on the characteristics of the EM source hence giving away
some clues about the source.

- Different components on a computing device causes unintentional 3 M” EIVIV|dence
EM emission leaking different information.

« Different analysis methods such as SEMA and DEMA can help to AmaTyse Data
extract information. i A
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(3) A Tool for EM-SCA in Digital Forensics Captured EM data can be

analysed by applying various
In order to gather forensically useful information using EM-SCA modules to the data.
techniques, a software tool should facilitate three main phases.

mod-visualizer Produced waveform, power spectral density (PSD) and spectrogram figures.

1. Training/research phase where loT devices and their forensically

useful software activities are profiled and added into the framework. 7W1 (
We EMvid
S5 vidence
2. F|e|d InveStIgatIOH phase Where an |nveSt|gat0r can CO”eCt EM data Eﬂa ’:I Insights from Electromagnetic Side-Channel Emissions
from a suspect loT device in a real-world scenario and gather
insights about the device on-the-spot. Ebvidence sanalysis Report
Report of the electromagnetic side-channel analysis on a target device using
EMvidence framework.
3. Further analysis where the device is taken into a forensic laboratory i o T Al e Once the analysis is complete,
and used to perform advanced EM-SCA methods such as EM Data File: " data/2/more-data.npy 'al‘l retPO:t lihgegetra_fedft:\;t
: Hash Value (sha256): [iyustrates e detalls O e
Cryptographlc key recovery attaCkS 3a79f49866dd2eded44f8455daf5138ad97e492cche08fdcec970e1f87f532d11

data and results generated by
different modules.

Analysis Results:

Module ID: 1

Module Name: mod-visualizer

Module Description: This module produces visualizations of EM traces.
Module Output:

Visualizations of the data are illustrated in the following figures.
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 EMvidence is currently undergoing constant development adding

Naad Bf AEGRESIG Three important phases a new features and fixing bugs.
New Requirements Eé Encrypted Data tool that facilitate EM-SCAn + Lots of new features need to be added to make it fully usable in

practical scenarios.

digital forensics should
contain.

* You can help its development in various ways.
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