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Abstract

» The paper presents a lightweight
Capture-Display-Analyze (CDA) model
for an_instant packet extraction to
capture packets, display filters, and
analyze symptoms from a local network
interface.

» This  lightweight CDA  model
introduces an efficient packet extraction
algorithm to find interesting
connections, observe network
symptoms, and reveal their behavior
patterns at a microscopic level.

l. Introduction

» The worm-like features of an Emotet banking malware
result in rapidly spreading network-wide infection.

» lts initial infection occurs when users open the macro
malware document through emails.

» It can evade typical signature-based detection and
generate false indicators in a virtual environment.

» Cybercrime investigators in Law Enforcement Agencies
(LEAS) have been using Wireshark to monitor network
traffic, develop a clear perspective of activity, conduct
deep packet inspection, and generate insights into real-
time or historical packets across the network.
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The study provides a lightweight client-side method with a high detection rate to discover the network

behavior patterns, reveal the network symptoms, and minimize the damage brought by a macro virus.
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