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Forensic Network Analysis Tools

Strengths, Weaknesses, and Future Needs
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The Basics

Hardware and configuration
Read-only
Security
Integrity
Existing tools do not calculate MD5
Do it yourself after collection
o Documenting losses
Existing tools to not log all losses
o Document system status & performance
o Logging examiner actions
Not currently => rely examiner’s notes

O O O O



Hardware

o CatOS Switched Port Analyzer (SPAN)

Only copies valid Ethernet packets

Not all error information duplicated

Low priority of SPAN may increase losses
o Physical tap

Copy signals without removing layers

May split Tx and Rx (reassembly required)
o Platform

Testing but no published data

< 200 Mb/sec => Linux

> 200 Mb/sec => FreeBSD

Kernel customization



HW (Vendor v Homemade)

o Commercial
More costly but uniform expertise
Vendor can testify about HW & OS config
Vendor responsible for problems

o Homemade
Less expensive but variable expertise
You can testify about HW & OS config
You are responsible for problems



Read Only

o No network response
Including ARP replies
o No network queries
Use internal DNS resolution
o No downloads from Internet

Don’t insert content from the Web
when reconstructing Web pages



Security

o Secure OS configuration

Patches

Do not overuse root/Administrator account
o Secure remote access

SSH

SSL
o Secure programming

Prevent buffer overflows

Prevent crashes (and resulting data loss)



Frogram displays
interpreted data
Records receiver
T B ITOPEES overruns and
® dlad LOSS brkemel guppedpaskes
/ Records receiver
Metmark overruns and
translation other errors

NIC:

% /Isbin/ifconfig

ethO Link encap:Ethernet HWaddr 00:B0:D0:F3:CB:B5

inet addr:128.36.232.10 Bcast:128.36.232.255
Mask:255.255.255.0

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:19877480 errors:0 dropped:0 overruns:128 frame:0
TX packets:7327676 errors:0 dropped:0 overruns:0 carrier:1
collisions:442837 txqueuelen:100

Interrupt:23 Base address:0xec80

o Losses at the switch
show inter

layers

Metwork |
Interface
Card

/l

Switch

Kernel:

# tcpdump -X host 192.168.12.5
tcpdump: listening on xI0

..... [data displayed on screen]...
AC

29451 packets received by filter
4227 packets dropped by kernel

o Bug or misrepresentation in application

Figure from Eoghan Casey’s “Error, Uncertainty, and Loss” article in International Journal of Digital Evidence (Vol. 1, Iss. 2)



Overview of Tools

o Tcpdump (www.tcpdump.org)

de facto standard file format (.dmp)
Ethereal (www.ethereal.com)
Review (www.net.ohio-state.edu/software/)
IRIS (www.eye.com)
InfiniStream (www.networkassociates.com)
Netlntercept (www.sandstorm.net)
NetDetector (www.niksun.com)
NFR Security (www.nfrsecurity.com)
NetWitness (www.forensicexplorers.com)
SilentRunner (www.silentrunner.com)
DCS1000 w/ CoolMiner/Packeteer (FBI)

O O O O O OO O OO



Overview of Tool Features

o Tcpdump (multiple platforms, free)
Limited examination capabilities
o Ethereal (multiple platforms, free)
Basic examination capabilities
o IRIS (Windows, $)
Basic examination capabilities
o NetWitness (Windows, IIS, MSSQL, $)
Basic examination capabilities
Security concerns relating to ISS and MSSQL
o InfiniStream (Linux collector, Win console, $)
Tcpdump import but not export (.cap export)
Good examination capabilities (Sniffer-based)



Overview of Tool Features

o Review (Unix, free)
Good examination capabilities

o Netintercept (FreeBSD, $)
Designed with evidentiary issues in mind

Excellent examination capabilities
Feature rich but still user-friendly
Decrypt SSH and SSL if key are available

Basic analysis capabilities

o NetDetector (FreeBSD, $)
Excellent examination capabilities
Graphic analysis features (Xpert)
Integrated IDS capabilities (Snort)



Overview of Tool Features

o NFR Security ($)
Custom analysis using N-code

OpenBSD collector, Windows admin console,
Solaris/Linux mgmt server & Oracle database

o SilentRunner (Windows, $)
Powerful visual & analysis capabilities

o DCS1000 (Windows, available to LE)

Unique filtering with law enforcement in mind
(e.g., RADIUS, e-mail pen register)

Not clear how robust (complexity of RADIUS
and capturing content in e-mail header)



Examples

Key points

o Collection: capture all content versus filtering

o Documentation: poor across the board

o Examination: recover, classify, decode, reduce, search

o Analysis: individualize, evaluate source, advanced
recovery, reconstruct, visualize, present



Collection

o Tcpdump

68 byte default
o Ethereal

65535 bytes default snap length
o Others

68 < snap length < 65535 bytes



° NetDetector: Audit Log

Wt NetDetector : . . m m B

Configuration

nd4 | logout

Recorder

Men Jul 14 22:01:01 EDT 2002 10.70.0.2 admin
Interfaces Men Jul 14 23:10:23 EDT 2003 10.70.0.2 admig the Event Viewer database.
Alarms Mon Jul 14 23:42:13 EDT 2002 MMMDHTH RECOMN_DATA filter: top and host 10.70.0.49 and port 1878 and host 207.48.108 .42 ar
Anomaly Men Jul 14 23:17:56 2002 10.70.0.2 admin legged in
Mon Jul 14 23:12 - -
Snort 5 EDT 2002 10.70.0.2 admin Deleted ALL events from the E.

Mon Jul 147

User Management
a Tue Jul 1 econstructed data at 06/19/2003 .

12:12 EDT 2002 10.70.0.2 admin
Local User Accounts Tue &t port 1863
Tus
External Server 2.4, - - ~ - T
TUE_..1 7:58 EDT 2003 10.70.0.2 admin added/edited alarm 1 £ and host 207 45,108 42 and port 1863 and host 10.70.0 43 ar
Management Interface 3:18:11 EDT 2002 10.70.0.2 L . . i gl -
' = £ - SUNNL min gaeg./eqile m £
_ - acmi added/edited als host 10.0.0.24% and port 1481 and host 216.250.140.125 and po
Metwork Paramerters Tus o : i
. 19:02 EDT 2002 10.70.0.2 admin added/edited alarm 2
Firewall Tue Jul 16 and host 10,0.0.248 and port 1481 and host 216.250.140.125 and po
Metwork Senices 5 EDT 2002 10.80.0.71 admin legged in
- Tue Jul 1508:2 Jiter: tep and host 10.0.0.249 and port 1484 and hest £4.208.42.41 and port 3
- - - .
Logs & Jobs Tue Jul 15 08:22:31 E0 20023 10.70.0.2 admin logged cut _uafficfilter: top and host 10.0.0.249 and port 1494 and host 64.208.42.41 and port 51
- 2 . " 'web : top and hesi .10.0.249 and po 5 id hos 6.250. 125 and po
Activities La Tue Jul 15 08:22:39 EOT 2003 10°2.70.0.58 admin I:g;ealn alliweb_traffic filter: tep and host 10.0.0.24 rt 1491 and host 216.250.140.125 an
EXQDI’t Lljg Tue Jul 15 09:08:56 EDT 2003 10.70.0.58 admin [
Job Queue Tue Jul 15 09:08:568 EDT 2003 10.70.0.123 admin
Tue Jul 15 09:50:54 EDT 2003 10.70.0.123 admin
Tue Jul 15 09:50:54 EDT 2003 10.70.0.28 admin legged in
HOSV2 +48:45 of CRAJ ilter: 83.237. .5 58 206.20.52.
Tue Jul 15 0905334 EDT 2002 10.70.0.28 admin ::;:}Bn;trucxed data at 08/09v2001 17:48:45 of CRA/code_red_attadk filter: top and host 83.237.137.50 and port 5848 and host 206.20.52.134 anc
constructed d 0 748 oo and host 82,227 127 5 d port 58 ost 20820 52 12 .
Tue Jul 15 09:E3:52 EDT 2002 10.70.0.28 admin “:t..gr';t ucted data at 05/0/2001 17:48:45 cp and host 82.237.137.50 and port 5848 and host 208.20.52.124 anc
HOSV2 +48:45 of CRAJ ilter: 83.237. .5 58 206.20.52.
Tue Jul 15 09:54:05 EDT 2002 10.70.0.28 admin E:;:}Bn;trucxed data at 08/09v2001 17:48:45 of CRA/code_red_attadk filter: top and host 83.237.137.50 and port 5848 and host 206.20.52.134 anc
= structed d 082 7:48:45 /! d d host 83.237.137.5 d port 58 d host 206.20.52.13 €
Tue Jul 15 09:54:18 EDT 2002 10.70.0.28 admin "—:Br‘;tl..c:_ ata at 08/0%v2001 17:4 |4 and host 83.237.137.50 and port 5848 and host 206.20.52.134 an
Tue Jul 15 12:44:05 EDT 2003 10.70.0.28 admin timeout
Tue Jul 15 12:44:09 EDT 2002 10.70.0.28 admin timeout
Tue Jul 15 12:44:08 EDT 2003 10.70.0.209 admin legged in
Tue Jul 15 15:55:56 EDT 2003 10.70.0.209 admin legged in
Tue Jul 15 16:02:43 EDT 2003 10.70.0.209 admin Data Imported from siema.mj.niksun.com in voip001lpm-jfs-1.enc
Tue Jul 15 15:10:21 EDT 2003 10.70.0.209 admin Data Imported from siemra.mj.niksun.com in veip001lpm-jfs-1
Tue Jul 15 16:15:40 EDT 2003 10.70.0.209 admin Data Imported from siemra.mj.niksun.com in voip001lpm-jfs-1.enc.gz

Tue Jul 15 16:25:39 EDT 2003 10.70.0.103 admin ocgged in



External MD5 Calculatlons

NetDetector
Data Export/Import
(LR ELENGES YIS Schedule Export | FTP Import | HTTP Import |

Title of Export [Testt |

Conversioh Format | peap (Topdump) hd |

Transfer Mode | ftp it |

IP Address [10.0.0.20 |

Relative Path |Hm|:].l’ | Example: arzhiveihourly

Login lauest |

Password |“"""""‘"“"’ |

Interfaces ndd.niksun.com/si j

Time Span

i =
Start  [v] Relative: -1 |5 [hour ol
End  [v] Relative: now %

Filter {Optional) | |

Exported File Slice Size | A0mE ~ | (1mB - a0mB)

Compress Data (yzip) O
gii}:g :gzg ig susrslocal/mercury/tmp | S TS e p e
export_data_stream .
hash—2.04% md5 export_data_stream > export_data_stream.mdS | SHEIEgEE P s ntl(hestin )
bash-2.84% scp export_data_stream* verfi@.0.0.20:tnp




Filtering During Collection

o BPF/Ethereal filtering syntax
IP address, port, etc.

o MAC address
o Custom NFR Security filters (using N-code)
o DCS1000
RADIUS
DHCP
o Filtering on protocol is risky
Pen register for e-mail (DCS1000)
If necessary, be very careful
|deally use a specialized tool for this purpose



Examination: Protocol Decode

o Tcpdump has limited decode capabilities
o Ethereal
More decodes but assumes default behavior
“Decode As” feature
o InfiniStream/Sniffer
Several decodes including some VolP
o NetDetector
Understands protocols including some VolP
o Netintercept
Understands protocols including some VolP
More powerful stream reconstruction
Flags anomalies (like file sig mismatch)
Flags missing SEQ #'s in TCP session



Figures from Steve Romig’s “Incident Response Tools” chapter in Handbook of Computer Crime Investigation

® Review: X Session Decode

Server
1 164.107.144.3 1489 <—> 140.254.114.195 6000 |
Dismiss | Save | Redraw | Replay |v all - client only & serveronly |7 use rewrite
Include
Exclude
FAz I
F A
1Ps7h :
FAR
bd37h T
Bds? J‘
>BA server only @ use rewnte
S5 TA
BET
PRA=STA=5YFR ?EY YEY. gHASY gHzS A HE P=mI~8YsT5Y  wES T IwES?E [LEY0~»RGR0 >R (557 TE?5U
STOrAG>AGAGAC>Ex. ef7 ebitheS TESTE PSP FE 7S Qe PO AL » ey S 7S THE 76 » G > BoeG > Raekd 7 (376 (L
|| > @ g 2 Al - 71
' L iL Likarhasi Ettypl OBprOT 3 7 T elm g=L4
singhal ttypl Tapr97 Zdays  3:06 4 -csh LOsusskind ttypZ BaprIT
3 41 41 rlogin totoro. cgrg. chio-state. edZ2L5fine ttypa Fri G6pm 2da
VE: -tosh 4% LGjusriniva ttyph Ompr0T 18:19 239:09 114:.35  fusc/
contribs/binsxemacs _LEEZmunic ttyph 108pc37T Bdays 10 -tocsh 391L4<
goa0 ttyph Mon Spm 2days 1 -csh LEFwuc ttypc 13apc 37
4:32 Z:51 1 -tocsh fexlLiPwv-nguyen ttypd 1:0%m a6 22 rIn
LIZgcao ttype 13apc9T 26:03  4:14 20 =term -sh -fn 6x13 -g +1-1 LEidmo
eller ttypf 5. 16pm 40 17 -tosh mp Linromig ttygl 5:41pm
1 27 xterm  S2LOxsaday ttygl Tapr9T 6:59 12:39 10l
ogln sgipc. osc. edu -1 osul827 3Ldmsun ttygl Fri Spm Zdays =8 1 - |
|sh LEjianping thtyg3d 92pr97 Edays 10:46 5:09 -tecsh e:/Llromig ttygd L7 |




Review: X Session Replay

o Step-by-step session replay
o Pauses before redrawing screen

= Untitled |
suzzkind ttyp? BRpr3 &7 4l 777741 rlogin totoro,cgrg.ohio-state,ed

fine Ltypa Fri Bpm Eda%s -tizsh

uzriniva ttyph PEprds 18:19 239:09 114:35  AusrScontriblbingdxemacs
mue Ltyph 10Apr37¥ gdays 10 -tish

gr:an ttypd Mon Bpm Edags 1 —-czh

Wc LEypc 12Apra? 43132 2101 1 -tcsh

w-higuyen ttypd 1:059pm 3k 2% rn

gqCan Ltype 13ﬁEP 7 2e03 d4:14 20 xterm —sb -fn Bx13 -g +1-1
moeller ttypf q+1Epm 41 17 —tizh

romig ttygi 5*4lgm 1 27 xtern

saday ttugl ?ﬁpr § R:bH 12:39 10 rlnﬁin sgipc,osc,edy -1 osulBZY
MELIN ttygd Fri Spm 2days 28 1l -c=

jianping ttygs AAprd? bdays 10:4E D03 -tesh

romig — ttygd Lrd7pm I

zhangj  ttygh Wed dpm 3dags 1 —tizh

susskind ttygs 10Apr3? GV 2126 1 -tcsh

Jiyer ttugy 10Apr3F bdays b -bazh

agal ttygd 10Apr3? 3dags 1:09 3 -tcsh

azak ttygd Mond Qam Edaas G —tizh

dliang ttygb Tueldam 2303 13:28 7113 xterm —fn 9x15 -e rlogin fido
dliang  ttygc Tuellam Zdays 2 2 rlnﬁin fido

shih ttﬂqF Frildpm Zdays 24 s

snoopy "r EHit

Figure from Steve Romig’s “Incident Response Tools” chapter in Handbook of Computer Crime Investigation



Figure from Eoghan Casey'’s “Digital Evidence and Computer Crime”, 2™ edition

Examination: Data Reduction

o GUI versus command syntax
Review: session summary & browsing
Netlntercept: Forensics tab

A=NetIntercept 2.0 - digital_evidence2 - default_profile - nipc.sandstorm.net

File Forensics Format Help

B = & &2 & B 8 = © O @ e K?
Open Delete Frint Import  Export Feport Find # Mask  Time cave  Rewert Bookmarks ‘What’s this?
Traffic | Summary | :Forensics! I Alerts | Wiews | Configuration |
Search Andd Search Search I Anl I Search I Andd I Search l And |
SRC IP Address| DNS Name || DST IP Address| pns Nan | [ File Name 2| [ xrer Metnoa | | [ content Type [ Tira]
192.165.0.1 3.150.154 197  global.msa FTP Retrieve PlainTst 34
192.168.0.2 44524 Iddatasisharedimsnhelp js FTF Store PNG 0
192.168.05 4.4.14.23 Idatasen_ushasicied css FTP Store Unicjue FOF2 0
4.4.14.24 Idatasen_usidatajppv2s itss FTP Append FOP3 0
4.443.7 I Jaw13 Vdatajen_usifooter css FTP List FFT 0
44447 wyrw hotn Iddatafen_ushbasic.css FTP Mame List PS 0
44527 wwrw hotn Isharedback gif HTTF Get RADIUS 0
554194118  rad.msn.c Isharedfcontactus gif HTTF Put REXEC 0
5.54.208.222 help.msn.c Vsharedifwd gif RIF 1
5.54.226.249  membersel Ishared/go_default gif HTTF Head RLOGIN 0
5.54.226.251  registerne Isharedpix.gif HTTF Delete RSH 0
554226252  login pass| Isharediviewalltopics_icon2. HTTF Trace RTCP 0
5.54.225.244  loginnet.pi 1033/ Congrats230:148 .if HTTP Connect RTF 0
554225250 registerne 1033/consent85x81 ipg HTTP Option RTP 0
5.54.231.240  login pass| 1033/dotnetlogoBIG.gif TFTP Get SME 0
152.163.209.77  diimage.e: 1033/LIPPIE cs3 TFTF Put SMTP 0
192.1668.0.1 1033/R/PPIE css Mirne Multipart SMNMP 0
192.166.0.255 1033/signin.gif ar SSH 0
07 63.162.24 1033/signout_good gif Judlecode 551 2




Figures from Karen Frederick’s “NFS Security” chapter in Handbook of Computer Crime Investigation

Examination: Data Reduction

o SilentRunner: 3-D Visualization
o NFR Security: Query interface

Title: ICMP .2 =

[v Source Address

[v Destination Address

W ICMF Type

[v Descrphion

|
|
|
v ICMP Code |
|
|

[w Additional Information

[~ Use time az a column for dizplay

Mo earlier than
{* Earliezt data available

 Beginning: = =l

Mo later than
f* |atest data avalable

" Ending: = =




Examination: Visualization

op Talkers
‘op Pairs

‘raffic charts

NetDetector Network Intrusion Recorder and Analyzer - Microsoft Internet Explorer provided by NIKSUN, Inc.

File Edit  Wigw

560 H
]
=
8 d4z.0M
[T
[T
s 28.0 M
o
#1400 N
p=

9.0 M

20 185 18 14 12 10 &

a4

2

0

22 20 18 18 14 12

Favorites  Tools  Help

daBack + = - @D 2} | @search GaFavorites Media o8 | By S

@ NetDetector

Yo

Level TCP

Link  CRA/code_red_attack (/)

Tirme  Aug 9 17:46:00 2001 - Aug 9 17:59:59 2001 (EDT)

Address Ig‘l http: ff o niksun, comfservlet/Frame? sp=analysis

Y Ei S

-

parcent (%)

Query Parameters

B2

TCP Level Ttilization (100M bps)

Start IAug 517:46:09 2001
Stop |Aug §17:59:59 2001
Window I 15
Top N |ED
Masklen I
Do DNS? O LPDATE -
TCP Top Applications
Application Packets = Bytes
hitp 1K (I00.00%) | 7212K (100.00%) 08
Totals 11K 7212K
TCP Top Talkers (Hosts) |
HDS‘( F'a';ke'5 = Bytes 17:45:00 17:50:00 17:52:00 17: 54: nn[dibipoli::: -invﬂ=tig=dl:‘;:f-
2 4 BB5E (77.75%)| B436K (39.24%)
1 5 3521 (30.90%)|  2930K (40.63%)
4 4 1894 (16.62%)|  1629K (22.59%) Plot Options
2 9 1211 (10.63%)| 830K (11.52%) .
2 1l 1525 (13.39%) 594K (B.24%) ¥ ShowPlot 1 |utilization - | Update Table
B 5 1503 (13.19%) 584K (8.09%) [T ShowPlot2 |packetrate [~ |Toggte Parent
I:n AQDL 2 CO0 DTl S POR | mnnnl vl vl pemy




Examination: Visualization

o SilentRunner

3-D display of traffic helps focus on
interesting activities

o General purpose visualization tools

Clustering and other techniques for
visually representing data to help
examiners identify useful items in
large datasets



Search and Recovery

o Ethereal
Miss keyword split between two packets
Export Web page & view in browser (bad)
File extraction requires expertise & tools
o Netintercept
Performs search on reconstructed data
Sandbox for viewing Web pages
Does not execute code in Web pages
Automated file extraction
o NetDetector
GUI & regular expression on command line
Sandbox for viewing Web pages
o NFR Security database query customization
o SilentRunner N-gram Analysis



Figure from Eoghan Casey'’s “Digital Evidence and Computer Crime”, 2™ edition

Ethereal: Search

@ hotmail-02242003.kcp - Ethereal

File Edit Capture Display Tools

4 : t57. 192 168.0.5

. atman

3901 2003-02-24 16:05:57.2074 sealfd.seal.hotmail.m 152.168.0.5 HTTF
3002 2003-02-24 16:05:57.2075 1592.168.0.5 sealfd.seal.hotmail.m TCP
TG IANZ_NT_FA 1ANE+EF IRTFE caalfd ca3l botrmail m 107 TAR 0§ HTTD

Mao. . |Time Source Destination Protocal  |Info

3888 2003-02-24 16:04:04,2164 192.165.0.1 ALL-5¥STEMS, MCAST. MET IGMP vz Membership Qu
3889 2003-02-24 16:04:04,2175 152.168.0.1 DHCP—AGENT S, MCAST . MET IGMP vz Membership Re
SH90 2003-02-24 1a:04:32.21%96 1592.168.0.1 192.1a68.0. 255 RIPwl Response

FHOL 2003-02-24 16:05:02.2230 192.168.0.1 192,.168.0. 255 RIPwl Response

FHGZ? 2003-02-24 16:05:03.0375 HZIT1O0L 192.168.0. 255 EROWSER Local mMaster ann
FH93 2003-02-24 16:05:32.226%9 192.168.0.1 1%92.168.0.255 RIPwl Response

FH94 2003-02-24 16:05:56.74%90 192.168.0.5 sealfd.seal. hotmail.m TCP 32942 = http [5v
3895 2003-02-24 16:05:56.8622 sealfd.seal.hotmail.m 192.168.0.5 TCP http = 32942 [SYI
3896 2003-02-24 16:05:56.8623 1%2.1658.0.5 sealfd.seal. hotmail.m TCP 32942 » http [AC
38957 2003-02-24 16:05:56.8625 152.168.0.5 sealfd. seal. hotmail.m HTTFP POST Scgi-bindpr
3808 2003-02-24 16:05:56.8625 192,168,065 sealfd. seal. hotmail.m HTTR Continuation
38090 2003-02-24 16:05:57.0684 sealfd.seal.hotmail.m 192.168.0.5 TCP http = 32542 [AC)

ConTinuation
HTTP/L.1 100

32942 » http
HTTD M 1 2an

0
[AC]

(a1

B Frame 3900 (538 on wire,
B Ethernet II
Cestination: 00:30:ab:ld:cd:ef (CELTA_1d:cd:ef)
source: 00:00:e2:8a:c4:6bh (ACER_Sa:cd:6h)
Type: IP (0x0B00)
B Internet Protocol, Src aAdde: 192.168.0.5
B Transmission Control Protocol, Src Port:
EH Hypertext Transfer Protocal

538 captured)

(192.168. 0.5,

D=t Addr: sealfd.seal.hotmail.msn. com (20
32042 (329427, Dst Port: http (80), Seq: 1433552153, Ack

0000 00 30 ab 1d cd ef 00 00 &2 8a <4 &b 08 00 45 00 o] IR ...k..E.
0010 02 0c aB ab 40 00 40 06 5d 54 <0 a8 00 05 cf 44 @8 JT..... o
0020 a2 fa BO ae 00 50 55 F2 45 19 aa 95 ad Fh B0 18 ..... PUF E.vwet..
0030 16 d0 6 &8 00 00 01 01 O 0a 00 06 598 2 02 BC .....ven ounn. S
0040 57 3T 43 6f 6 74 65 6e 74 Zd 34 F9 YO A5 3a 20 WrPConten T-Type:

Ancn &1 Fh 70 OB BO 2 A1 FA B0 AF Ee 2 7 24 FFOTFT arm 1A mat MRS —wi



Figure from Eoghan Casey'’s “Digital Evidence and Computer Crime”, 2" edition

Netlntercept: Search

A=NetIntercept - digital_evidence2 - Connection: 169

File Traffic Format

A ‘ i 10 S P B O O = 5 [ 1 A [ { aearet H “ View Hex GoTo Packets

Traffic Session | Surnmary Conclusions ICriteria I

Type [swety [B)]xrer [ v] Fun miame [concip | Fe Path

=) Ethernet 100 DIX Ethernet (RFC 894) 1226
E --QIP 100 Ihternet Protocol (RFC 781 ) traffic 1227
= --'E]TCP 100 Transmission Control Protocol {RFC 793) 1228
i--QH'ITP 100 HyperText Transfer Protocol 1229

= -GYHTTP 100 HITP Post /' HyperText Transfer Protacol 1230 fusriniffileobifdigital_evidenc
= -v‘GﬂMEDIA 100 Central point for content with declared media type 1231
= v-‘EgASCII Type 100 Central point for ASCII (text) types. 1232

- Tt 100 i Plain Text messages 233 fusriniffilecbiidigital_evidenc

«| | 2

curmbox=FO00000001 &_HMaction=&subaction= &plaintext= &login=louiscipher 2004 &weid=&said= t 78 3D - 46 30 20 230 20 20 20 30 curmbox=F0000000 4
61 63 - 74 E9 BF EE 2D 26 73 75 01& HMaction=&su
BE 3D - 26 70 6C 61 B9 BE 74 65 baction=splainte
E7 B3 - BE 3D BC BF 75 63 73 £3 xnt=&login=louisc
30 30 - 54 26 77 63 69 64 3D 26 ipher200dswecid=&
6D 73 - 67 3D 26 73 74 £1 72 74 soid=amsg=&start
26 61 - 74 74 66 B9 BC BS 3D 26 =&len=&attfile=&
73 72 - B3 3D 26 72 BS BB 3D 26 type=&srosSref=&
73 83 - 77 79 B7 3D 26 BD 73 B7 russwpsiwpgsémsy
32 30 - 30 61 39 30 61 36 63 31 hdrid=200a30a6cl
34 62 - 21 24 21 21 36 36 237 61 E612£64b1411667a
EF 31 - 30 34 36 31 32 30 36 33 dcfb5%_104612063
63 - BF BC BF 72 3D 26 73 63 O0&RTEbgcolors&si
26 BE - B5 77 6D 61 69 6C 3D 6E gflag=Snewmail=n
E5 B3 - BF 25 34 30 63 B6F 72 70 ew&to=ecosdlcorp
E3 B3 - 74 B3 2E B3 BF ED 26 63 wus-delicti.com&c
3D 26 - 73 75 62 GA 65 63 74 3D c=sbooc=&svbjects=

75 2B - 69 GE 2B 68 65 6C G6C 26 See+poutinthells”
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Netlntercept: Image Extraction

A=NetIntercept - DIgital_Evidence_2 - Connection: 144

File Traffic Format

A I 100 A S L 8 I 1 = [ Search Hepeat[ View Hex Lo lo [ Packets -
Traffic Session | Summary | Conclusions

Type | swety |E| wrer | v Full ame [concio | Fie Path
[ij"'QEthernet 100 DIX Ethernet (RFC 594) 1082
Q--QIP 100 Internet Protocal {RFC 791 ) traffic 1063
= QTCP 100 Transmission Control Protocol {RFC 793) 1064
E-‘QH'ITP 100 HyperText Transfer Protocol 1065

é--QH'ITP 100 HyperText Transfer Protocol 1066
?J"QMEDIA 100 Central point for content with declared media type 1067
BRGIF 100 E Graphical Interchange Format 1088 JustiniffileobiiDlgital_Evidence_2/c

4
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Figure from Eoghan Casey'’s “Digital Evidence and Computer Crime”, 2" edition

Ethereal: Web Page
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Figure from Eoghan Casey'’s “Digital Evidence and Computer Crime”, 2" edition

Netlntercept: Web Page

A=NetIntercept - Web View 149 =]
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Figure from Eoghan Casey'’s “Digital Evidence and Computer Crime”, 2" edition

Netlntercept: Search/Recover

A=NetIntercept - More_Digital_Evidence - Connection: 827
File Traffic Format

A MOl M1 W2 M3 ME M5 KB M7 1B e [

Traffic Session | Sumnmary | Conclusions |l:ﬁterin |

| Pakets EB

Type [swety [[ED|srer | v] Ful ame CONC ID_| Fie Path
= ..Qanemet 100 DIX Ethernet (RFC 834) 5397
= ..Q”: 100 Internet Protocol (RFC 791 ) traffic 5398
i--QTEZF’ 100 Transmission Control Protocol {RFC 793) 5399
= --QSMTP 100 Simple hall Transfer Frotocol (RFC 821) 5400
= --QSMTP 100 Simple Mall Transfer Protocol {RFC 821) 5401
- Qemajl 100 = email recognizerfparser 5402
= ..QMIME_ETE 100 MIME Content-Transfer -Encoding parser 5403
- --QMEDIA 100 Central point for content with declared media type 5404
=-LMIME_MP 100 PR MIME Multipart parser 5405
= ..QMIME_CIE 100 MIME Content-Transfer ~Encoding parser 5406
= --QMEDIA 100 Central point for content with declared media type 5407
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- --QMEDIA 100 Central point for content with declared media type 5420
= )Bin Type 100 Central point for kinary types. 5421
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= JMSWORD 100 Microsaft Word Document 5425
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100 FinciWord Text Search 5428
= --QMEDIA 100 Central point for content with declared media type 5429
= ..QASCII Type 100 Central point for ASCII (text) types. 5430
S EHTML 00 B Me Hyper ~Text Markup Language 5431 lusrinifileabiftore_Digital_Evidence/d01334
= --QASCII Type 100 Central point for ASCII (text) types. 5432
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#FINDWORD 100 FincWard Text Search 5435
-FINDPHRASE 100 Fincphrase Text Search 5434
= --QMEDIA 100 Central point for content with declared media type 5436
= --QBin Type 100 Central point for binary types. 5439
ZE)POF 100 Addabe Partable Document Farmat 5440
\ PlainTxt 100 L Plain Text messages 5441 jusrinifileobifMore_Digital_Evidence/d0/335
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Analysis

o Temporal views
Timelines
Histograms/charts
o Relational analysis
Thicker lines for higher traffic
N-gram analysis
o SilentRunner
3-D visualization can be useful for analysis

Develop baseline of network activities for
comparison

Visually represents anomalies and other
noteworthy events



Figure from Eoghan Casey'’s “Digital Evidence and Computer Crime”, 2" edition

Analysis: Netintercept

A=NetIntercept 2.0 - digital_evidenceZ - default_profile - nipc.sandstorm.net
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Analysis: NetDetector (Snort)

’3 MetDetector Network Intrusion Recorder and Analyzer - Microsoft Internet Explorer provided by NIKSLUN, I
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NetDetector (Snort cont.)
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Mon Jul 28 06:21:51 EDT 2003
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Mon Jul 28 06:21:44 EDT 2003
Mon Jul 28 06:21:26 EDT 2003
Mon Jul 28 06:21:26 EDT 2003
Mon Jul 28 06:21:11 EDT 2003
hnn ol 28 062111 EOT *003

nd4.niksun.comfsfo
nd4.niksun.comfsfo
nd4 niksun.comfsi
nd4 . niksun.comfsil
nd4 . niksun.comfsil
nd4 . niksun.comfsil
nd4 niksun.comfsfl
nd4 . niksun.comfsil
nd4 . niksun.comfsil
nd4 . niksun.comfsil
nd4 . niksun.comfsil
nd4 . niksun.comfsil
nd4 . niksun.comfsil
nd4 . niksun.comfsil
nd4 . niksun.comfsil
nd4 . niksun.comfsil
nd4 . niksun.comfsil
nd4 . niksun.comfsil
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nd4 . niksun.comfsil
nd4 . niksun.comfsil
ndd.niksun.comfsil
nrd niksin cormst

Snort Alarm [1:1817:4] SCAN LIPHP serice discover atternpt [ [Classification: Detection of a R
Host Flood detected to destination 10.0.0.126, hosts counted: 6

Link utilization exceeded to 0.0338%

Invalid IP address, source 12.158.33.17 and destination 10.0.0.126

Cisco DS [2100] [Met Sweep-Echo] detected from 10.10.0.0:0t0 10.10.0.1:0

Snort Alarm [1:472:1] ICMP redirect host [ [Classification: Potentially Bad Traffic] [Priority: 2] {1
Link utilization exceeded {0 1. 4652%

Snort Alarm [1:472:1] ICMP redirect host [ [Classification: Potentially Bad Traffic] [Priority: 2] {1

Snort Alarm [1:1817:4] SCAN UPNnP service discover attermpt [*] [Classification: Detection of a M.
Snort Alarm [1:1817:4] SCAM UPnP service discover attermpt [*7] [Classification: Detection of a M.
Snort Alarm [1:438:7] MNETBIOS SMB IFCE share access (unicade) [ [Classification: Attempted...
Snort Alarm [1:472:1] ICMP redirect host [ [Classification: Potentially Bad Traffic] [Priority: 2] {1

Snort Alarm [1:1817:4] SCAN UPNnP service discover attermpt [*] [Classification: Detection of a M.
Snort Alarm [1:1817:4] SCAM UPnP service discover attermpt [*7] [Classification: Detection of a M.
Link utilization exceeded t0 1.5139%

Snort Alarm [1:1817:4] SCAM UPnP service discover attermpt [*7] [Classification: Detection of a M.
Link utilization exceeded to 0.0326%

Link utilization exceeded to 0.0327%

Host Flood detected to destination 10.0.0.128, hosts counted: 4

Link utilization exceeded to 0.0330%

Link utilization exceeded to 0.0359%

Invalid IP address, source 64.200.148.28 and destination 10.0.0.126 ]
Snnrt Alarm 147211 CGMP redirect hnst M [C1assificatinn Potentially Bad Traffic] (Prinrite 21 {1 x

Displaying 1-100 of 2096 records.




Visualization & Data mining

o Visualization techniques

Clustering and other techniques for
visually representing data to help
examiners identify noteworthy
patterns and items in large datasets

o Data mining
Finding patterns, associations, links
Recognizing patterns of behavior



Reporting

o Bookmarks

o Default reports

Inventory hosts, accounts, nicknames
files, etc.
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° Report Examples

Weh Pages Alerts
Connection Size File Name
Host: 64.4.14.23 . .
12 311 jegi-binflinkdirectorisignup? lang=EK Connection ID Tum: Src IP Sre MAC Dst IP Dst MAC
Host: help.msn.com Messzage: Connection close not capiured
; i $Tonic=RET 199 2003-02-24 16:06:38 19216805 ODODEXEACAEE 20762172245 00:30:AB:1DCDEF
11 saps  fen_usiframeset asp?Topie= W1
20Passport BrandID= Filter= H_VE] |202 2003-02-24 16:06:38 19216805 O0O0DE2EAC4EE 63150154197 00:30:AB:1D.CDEF
fer_usihelpwindow asp? Topic=REG | 203 2003-02-24 16:06:38 19216805 O0ODEZEACSEE  A3150.154197 00:30:AB:1DCDEFR
31 1152 — .
20Passport BrandID= Filter=H_VE] | 204 2003-02-24 16:06:38 19216805 ODODEXEACAEE 15216320077 00:30:AB:1D.CDEF
fen_usth_thar asp?INI=FPPv23 i H_ | 116 2003-02-24 16:06:40 19216805 O0ODE2EACAEE 20762172245 00:30:AB:1D.CDEF
Al 822 ITSFile=ppv25its5] H VER=15kI
RIUEERL e 201 2003-02-24 16:06:40 19216805 O0ODEXEACAEE 20762172245 00:30:AB:1DCDEF
32 2338 H_&PP=Microsoft+%2ENET+Pass | o type ‘image/gif’ zequesied by GIF, but & e
wrltoo= 141 2003-02-24 16:03:31 19216805 000DEZEAC46E 20922504 00:30:4B:1D:CT:EF
Host: le].lawS.hotmailpassport.com Messzage: Media type “texthiml® requested hy HTML, but it didn't match and ASCI Type did
4 10471 Jegibinflogin 137 2003-02-24 16:06:34 19216805 O0O0DE2EAC4EE  A554.231240  00:30:AB:1D.CDEF
Host: loginnetpassport.com Message: Media type “texthiml’ requesied by HTAL, but it didn't match and PlainTxt did
124 672 Mogoutsi? lang=FM le=1033 id=2 190 2003-02-24 16:06:35 19216805 ODODEZEACAEE 6554226252  00:30:AB:1D.CDEF
Message: Reset out of window
14 2003-02-24 15:58:42 19216805 ODODEXEACAEE 6554226251 00:30:AB:1DCDEF
35 2003-02-24 16:0201 19216805 ODODEZEACAEE 6554208222  00:30:AB:1D.CDEF
193 2003-02-24 16:06:36 19216805 O0ODEZEACSEE 20762123190 00:30:AB:1DCDEF
195 2003-02-24 16:06:36 19216805 ODODEXEACAEE 20762183190 00:30:AB:1DCDEF
Messzage: Window ignored
14 2003-02-24 15:58:48 19216805 ODODEZEACAEE 6554226251 00:30:AB:1DCDEFR
35 2003-02-24 16:0201 19216805 ODODEXEACAEE 6554208222  00:30:AB:1D.CDEF

This report was generated hy Metlntercepi® 2.0.




Comparison Summary

o Netlntercept & NetDetector
Best starting point for examination
Useful for most common analysis needs

o NFR Security

Advanced evidence processing using N-
Code, GUI Queries & Perl Query Add-on

o SilentRunner
3-D visualization useful in some cases

o DCS1000

Good effort to filter during collection (e.g.,
pen register, RADIUS, DHCP)



Summary of Future Needs

o Platform standards to minimize losses
Published performance testing
Consider security and stability

o Read-only

No network responses or queries during collection
or examination

o Integrity
Not necessarily during collection (after)
o Validate security and data interpretation of tools
o Documentation
System status & performance (proper operation)
Record primary sources of losses
Audit trail of examiner actions



Future Needs (cont.)

o Support tcpdump format import and export
Collect using one tool, examine w/ other

o Filtering capabilities during collection
DHCP & RADIUS

May be safer to use specialize tool for protocol
filtering & pen register needs

o Filtering during examination
Exclude known files (e.g., logo, safe content)

Flag suspicious files (e.g., encrypted files or
intellectual property/hacker tools using MD5)

Drill down on top host/protocols (e.g., ntop.org)
More visualization of data to help filtering



Future Needs (cont.)

o Protocol identification and decode
Based on protocol v. variables chars
Flag protocol violations, missing SEQ #s
More decodes and step-by-step replay
o Text search capabilities
Keywords split between multiple packets
Grep syntax
o More file extraction capabilities
KaZaA fragments from multiple sources
o More analysis capabilities
Behavior pattern recognition
System profile violations
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