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a b s t r a c t

Social Networking Sites (SNS) are a rich source of open-source intelligence in the form of publicly
available images, video and text. Privacy concerns have led to many sites removing metadata attached to
multimedia on upload, effectively losing information of interest from intelligence perspectives. In this
paper, we describe the exploitation of Snapchat's Snap Map (a web based portal to access media items
uploaded to Snapchat's platform) as a surveillance tool to monitor the social unrest in Minneapolis -
Saint Paul following the death of George Floyd, making speci!c use of the manner in which Snapchat
presents Snaps on a publicly accessible map. We demonstrate how our technique can be used as a
distributed surveillance system supplementing traditional CCTV footage where none would be available.
We note a heavy reliance on trust is implied on the geolocation metadata and the resolution of the
uploaded media. As a result, our process is vulnerable to database poisoning attacks. We therefore
recommend that alternative forensic methods be used to verify and validate surveillance using our
method.
© 2021 The Authors. Published by Elsevier Ltd. This is an open access article under the CC BY-NC-ND

license (http://creativecommons.org/licenses/by-nc-nd/4.0/).

1. Introduction

On May 28 2020 the hashtag ‘‘#minneapolisriots’’ was trending
on the social network site (SNS) Twitter (Trend Calendar, 2020). Riots
had broken out across Minneapolis - Saint Paul in response to the
death of George Floyd. Users of SNSs were able to post visual media
directly to public sites, allowing others towatch events unfold before
their eyes, unbiased by the !lter of broadcast media. Snapchat is just
one of many such sites which enabled this to happen.

In June 2017 Snapchat updated their mobile application to
introduce a new feature to allow users to upload curated media to a
public ‘‘SnapMap’‘. The ideawas that users could see other users on
a live map and tap on a heatmap overlay to see where images and
video were being uploaded in spots of activity. The media were
quick to recognize the power of this tool when just two months
later Hurricane Harvey struck the US states of Texas and Louisiana
(Epstein, 2017). At the same time, images uploaded to Snapchat and
distributed via Twitter showed President Trump misrepresenting
crowds during a campaign stop. Media uploaded to the Snap Map
showed the group was mainly made up of protestors (Hamby,
2017). Six months later, Snapchat would make this same feature

available via a direct URL maps.snapchat.com available.
Snapchat has not been the only SNS used for such disclosures. In

2015, Russian military soldiers were located in Syria from
geolocation-tagged photos posted to SNSs, including Instagram and
Twitter. Such disclosure contradicted the political narrative of the
time (Tsvetkova, 2015). Dating applications like Tinder and Grindr
have also been used to geolocate individuals using triangulation
(Frizell, 2014). At the end of 2013, in attempts to resolve the issue,
Tinder downgrade the accuracy of the location feature to in-
crements of 1 mile rather than 100 feet.

The prominence of SNSs being used to reveal hidden informa-
tion has led to the following hypothesis: that Social Networking
Sites can be used as a distributed surveillance system for the pur-
poses of law enforcement and intelligence community. This hy-
pothesis leads to the following questions:

! Can the SNS Snapchat be used as a distributed surveillance
system?

! Whatmethod is required to easily extract media from Snapchat?
! How do we verify OSINT (Open Source Intelligence) media for
surveillance purposes?

The next section discusses relevant work. Section 3 discusses
the experimental design and methodology. Section 4 presents our
results, the synthesis of information to form apparent conclusions
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and indicates future work. We conclude in Section 5 with a dis-
cussion of limitations.

2. Background

The de!nition of SNSs is given in the work of Boyd and Ellison
(2007) as ‘‘web-based services that allow individuals to (1)
construct a public or semi-public pro!le within a bounded system,
(2) articulate a list of other users with whom they share a
connection, and (3) view and traverse their list of connections and
those made by others within the system’‘. Graves et al. (2020) note
that this differs to the de!nition of social media which focuses on
user generated content, and Web 2.0 technologies speci!cally. We
use the generic term SNS to describe both SNS and social media
more broadly noting that Snapchat is consistent with the de!nition
of SNSs given by Boyd and Ellison, excluding the ability to navigate
the connections made by others in their network.

Mining digital evidence from SNSs is not new. Cusack and
Alshai! (2015) provided a case study of the proprietary tool
EnCase Forensic to extract forensic artefacts from several test cases
limited to accessed SNS URLs, web browser cache, local internet
session artefacts created by interaction with SNS, and Facebook
chat analysis. Their study further focused on Facebook, Twitter,
Instagram, LinkedIn and Bayt.

To our knowledge, there has not been a technical assessment of
Snapchat as a tool for surveillance. Snapchat has been evaluated as
a method for sharing radiology didactics, exploiting the destructive
capability of the image sharing SNS (Spieler et al., 2020). The results
of the study suggested that Snapchat may be a viable method for
diagnostics instead of using the traditional classroom mounted
light boxes. Our study likewise explores similar ‘‘off-label’’ uses for
the SNS. The previous work (Lovell and Heering, 2019) as seen in
(Bay et al., 2020) introduced Snapchat as a method to track NATO
maritime vessels. Eriksson et al. (2019) correctly identi!ed that
Snapchat's Snap Map can be scraped to extract user-generated
content and location data; however, they excluded it from their
study due to the inability to access a public API. In their study they
explored the extraction of data from common SNSs as Twitter and
Reddit for the purposes of facial recognition (Eriksson et al., 2019).
The work of Jalal et al. (2019) documented a method of extracting
images from Instagram posts using a scrape-by-location method-
ology and scrape-by-keyword. Similarly, in Mejova et al. (2015) a
technique for extracting location data from Foursquare was docu-
mented to create a dataset of restaurant locations. This dataset was
used to obtain images of food from Instagram using an Instagram
speci!c API.

Sharma and De Choudhury (2015) have used the Instagram
speci!c API to extract posts and images to document nutritional
information on Instagram content. Fried et al. (2014) has been
successful in obtaining information from Twitter to measure
intrinsic population characteristics such as political leaning and
geographical location. Huber et al. (2011) have also proposed a
toolset which enables Facebook pro!le information and accompa-
nying information to be captured in what is referred to as “social
snapshots”. In all cases of successful scraping except Huber, authors
relied upon public APIs. In our work, we do not rely upon open APIs
and instead propose a bespoke and semi-manual method for con-
tent retrieval. This can be further automated through the reverse
engineering of private APIs, but its description is left as the subject
of a future paper.

3. Experimental design and method

We provide a method of digital media extraction from the SNS
Snapchat before analysing if it is a suitable replacement for a CCTV

system. To answer the question ‘‘Can Snapchat be used as a
distributed surveillance system?”we !rst must characterize what a
surveillance system is.

According to the Australia and New Zealand Police Recom-
mendations for CCTV Systems (Electronic Evidence Specialists
Advisory Group (EESAG), 2014), the desirable outcomes for law
enforcement from a CCTV surveillance system can be broken down
into six key areas. These are:

! identify facial features at entry, exit and transaction points in a
business,

! read licence plate numbers,
! recognize clothing worn by persons of interest,
! monitor general activity in areas accessed by the public,
! an ability to track people moving through a site, and
! have a suf!cient frame rate to track movement.

The media must also be easily extractable from the surveillance
system and be obtainable in a format that is readable across sys-
tems. It is important to note that in this paper we are only con-
cerned with the extraction of media and the analysis against the
above framework.

As discussed by Jang and Kwak (2015) in Cusack and Alshai!
(2015) digital evidence must also be extracted while respecting
the reasonable privacy of the individuals in question and without
coercion or spoliation. Breaches of these principles may lead to the
digital evidence being unacceptable for admission in addition to
evaluation against the well established Daubert criteria.

To this end, an initial proof of concept study was performed
using the built-in screen recording software in Apple iOS to
determine if media could be easily extracted. The reasonable pri-
vacy of individuals was respected throughout the experimental
design as only public media was recorded. This feasibility study
showed that while media could successfully be obtained from
Snapchat's Snap Map without notifying the user, it did not save any
of the accompanying metadata leading to possible evidence
spoilage.

We then expanded our feasibility study to the web-hosted
version of Snap Map. On the web version of Snap Map, it was
observed that media was delivered as a response to a proprietary
API using a POST query. By using a browser's development mode,
we were able to view the answer to this POST query as an accom-
panying JSON objects (Fig. 1). These JSON objects contains metadata
for the returned snaps. As a result, our method focused on the web
version of the application to capture media from the Snap Map,
where it is possible to view the JSON objects and record the
accompanying metadata. While this does not prevent data spoilage
of the metadata in the saved !les, it does allow a copy of the
metadata to be preserved in an additional text format. This pre-
vents the spoilage of the metadata. Once again, only public media
was recorded to maintain individuals' reasonable expectations of
privacy.

3.1. Process

The location, collection, storage and analysis of media in this
research was achieved as follows:

3.1.1. Hotspot location
Using Safari with developer mode enabled, navigate to maps.

snapchat.com. Browse the map to !nd a location of interest refer-
encing the heat map to !nd a location with media uploaded. This
heat map is further discussed below.
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3.1.2. Media identi!cation
Clicking on the location will cause a circle of differing radius to

load up to a maximum of 80 snaps from the map. This radius is
dependent on the level of map zoom. Clicking through the playlist,
a video or image is located that is identi!ed as being of interest. The
URL at the top of the browser window will change for each new
media that is loaded. This URL contains the metadata value
‘SnapID’. This ID is noted. The remainder value in the URL is the
location from which the request has been made, not the site from
which the media has been uploaded.

3.1.3. Download
Using the developer mode, the network option is selected to

display the web request using JavaScript ‘getPlaylist’. This contains
the JSON objects relevant to the media that has just been loaded in
the browser from the map. The JSON objects are then referred to
!nd the SnapID that was located in the browser. Within the JSON
objects, a value is stored that contains the direct link to the server
copy of the media. The media is then saved from the server and
stored locally. As the media is directly accessed from the server and
saved locally, a local copy is created which does not preserve the
metadata. A copy of the JSON response for the ‘getPlaylist’ method

is also saved to keep the accompanying metadata.

3.1.4. Storage
All media is saved to a folder which is backed up via push

methods to a secure location. Extractions are saved with reference
to date, time and location of the media extracted. Media is saved
with the ID taken from the associatedmetadata tag as the !le name.
A further text !le is saved, which contains the URL location to ac-
cess the media directly. All data were then stored for later analysis.

3.2. Automation

In the course of our study, we have been able to further auto-
mate our process through the exploitation of developed scripts
which rely on the private APIs indicated above. By using a POST
method call, we are able to extract images through a scripted
process simply by providing a set of co-ordinates consisting of
latitude, longitude and download radius. We now discuss in detail
the !ndings of this method when applied to (1) the study of the
Twin City riots following the death of George Floyd and (2) during
the policing of COVID restrictions in researchers’ hometown of
Adelaide, South Australia.

Fig. 1. The JSON objects represented as an object tree using Safari developer mode.
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4. Results

Tomeet the needs of intelligence and policing requirements, the
ANZPAA NIFS framework highlights six key areas that should be
met to have an effective system.When read in conjunctionwith the
intelligence cycle shown in Williams and Blum (2018) we see
additional requirements around media extraction, and media
availability to enable timely collection. We also note there are key
!ndings that can be drawn from the JSON objects extracted from
the SNS application itself. We now present these !ndings starting
with a break down of the JSON objects followed by our framework
analysis.

4.1. JSON objects

The exploitation of JSON objects using Safari developer mode is
the enabling feature of our method. Similar results can be achieved
in any modern internet browser. We believe this method has wider
applications to be explored in future work. Consulting the raw JSON
objects we see that Snapchat provides multiple metadata tags of
interest to the forensic investigator. These !elds are listed in Table 1.

4.2. Media extraction

The method proposed in Section 3 was applied during the
period 28 to 31 May 2020, coinciding with the dates of the Twin
City Riots following the death in custody of George Floyd. Over this
time 2692 Snaps were extracted from the Snap Map comprising of
2600 MP4 videos and 92 JPEG images. The results of the media
obtained is shown in Table 2.

Based on the result of nearly 2700 Snaps extracted in MP4 or
JPEG format from the Snap Map over four days it is found that
media can be easily extracted, and in a form that is easy to make
readily viewable according to the framework we have adopted.

4.3. Media availability

To access images directly from the server, the URL contains an
expiry EPOCH time, a key name and a key signature (Fig. 2). From
Google documentation, it is noted that this is an example of a
signed URL. ‘‘A signed URL is a URL that provides limited permission
and time tomake a request” (Google, c). We assume that this expiry
time is the time that the image will no longer be made available
from the server as the key will simply be rendered invalid.
Comparing the extracted expiry time to the captured time noted in
the metadata allowed an analysis of how long JPEG images are
accessible from the server.

JPEG images (Fig. 3b) were found to have an expiry time hard-
coded in the access URL (Fig. 2). This time ranged from 90 days
and 7 s to 90 days, 45 min and 29 s. Both video media and JPEG
images were found to use Google Cloud Storage XML API with the
relevant expiration set for 90 days (Fig. 3). However, no evidence of
deletion was found; instead, what was indicated was key expiry
which rendered the media no longer accessible. It remains un-
known if data can be recovered after this expiry date. Access cache
control is set to 3600 s or 60 min which is consistent with our
analysis !nding the JPEG URL expiration time ranged. All times fell
within this 3600 s allocation. As a result, it is determined that
Snapchat has the necessary availability required for a surveillance
system.

Videos are delivered by a different method which also uses a
signed URL (Fig. 3a). The manner for providing video content is
consistent with the V4 signing process within Google cloud
(Google, b). In both cases, it was found that media was made
accessible on the server through signed URLs for at least 90 days.

Both methods utilize HTTP Headers and query strings (Fig. 3) based
on the Google Cloud Storage XML API (Google, a) indicating that the
previous process of parsing the signed URL may have been super-
seded and not cleaned up in the implementation of the current live
production system.

Expiry times were found for Snapchat media from Snapchat
Support (Snapchat, 0000) and are documented in Table 3.

The implication from these expiry times is that many users are
under the impression that Snaps expire within 24 h. Snapchat
states that ‘‘Deletion is our default’’ (Snapchat). Our research sug-
gests that media may be stored much longer than the indicated
deletion time. Through the use of expiring keys, media may be
forensically recoverable from databases long after the proposed
deletion time.

To further assess our results against the proposed frameworks,
3,00 media items were randomly selected from our extracted
database of 2692. The results are shown in Table 4. Understanding
error is important for any work in forensic science. Treating the
data as a simple random sample, we can determine the standard
error of our sample. Treating our sample as a non-!nite population
and using a 99% con!dence level our standard error is calculated to
be 2.89%.

From the analysis in Table 4 of the Twin City Riot case study it is
clear that Snapchat has the potential tomeet the following needs of
a conventional surveillance system: ability to (1) identify faces, (2)
identify clothing, (3) detect general activity and (4) track moving
targets. Further evidence is required to determine the systems
ability to track a target through a site of interest and to detect
number plates. Facial identi!cation is possible when high resolu-
tion media is obtained. This is similar to current CCTV trends. As a
result, further study was conducted on the city of Adelaide to
monitor night-life activity during the COVID restrictions between
April to July of 2020. The same method was used as documented
above to extract media items utilising the Snap Map. We do not
report all media extracted but instead highlight cases that show-
case the ability to identify faces, track users through a site and re-
cord number plates as these were the areas that required the most
study.

4.4. Identifying faces

As with traditional CCTV setups, identifying faces depends on
the quality of the image presented. Our results suggest facial
recognition is capable using Snapchat's Snap Map but is heavily
determined by the quality of the images saved on the map. This
applies to manual methods using experienced CCTV examiners.
Fully automatedmethods of facial recognition are beyond the scope
of this paper. We suggest this as a future avenue for study. For the
experienced CCTV examiner, it is likely a positive facial match
would be able to be made from the media we were able to extract
however, additional sources of information may be required in
some instance especially for comparison. During our analysis of
COVID restrictions we were able to successfully identify patrons in
high traf!c establishments allegedly failing to obey social
distancing and other measures in place. These images were able to
be passed onto local law enforcement for further investigation. The
breaches were followed up with traditional policing methods
including the use of CCTV and to our knowledge infringement
notices were issued to non-compliant establishments.

4.5. Tracking through a site

Tracking a person through a site proves dif!cult due to the
distributed nature of Snapchat. This does not mean it is impossible.
During one incident, we were able to reverse engineer the timeline
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of a gentleman on a bucksnight due to multiple videos being taken
at different places around Adelaide. We were able to note the time
his group entered the city, had dinner, left the city and visited a
bottle shop in the northern suburbs that evening. Through

downloadedmedia from the public SnapMapwewere able to trace
the subjects movements through the wider metropolitan area of
Adelaide, South Australia using nothing but visual comparison.
Such a method easily lends itself to automation using machine
learning and object recognition algorithms so long as a suf!ciently
accurate training set was provided.

4.6. Reading number plates

While the quality of media made it dif!cult to read licence plates
this did not mean the task was impossible. In one such example we
were able to extract a plate number from a vehicle we identi!ed as

Table 1
Metadata !elds contained within the JSON Objects for Snapchat's Snap Map.

Table 2
Total extracted media by day.

Extracted Media Images Videos

May 28 617 19 598
May 29 1434 39 1395
May 30 152 4 148
May 31 489 30 459
Total 2692 92 2600
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an all wheel drive Honda. Cross referencing the plate to the Min-
neapolis register via vincheck.info we were able to con!rm the plate

had been successfully read.
This shows that the system is capable of reading number plates,

Fig. 2. The Snapchat implementation of Google Cloud signed URLs for JPEG images.

Fig. 3. The response received from a POST call to (a) deliver a video and (b) provide an image.
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where the quality of the images is suf!cient. Given the current
trends of smartphone cameras and mobile networks to see
increasing quality, it is suspected that this capability will become
increasingly commonplace within the next decade. Until then,
consumer demand will be satis!ed by compressed video which
limits the opportunity to read number plates through the system.

5. Limitations

To further answer the question of reliability, we must consult
the limitations of our methodology.

5.1. Resolution

The most obvious limitation of Snapchat being used as a
distributed surveillance system is the resolution of media obtained
off of the service. From our observations we note that this is
affected by numerous factors including the quality of the imaging
device as well as the compression employed by the system; both on
device and on the SNS itself. However, as users increasingly de-
mand high quality media we expect this limitation to resolve itself
with time. This is in direct contrast to traditional CCTV systems
where the system must be manually updated by the owner.
Anecdotally, we are aware of the struggles banks have faced as early
adopters of CCTV technology. As the technology has evolved over
the last few decades we know the capabilities with respect to
de!nition and resolution has increased signi!cantly. However,
many businesses struggle to justify the ongoing expense of
updating these systems. As users update their phones typically
every 12e24months we expect a distributed surveillance system to
maintain currency with optical resolutions. Indeed, internet
network capabilities are also improving to support higher quality
media with the advent of 5G networks. Should users of SNS de-
mand higher quality media as a result of these technical in-
novations, Snapchat would be forced to increase the capabilities of
their system to keep market share. Such innovations would in turn
resolve the issues of resolution seen in this study.

5.2. Bias

As the dataset was taken during riots and protests, this may
have biased our data set against faces being visible. The majority of
footage which included people would capture backs rather than

faces. Additionally, due to signi!cant facial coverings being
employed by people due to the outbreak of coronavirus, faces were
mostly covered. To address this further studies were undertaken
during the policing of coronavirus restrictions in Adelaide, South
Australia.

As the data obtained in this study is still limited, cautionmust be
given for any automated detection of offences being committed
through the use of arti!cial intelligence or machine learning algo-
rithms. There is a signi!cant risk of over or under !tting.

5.3. Metadata

The map shows snap density corresponding to the number of
Snaps uploaded in the location. Dark red corresponds to a high
volume, blue is a low number or at least a minimum of one. This
heat map scales on demand and is not useful to specify how many
snaps have been uploaded in a set location.

When the Snap is uploaded to the map, it is done so with
reference to the device location. This accompanying data is saved in
the database of the application for recall when polled by the
methods indicated above. Should this location data be incorrect at
the time of upload, the database is effectively poisoned. This will
cause the media to be located incorrectly on the map and render
false results from visual analysis. During our investigations, it was
noted that the metadata for the location of snaps uploaded to the
map was incorrect during times of high volume traf!c.

Additionally, an experiment was conducted where a computer
screen playing an oasis video was recorded using Snapchat in a
location where such an oasis did not exist. This video was then
uploaded to the SnapMapwithout issue (Fig. 4). As a result, the site
of the media content was inaccurately referenced to a new location
unless observed to be a recording of an existing video.

To counter this issue, media metadata should be veri!ed using

Table 3
Snapchat deletion policy.

Snap Item Deletion Time

After viewed by all recipients Immediately
Unopened Snaps 30 days
Your Story 24 h
Custom Story 24 Hours
Our Story or public stories 24e48 h "
Location data from Map 40 Days

Table 4
Breakdown of images against surveillance framework.

Criteria Number %

Identify Faces 121 40.33
Identify Licence Plates 40 13.33
Identify Clothing 237 79.00
Detect General Activity 291 97.00
Track through a Site 5 1.67
Track Moving Targets 250 83.33
Reviewed 300

Fig. 4. This video was uploaded to the Snap Map in Adelaide South Australia in the
middle of suburbia. There is no location which would correspond to the ocean scene
seen. This is an example of disinformation and database poisoning.
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traditional forensic methods. Speci!cally, we believe the analysis of
conventional tools such as those which rely on physics, geometry,
optics, sensor and pixel techniques in their application to media
uploaded to Snapchat is now extended as an open area of future
work (Farid, 2016).

5.4. Resources

From 1 June 2020 protests had spread across America and
became dif!cult to monitor. People were asking for attention to be
diverted towards different areas across the United States and the
globe. By day 5 of the riots (2 June 2020), the behaviour of the
protests that had swept across America had become a chaotic
systemmaking it increasingly hard to maintain focus on the system
as a whole. A key !nding, therefore, is to adequately resource this
technique to avoid the risk of information explosion. Such methods
could include automating the collection and processing stages of
this forensic intelligence trace. Methods for exploiting and !nally
producing reports off of such intelligence are left to the reader.

In all instances, the media extracted from Snapchat's Snap Map
provided a single point to pivot for further investigation. This re-
inforces the !nding of Graves et al. (2020) from their analysis of
court proceedings where digital evidence from SNSs are rarely used
in isolation. Indeed, the processing and veri!cation stage of the
intelligence gathering cycle often will rely on open and closed
sources of intelligence (Williams and Blum, 2018).

5.5. Technology

This paper has showcased conceptualwork into the feasibility of a
surveillance system being developed around social media such as
Snapchat. While the concept has been proven valid, further work is
required to ensure such a system can be developed. As such a system
is only as bene!cial as the data contained, a surveillance system
would need to be built off of multiple sources of data. Snapchat's
Snap Map is only one possible source of data to develop a system off
of. Indeed, we see this approach in current offerings in the general
OSINT marketplace with tools such as OSINT Combine's Nexus
Xplore offering an ability to extract information from multiple SNS
and catalogue it in a central system. The future of this space is not in
the capability enhancement but in the education and adoption of law
enforcement and security industries seeing the need to develop
shared intelligence resources similar to marketing customer rela-
tionship management portals. Until such cross jurisdiction re-
lationships are expanded and enforced, intelligence collection from
tools such as Snap Map will be hampered in their effectiveness.

5.6. Availability

While our study has shown data can be extracted from Snap-
chat, we note that this explicitly requires the media to be uploaded
to the platform in the !rst instance. Events which occur where
there are insuf!cient users of the SNS are unlikely to be captured
and uploaded to the service. The system explicitly relies on what
users upload and from where they upload it. Likewise, "eeting
events are also unlikely to be documented due to users insuf!cient
reaction time. While CCTV is capable of capturing such events due
to their permanent nature they suffer from lengthy planning and
installation costs required to ensure adequate coverage of an area.
We see media availability extracted from SNS complementing
traditional CCTV in this manner and not acting as a replacement.
Additionally, the current concept requires a reliance on the Snap-
chat API remaining the same or displaying greater transparency
into the future.

6. Conclusion

We have proposed using the SNS Snapchat as a distributed
surveillance system. We have explored the accessibility of media
from the system and analysed standard policing requirements as
identi!ed in the Australia and New Zealand Police Recommenda-
tions for CCTV Systems. While our methodology meets many of
these conditions proposed in the framework, it is noted that it is
still signi!cantly reliant on the interpretation of metadata. The
need to verify images and video through traditional media forensic
tools is recommended when relying on media for purposes of
forensic investigation and intelligence gathering purposes. To
effectively scale this method, automation is required to resolve the
ongoing issues on information explosion as seen with open source
intelligence. Snapchat should be considered by law enforcement
and intelligence communities as a viable source for collection.
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