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Introduction

➢ The research conducted is based on forensic analysis of 9 alternative social 
networking applications: Parler, MeWe, CloutHub, Minds Mobile, Minds Chat, 
SafeChat, GETTR, Wimkin, and 2nd1st

➢ Testing and analysis performed on Android and iOS mobile phones

➢ A command-line tool was developed to facilitate the automated retrieval of relevant 
artifacts from forensic images



Motivation and Research Questions

Motivation
➢ Alternative social media applications such are growing 

in popularity and have existing links to extremist 
individuals and recent threats to the United States 
government

➢ Individuals were being restricted on mainstream 
applications, and these applications market 
themselves as providing a "free speech" platform 
and using little censorship

➢ January 6th insurrection at the Capitol building

➢ Law Enforcement need a reliable and fast method to 
obtain data from phones using these newer applications

Research Questions
➢ What data can be found related to these 

applications?

➢ How can we extract the most relevant 
information investigators need?

➢ Can there be an automated tool built from 
this investigation that could help investigators 
extract and organize the major evidence in a 
fast and reliable manner?



Application Downloads



Related Work
➢ Work was conducted on social media applications:

➢ Al Mutawa et al (2012) conducted manual forensics as well as the acquisition of logical 
images for Facebook, Twitter, and MySpace on BlackBerrys, Androids, and iPhones.

➢ Walnycky et al. (2015) performed network and device forensic analyses of 20 Android 
social messaging applications, including Instagram, Facebook, and Viber.

➢ Alisabeth and Pramadi (2020) also performed a forensic analysis on Instagram and was 
able to recover user account information and activity information, such as uploads and 
private message traces.

➢ Menahil et al (2021) performed forensic analyses on Instagram, LINE, Whisper, WeChat, 
and Wickr.



Related Work Cont.
➢ Work was conducted on instant messaging applications:

➢ Mahajan et al (2013), Karpisek et al (2015), and Arista Yuliani and Riadi (2019) all 
conducted research on and analyzed WhatsApp

➢ Mahajan et al (2013) also conducted forensics on Viber

➢ M. Ovens and Morison (2021) analyzed Wickr and the Private Text Messaging 
applications and detected cryptographic processes

➢ Extremist propaganda in social media:

➢ Aliapoulious et al (2021) analyzed parler and presented an extensive dataset

➢ Ferrara (2017) and Erbschloe (2019) examined how the spread of propaganda in social 
media has propelled radicalization

➢ Longhi (2021) investigated the use of digital humanities and linguistics to assist with 
terrorism investigations



Contributions
➢ A primary mobile and network forensic analysis of the Parler, MeWe, SafeChat, Clouthub, Minds, 

2nd1st, Wimkin, and GETTR applications.

➢ A collection of discovered digital forensic artifacts shared on the Artifact Genome Project – free 

access through the Artifact Genome Project @ agp.newhaven.edu

➢ An upgraded Python that can be used by digital forensic investigators to extract relevant data from 

the applications: https://github.com/unhcfreg/ASNAAT.git

https://github.com/unhcfreg/ASNAAT.git
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Methodology & Approach
➢ Setup and scenario creation

➢ The nine applications' features were tested with a user account. Devices were factory 
reset and rooted prior to use

➢ A scenario was created that not only aimed to test the various functionalities within each 
application, but to also imitate realistic user activity

➢ Data acquisition
➢ In this phase, in order to capture and analyze important artifacts in each application, data 

acquisition from mobile devices through device imaging was performed on the Android and 
iOS devices

➢ Magnet acquire was used to acquire physical images of both devices after testing each 
application

➢ Network traffic was captured while testing each application. It was noted that most of the 
traffic was encrypted and no essential artifacts were found

➢ Data analysis
➢ To extract and analyze relevant artifacts from our data acquisition, tools and manual 

analysis were used
➢ Tool enhancement



Findings



Important Artifacts Extracted
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Important/interesting Artifacts
➢ MeWe - app_database



Important/interesting Artifacts cont.
➢ Wimkin - io.invertase.firebase.xml



Vulnerabilities

➢ Vulnerabilities were found in three of the nine applications tested (33.3%), in which 

personal data was able to be accessed without expected authentication or authorization.

➢ Unencrypted links to media posted and sent through direct messages were stored in 

databases and were able to be accessed without proper authorization. Some were able to 

be accessed simply by copying and pasting the URL on the browser, while others required 

an account on the application to access the link.

➢ An application's database stored private information from channels that had been created. 

This included phone numbers, addresses, and emails that had been entered during the 

account creation.

➢ An application stored the password as an md5 hash



Md5 Hash



Tool Development
➢ ASNAAT is the second generation of the original 

Python tool created in past research which was 
presented at the 2021 12th EAI International 
Conference on Digital Forensics & 
Cyber Crime and it will be published in the 
conference proceedings.

➢ The purpose of the Alternative Social Networking 
Applications Analysis Tool (ASNAAT) is to 
automatically aggregate the forensically relevant 
data from the researched alt-tech social 
applications.

➢ Extracting and presenting critical pieces of 
information in a report will assist investigators in
triaging evidence found in forensic images 
acquired from Apple and Android smartphones.



Detailed Forensic Reports

Tool Output



Example Apple CarPlay Report





Example Apple CarPlay Report





Conclusion

➢ Due to the increased popularity of social media applications, it is 
important to understand and have an effective way to extract digital 
artifacts that may be crucial to ongoing investigations.

➢ Information such as usernames, emails, full names, phone numbers, 
profile pictures, and more could be extracted, along with posts and 
comments and private messages.

➢ Through the usage of the ASNAAT tool, investigators can quickly obtain 
and analyze important information related to the applications.



Limitations/Future Work

➢ Not all artifacts are discussed in this paper, due to the vast number of 
data recovered and redundancy.

➢ Applications were updated during the testing phase. Although most did 
not alter the features, there were some significant changes between 
data found during preliminary testing and final testing.

➢ New applications are being developed more rapidly, and future work 
should explore updated versions of applications as well as new 
applications.

➢ In order to maintain the tool, future work should also include continual 
testing and improvements based on new and updated applications.
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