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Introduction
� What is V8?

� Google’s open source interpreter that enables Javascript within Chrome 
and other software

� Executes JavaScript but also manages it in a highly optimized manner 

� Handles call stack, memory heap, garbage collection, and objects

� Written in C++

� Constantly being optimized

� What uses V8?

� Chrome, Every Chromium Browser, Discord, Node.js, etc



Motivations and Goals
Motivation

� Tyler’s previous publication Memory 
FORESHADOW [1], explored the memory 
forensics of crypto wallets (Electrum) runs on V8

� 99% of web-browsers use Javascript [2]

� Assist investigators in obtaining more from live 
memory

� Ali-Gombe’s DroidScraper [3], was able to 
leverage the mechanics of Garbage Collection 
(GC) in Android devices to extract objects

Goals
� Research and reverse engineer the V8 Javascript 

Engine
� Identify the data structures 
� Find V8 objects in live memory
� Create a volatility tool capable of extracting V8 

objects
� Evaluate the tool 

[1] https://www.sciencedirect.com/science/article/pii/S2666281720302511
[2] https://ieeexplore.ieee.org/document/6189228
[3] https://www.usenix.org/conference/raid2019/presentation/ali-gombe



Initial Research and Findings
� Reverse Engineering V8

� Reading the Source Code [1]

● V8 Isolate

● Object Maps

● MetaMap 

○ Root map that is referenced by all object maps

○ References it’s own address in it’s data structure

○ Identifiable by the magic bytes FF 03 (20 - 40)

[1] https://github.com/v8/v8



Initial Research and Findings
� Reverse Engineering V8

� llnode [1]

● Node.js debugging tool for developers

● Breaks down high-level data types into low-level primitives

● compile-link-execute

● Similar to NSA’s Ghidra

● Run a live instance of V8 and observe data structures

○ Validate our findings from reading the source code

� Cheat Engine / Volatility

[1] https://github.com/nodejs/llnode



V8 Data Structures



V8 Live Memory Layout



Initial Research and Findings
� Reverse Engineering V8

� Garbage Collection in V8 [1]

● Concurrent / Parallel (Not Stop-The-World)

○ “Weak Generational Hypothesis”

○ Indeterminate

● Young Generation 

● Old Generation

● Root Object Tracing (Transitive Closure)

[1] https://v8.dev/blog/trash-talk



V8 Garbage Collection

Typical Distribution for Lifetimes of Objects [1]

[1] https://docs.oracle.com/javase/8/docs/technotes/guides/vm/gctuning/generations.html



Methodology
i. Created in Volatility2

1. Find MetaMap using Magic Bytes

2. Find Object Maps by finding every 
reference to MetaMap

3. Find Objects by finding every 
reference to every Object Map!



It works!

Sample Output of Plugin



Methodology
� Identify Different Objects

� Add Tool Functions

� Object Properties

� Object Data

� Number of Objects

� Add support for different 
versions of Node.js

� Test support for other 
applications (Discord)

Instance Types and Type Encodings



Discussion and Evaluations
� Compare to Chrome’s heapdump tool

Table comparing objects recovered



Discussion and Evaluations
� Evaluate the effect of 

increasing the number 
of objects

� Observe the effect of 
GC



Discussion and Evaluations
� Case study on MyMonero Crypto Wallet

Address and Pool strings extracted from Wallet



Conclusion and Future Work
� Mapped out and verified the layout of V8 data structures

� It’s possible to extract V8 objects through carving data structures

� The V8MapScan plugin works on all supported versions of Node.js

� Achieving support for Chrome will require a way to identify the core V8 isolate 
from multiple processes and sub-processes

� Achieving support for Discord will require converting the plugin to 32-bit

� Creating a Volatility3 version using Intermediate Symbol Format (ISF) files
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