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Motivation
• .NET-based malware is increasingly common in sophisticated, real-

world attacks

• This shift occurred as Powershell became unusable in many scenarios

• .NET provides built-in support for memory-only loading, crypto 
routines, and full access to the Windows API

• Current memory forensic algorithms are very weak against detection 
of .NET-based malware
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PowerShell Empire

3



Project Page: https://github.com/cobbr/Covenant 4



.NET Memory-Only Loading
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Bypassing AMSI

• Recent Black Hat presentation on modern AMSI bypasses: 
https://www.blackhat.com/asia-22/briefings/schedule/#amsi-
unchained-review-of-known-amsi-bypass-techniques-and-
introducing-a-new-one-26120
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Malicious Activity – Gathering Screenshots
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Malicious Activity - Microphone Recording
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Malicious Activity – Keystroke Logging

9



Malicious Activity - WebCamera Recording
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.NET Framework vs .NET Core

• .NET Framework
• Closed source*, Windows-only implementation
• The main version used in production environments
• Windows-only features, such as AMSI

• .Net Core
• Open source, cross-platform implementation
• Supports mobile platforms and is highly scalable
• Microsoft claims it will replace .NET Framework (unlikely)

https://www.geeksforgeeks.org/differences-between-net-core-and-net-framework/
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.NET Framework vs .NET Core Analysis Differences

• .NET Framework
• PDB files only have a few symbols
• *NO* data structure types
• Requires reverse engineering per version to recover the offsets

• .NET Core
• PDB files have full symbol set and type information
• Symbol and type information can easily be integrated into Volatility 2 and 

automatically integrated into Volatility 3
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Runtime Memory Analysis Goals

• Recover the set of load classes 

• For each class, its fields and methods

• For each field, its name and type

• For each method, its definition and code location

• Instances of each class (objects)
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Domains, Assemblies, and Modules

• Each application has at least one application domain
• A container (process) inside the CLR, all the .NET code and data
• Only one allowed in .NET Core

• Each domain has at least one assembly, which is a PE (.exe or .dll) file 
that contains managed code and resources

• modules are used to track each component of an assembly
• .NET Core only allows one module per assembly
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Covenant Memory Only Assemblies
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Recovering Loaded Classes 
• Each module has a a MethodTable that holds the information on 

contained classes, each of which is represented by the EEClass type

• ”Querying” the in-memory metadata database leads to recovery of 
the name and namespace of a class
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Recovering Fields

• Each class stores a list where each element is a field

• Fields have a name, type, and offset
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Recovering Methods – NDirect (native)
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Recovering Methods – .NET (IL)
• Methods written in .NET are not JIT’d until they are called

• We only analyze these functions as otherwise they have no x86 or 
x86-64 code present

• The code is statically analyzed for calls to suspicious functions
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Conclusions & Future Work

• Modern DFIR requires memory forensics to be effective and complete

• Our research effort has provided a strong set of support to routine 
integration of .NET analysis into memory forensics workflows

• Automation of type extraction needed for fully automated workflows
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Questions? Comments?

• Contact
andrew@dfir.org
golden@cct.lsu.edu

• Social Media
@volatility
@attrc
@nolaforensix

• 2022 Volatility Plugin Contest now open! 
https://volatility-labs.blogspot.com/2022/07/the-10th-annual-volatility-plugin-contest.html
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