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Time Title

09:00 Part I

Introduction

The Hansken SDK

Live demonstration of Hansken and the Hansken SDK

10:45 Preparing for the exercises

11:00 Break

11:15 Part II

Excercises

13:00 End



Introduction

• Digital Forensics as a Service

• Hansken’s main characteristics

• Hansken interfaces

• Hansken Community

The Hansken SDK

• Trace Model

• Query Language

• REST API 

• Python API

• Code notebooks in the Expert UI

Agenda
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Introduction

Hansken in a nutshell
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Digital Forensics as a Service
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Hansken’s main characteristics
Governmental

• developed and maintained by Netherlands Forensic Institute √

• Steering committee by Dutch governmental partners √

Transparent

• all evidence is traceable (chain of evidence) √

• advanced logging of embedded data processors √

Scalable

• > 2000 cases, > 100 concurrent cases √

• cases with > 1,000 seized devices √

• cases with > 700 terabytes of data √

• cases with > 1,000,000,000 traces √

Legal

• all handling of traces is auditable (chain of custody) √

• support for handling privileged communication √

• profound judicial review in Dutch courts √
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Support investigators & experts
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Building the Hansken Community in the Netherlands….
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Building the international Hansken Community….
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• Educating digital forensic students

• Experimentation platform for testing innovative DF techniques

• Develop data for testing and for learning 

• User interface innovation

• Hansken R&D License agreement for academia 

• Option to experiment with Hanksen in a research project with non-academic partners 

The Hansken Academic Network
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The Hansken SDK

What is in the Hansken

Software Development Kit?
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Trace Model

Uniform Trace Representation
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Nested traces
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Hansken Query Language

Search and Find Relevant Traces
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file.createdOn:2021

dates:2021-10
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picture.exif.Make:Samsung

gps.latlong:(49,3)..(53,7)
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type:email

entity.type:phonenumber
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entity.type:bitcoin trace:{chatMessage.application:telegram}
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entity.type:ipv4address entity.value:/10.0.(1|2).[0-9]/

NFI/MITRE, 9 July 2023

DFRWS USA 2023 workshop: Providing DFaaS with code notebooks

26



type:picture prediction:{class:firearm confidence>0.8}
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data.raw.hash.md5:$(                             )attachment.name:L1000703.JPG
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picture.misc.faceCount:3
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Hansken REST API

Operate and Investigate

NFI/MITRE, 9 July 2023

DFRWS USA 2023 workshop: Providing DFaaS with code notebooks

30



NFI/MITRE, 9 July 2023

DFRWS USA 2023 workshop: Providing DFaaS with code notebooks

31

• Case 
– Create/delete

– Backup/restore

• Images
– Upload/delete

– Digest validation

– Link to case

• Extractions
– Active/passive scheduling

– Status

– Logs

– Statistics

– Available tools

– Resource handling

• Trace indexes
– Open/close

– (Partial) Clone

– List related images

– Status

– Statistics

– Update shards

• Platform health overview

• Documentation
– Version

– Guide

– Licenses

– Release notes

Hansken’s Operational API



NFI/MITRE, 9 July 2023

DFRWS USA 2023 workshop: Providing DFaaS with code notebooks

32

Hansken’s Investigative API
• Search/filter traces

– Aggregate results

– Including chains of evidence & custody

– Follow tree structure

– Download trace data

• Search/filter values

• Search/filter tracelets

• Annotate traces

– Notes

– Tags

– Privileged communication

• Keyword suggestions

• Get text snippets

• Import traces

• Single file extractions

• Documentation

– Trace model

– Guide

• Security

– Login, open session

– Who am I

– Authorizations
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Hansken Python API

Document and Automate Investigations
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Code Notebook in Expert UI

Document and Automate Investigations
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• Trace Model

• Query Language

• REST API 

• Python API

• Expert UI

• Code notebooks

All documented, with examples and guides, available via the Expert UI

Hansken SDK overview
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Demonstration

Hansken SDK
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Preparing for the exercises

• We recommend that you work in pairs

• Browse to one of the IP addresses of the EC2 instance of the 
Hansken SDK using http!

• Open the Expert UI, search and see if you get results

• Setup your laptop with Visual Code Studio

• The Exercises can be found on Github:

https://github.com/NetherlandsForensicInstitute/hansken-python-workshop
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• Open exercise 1 and modify the IP address in the code to match your EC2 instance

• Run through the cells in the codebook and try to understand what is happening

• Try to extend the script or customize it to a different type of data

• Do this also for examples 2, 3, and 5

• Advanced: Ingest your own data file(s) in Hansken and visualise it

Carrying out the exercises
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