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Sample Saas Solution
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Saas DFIR <> Cybersecurity Lifecycle

RECOVER

DFIR Can you restore lost/corrupted
cloud data & metadata in a timely,

precise, and reliable manner? .

e Survey

e Preserve

e Analyse
e Integrate RESPOND
° Inte rp ret How do you determine the

cause & scope of the incident,
and mitigate the impact?
e Document
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SaaS Data
Security &
Resiliency

DETECT

Can you detect data loss & theft?
Do you have a response plan?

IDENTIFY

What data can you not afford to
lose, and requires protection?

PROTECT

Do you secure & preserve
your mission-critical data?



2016: Google Drive Preservation

API-Based Forensic Acquisition of Cloud Drives
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APl gymnastics, audit logging, and integrity checking

Quin {backup}

BACKUP AND RECOVERY

How to Capture Forensic-
Quality Copies of Saa$S Data

Ariel Berkman | CTO  November 9, 2022



Auditing
Filter audited events by user or service:

eoghan.casey@ownbackup.com 24 All services

3 Export All as csv — Event ID,Source IP Address,User,User ID,Event Date,Description

2022-10-12

eoghan.casey@ownbackup.com opened the compare view for auth_sessions between
the backup from Oct 12, 2022 (11:46 AM) and the backup from Oct 12, 2022 (12:01 PM)
of [Salesforce Data] eoghan@test.cdo.org

eoghan.casey@ownbackup.com opened the compare view for field_permissions
between the backup from Oct 12, 2022 (11:46 AM) and the backup from Oct 12, 2022
(12:01 PM) of [Salesforce Data] eoghan@test.cdo.org

eoghan.casey@ownbackup.com initiated a Data Compare on All between the backup
from Oct 12, 2022 (11:46 AM) and the backup from Oct 12, 2022 (12:01 PM) of
[Salesforce Data] eoghan@test.cdo.org

eoghan.casey@ownbackup.com forced a backup for [Salesforce Data]
eoghan@test.cdo.org

eoghan.casey@ownbackup.com added [Salesforce Data] eoghan@test.cdo.org assigned
to business unit Default Business Unit

eoghan.casey@ownbackup.com logged in (web app)

12:17 PM, 73.87.185.31

12:17 PM, 73.87.185.31

12:04 PM, 73.87.185.31

11:55 AM, 73.87.185.31

11:42 AM, 73.87.185.31

11:31 AM, 73.87.185.31



Saas Preservation

Salesforce Data
Default Business Unit

B8 July 09, 2023 16:51

@ eoghan@test.cdo.org
Org ID 00D3t000005fBAUEAE

@ Latest Backup Succeeded 14.5 MB in 86,500 records
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Saas Data Integrity

e Preserving complete copies of SaaS data, including metadata
e Computing cryptographic hash of copies for integrity verification
e Registering hashes on a public blockchain for 3rd party verification

e Comparing current data against known good version

-
@ BLOCKCHAIN

e
eGo®

Backup Signature

Backup Signature

Customer Data

|

Customers must often OwnBackup generates a The backup signature is then
irrefutably prove the integrity of verified backup signature based stored and verified on a public
backed-up data and confirm on time stamp and original Blockchain, facilitating the ability
these backups have not backup content. to confirm the integrity

changed. authenticity of backup files.



Capturing Complete Change

Forensic Science ~ FSI
International O

Volume 327, October 2021, 110941 m

A formalized model of the
Trace

David-Olivier Jaquet-Chiffelle © =, Eoghan Casey

https://doi.org/10.1016/j.forsciint.2021.110941
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the Trace of an Event E within a
region R is the full modification
of the Scene bounded by R,
resulting from the Event E,
completed or not, and
subsequent intrinsic events.
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Statistical Analysis of Change

® SUM(-NUM_DELETED_ITEMS) SUM(NUM_INSERTED_ITEMS) ® SUM(NUM_UPDATED_ITEMS)
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Saa$S Database Forensic Analysis

co m pa re am{backup} Backup Find Compare Restore Replicate Enhanced Sandbox Seeding Anonymize Jobs © Help & Support v 2 vijay@ownbackup.com v

iF Beta Read More ¢ Tell us what you think
Vi Object name david-dev@ownbackup.com (00D5e0000012JwgEAE) david-dev@ownbackup.com (00D5e0000012JwgEAE)
Compare View contacts @ Dec7,2021 (11:17 AM) 46 records @ Dec 6, 2021 (07:04 PM) 46 records

e Change

. La St M O d i'ﬁ e d By Next diff < (12 +4) 2 0 22528 Hide Unchanged Fields [T] Fields Y Filter &% Download
~

~ ~ . .~
. id MobilePhone Email DoNotCall LastModifiedDate
e LastModifiedDate - N .
0035e00000SAHISAAX 832-132-6854 mmacgiollapheadair2@dii.. false 1 ® 111-11-1111 2021-12-07T04:14:41.000... 2
’ ~ ~
0035e00000SAHVAAH 574-491-2872 hwoolgar5@twitpic.com false 1 580-41-3880 2021-12-07T04:15:56.000. 2
’ ~ ~
0035e00000SAIJXAAP Gribble fgribble0@4shared.com false 111-11-1111 § 2021-12-07T04:14:02.000. 2
’ 5 N
0035e00000SAIL1AAP 704-715-3797 kharmston3@eventbrite.com false 111-11-1111 2021-12-07T04:15:03.000. 2
’ ~ ~
0035e00000SAINBAAS 412-758-5559 browett1@people.com.cn false 111-11-1111 2021-12-07T04:14:21.000 2
’ 5 .~ ~
0035e00000SAINDAAS 316-505-4533 eniblo8@ovh.net true 111111111 2021-12-07T04:17:48.000 2
’ ~ ~
0035e00000SAITFAAS 33906 abranson7@columbia.edu false 111-11-111 2021-12-07T04:16:57.000 2
’ . .
0035e00000SAlaUAAX 205-361-4326 flepiscopi4@trellian.com false 11-11-1111 2021-12-07T04:15:28.000 2
’ ~ .
0035e00000SAIfAAAX 239-536-2170 creese6@unc.edu false 111-11-1111 2021-12-07T04:16:31.000. 2
’ ~ ~
0035e00000SAU0OQAAX 540-483-2625 hleroyg@over-blog.com true 141-94-1031 2
© OwnBackup. All rights reservec s’ ~ ~ ~



Saa$s Event Logs

High volume and variety

Api Usage

Api Anomaly

Bulk Api Result
Credential Stuffing
Identity Verification
Identity Provider
List View

Login As

Login

Logout
Permission Set
Report Anomaly
Report

Session Hijacking

"EVENT_TYPE""TIMESTAMP""REQUEST_ID""ORGANIZATION_ID","USER_ID","RUN_TIME","C
PU_TIME""URI""SESSION_KEY","LOGIN_KEY","USER_TYPE","REQUEST_STATUS""DB_TOTA
L_TIME""API_TYPE""API_VERSION""CLIENT_NAME","METHOD_NAME","ENTITY_NAME""RO
WS_PROCESSED","REQUEST_SIZE""RESPONSE_SIZE","DB_BLOCKS","DB_CPU_TIME""EXCE
PTION_MESSAGE","TIMESTAMP_DERIVED""USER_ID_DERIVED","CLIENT_IP"."URI_ID_DERIV
ED"
"API""20230522230033.437""4q50QUyCLHfiKOG-mMN9x-""00D200000000pmF""0056900000B1
d3q""104""99""Api""DG+xn6lqUxpbL44G""1SPMvj7fpnDi2QMg""Standard""""1151081""P""57.0""P
ardot/""describe""pi__ObjectChangeLog__c""""685""28337""" """ "2023-05-22T23:00:33.437Z
""0056900000B1d3gAAB""XX.172.247.215"""
"API""20230522230035.328""4g50QaRK_Qp1BtG-mMP04-""00D200000000pmF""0056900000B
1d3q""204""24""Api""DG+xn6lqUxpbL44G""ISPMvj7fpnDi2QMg""Standard""""7851814""P""57.0",
"Pardot/""query""pi__ObjectChangeLog__c""1""1043""1130""11""0"""2023-05-22T23:00:35.32
8Z""0056900000B1d3gAAB""XX172.247.215"""
"API""20230522230036.379""4q50QeWuh-6cm8G-mMQ8t-""00D200000000pmF""0056900000
B1d3q""205""109""Api""DG+xn6élqUxpbL44G""1ISPMvj7fpnDi2QMg""Standard"""67297517""P""57
.0""Pardot/""delete""pi__ObjectChangeLog__c""1""647""461""2220""50"""2023-05-22T23:00
:36.379Z""0056900000B1d3qAAB""XX.172.247.215"""
"API""20230522230045.365""4g50RBhj1JQvgtG-mMihV-""00D200000000pmF""0056900000B1
d3q""21""13""Api""DG+xnélqUxpbL44G" " 1SPMvj7fpnDi2QMg""Standard""""5257963""P""57.0""P
ardot/""get_updated""Lead""0""765""482""11""0""""2023-05-22T23:00:45.365Z""0056900000
B1d3gAAB""XX.21.28.50"""
"API""20230522230045.487""4q50RCALW3zWndG-mMju7-""00D200000000pmF""0056900000B
1d3q""19""13""Api""DG+xn6lqUxpbL44G" " 1SPMvj7fpnDi2QMg""Standard"""4511520""P""57.0""P
ardot/""get_updated""Lead""0""765""482""8""0""""2023-05-22T723:00:45.487Z""0056900000
B1d3gAAB""XX.21.28.50"""
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Future Work: ML/Al Applied to Saas Forensics

Approaches & Challenges

e Anomaly detection
o Never seen before
e Classification
o Data quality and labelling
o Compound event & precursors
e Rule-based detection
o Generating and maintaining rules

o Compound rules
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