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UNDERSTANDING ARTIFACTS
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“Information or data created as a result of the use of an electronic device 
that shows past activity.”

The Scientific Working Group on Digital Forensics (SWDGE), 2015

• Registry Keys

• Logs

• Databases



INTRODUCTION
• The Artifact Genome Project launched in 2017.

• Presented Experience Constructing The Artifact Genome Project (AGP): 

Managing The Domain’s Knowledge One Artifact At A Time, DFRWS USA 2018.

• At the time first of its kind.

• A look to the past:
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USER GROWTH
An overall growth of:

• 216.6% Vetted Users

• 94.7% Organizations

• 200% Countries
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TYPES OF PLATFORMS

• Platforms range from traditional to non-traditional with an emphasis on
game-based learning

• The inception of many of these platform occurred after AGP

• Many popular platforms are paid-only or are limited freemium
• Gamified platforms are often not available on public platforms
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TYPES OF LEARNING

SELF PACED
AGP educational modules permit users 

to solve artifact challenges at their 
own pace over a web browser 
using open-source tools.

CHALLENGE BASED
AGP platform contains 

challenges that users have 
to solve.

INQUIRY BASED
AGP platform contains scavenger hunt 

exercises that permit students to 
search for answers through 
browsing the AGP system for 
artifacts

REAL WORLD DATA
AGP, all artifacts (CuFAs) pose 

potential forensic value to 
investigations, making them 
realistic.
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SEARCH

This allows the users to search, 
by keyword, phrase, or title.

MY ASSIGNMENTS

Users can track the assignments 
that they have created and 
note the status of the 
assignments

CREATE ASSIGNMENTS

Provides the form where the 
assignment can be created.

REPORT CARD

Lists all assignments that have 
been taken by the user as 
well as the ones that are in 
progress.

FEATURES & FUNCTIONALITIES
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LEADERSHIP
Presentation of communication 

tools that can be used as 
demonstration.

CLASSES
Students can join classes that 

are posted by their 
instructors. 

CONFERENCES
Conferences that are hosted 

will be posted and 
archived here.

LEADERBOARD
Global leaderboard dependent 

on the number of points 
that individual users gain 
from completing 
assignments.

FEATURES & FUNCTIONALITIES
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EDUCATIONAL MODULES

LEARN BY DOING
Users are provided with one or 

more artifacts, and the 
answers to the quiz 
questions are within the 
artifacts themselves.

LEARN ABOUT TOOLS
Educates the user on various 

types of tools used within 
cybersecurity.

LEARN ABOUT LINUX
Provides users an overview of 

features and functionalities 
of the Linux OS.
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EDUCATIONAL MODULES

SCAVENGER HUNT
In these modules the users are 

quizzed on existing 
artifacts. The questions 
are multiple choice 
or flags.

LEARN ABOUT ARTIFACTS
These modules teach users 

about what an artifact is 
through recorded videos 
implemented into AGP.

LEARN ABOUT CYBER FORENSICS
This educational module 

introduce users to the field of 
Cyber forensics. Modules 
range from explaining cyber 
forensics to how to search 
and seize evidence at a crime 
scene
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CREATION PROCESS

THE IDEA
Introduces the primary purpose 

of the assignment.

RESEARCH
Ensures idea is feasible and 

encompasses the full 
scope of the topic.

IDEA APPROVAL
Once idea is solidified by team 

lead and manager, student 
begins to create first draft.

FIRST DRAFT
Draft will go through initial 

review by team lead and 
student begins making 
necessary changes.

SECOND DRAFT
The student presents the 

second draft for AGP 
manager to review. 
During this stage team 
lead and manager also 
vet artifacts.

UPLOAD TO AGP
Once assignment is approved it is 

uploaded to AGP, the team 
lead will test the module to 
ensure it works as expected. 
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VETTING PROCESS
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Methodology:
• 14 educational modules were selected
• One week to complete the challenge
• Users were vetted before participation

Sample:
• 14 conference participants

Survey Design:
• 14 questions

o 6 Likert Scale
o 2 Multiple Choice
o 6 Free Response.

DIGITAL FORENSIC RESEARCH 
WORKSHOP ASIA-PACIFIC

INTERPOL DIGITAL 
FORENSICS EXPERT GROUP

Methodology:
• 15 educational modules were selected
• Three days to complete the challenge
• Users were vetted before participation

Sample:
• 15 conference participants

Survey Design:
• 19 questions

o 6 Multiple Choice
o 1 Likert Scale
o 4 Net Promoter Score
o 8 Free Response
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UNIVERSITY COURSE

Background:
• Employed at the University of New Haven through its Small-Scale Digital Forensic 

Science course in the Fall semester of 2020 and 2021

Sample:
• Two sets of 19 and 24 students

Survey Design:
• 16 questions containing
o 5 Multiple Choice
o 1 Likert Scale
o 4 Net Promoter Score
o 6 Free Response.
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PROFESSIONAL IMPACT
• Students are the main contributors to 

educational modules

• AGP has had a workforce of over 41 students 
varying between interns, paid students, and 
volunteers

• Students have grown their skills and gained 
new knowledge and experience in different 
disciplines

• AGP helps to provide students with various 
opportunities such as scholarships

• Students have become contributors to 
academia by publishing papers

• Significant contribution to the cybersecurity 
community to help balance the growth in 
cybercrimes with the need for knowledgeable 
individuals

• Repository for digital forensic artifacts

• Provide users with a more granular 
understanding of digital forensic artifacts

ACADEMIC IMPACT
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FUTURE WORK

• Focus on continuous improvement and evolution

• Transfer of the system to Louisiana State University

• Partnerships with academia and other organizations will be a priority to 
pursue

• Development on a new system portal is underway

• Allow universities and conferences to host their events and courses
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DEMO
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CONCLUSION

• Invaluable resource to the cybersecurity community

• Offers a plethora of assignments with a focus on using digital artifacts with 
nuance

• Has served as a springboard with which other cybersecurity learning 
platforms have used to emerge.
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THANK YOU

27


