
1



2





4

• Web-based�application
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• Web-based�application
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• Focused�on�local�data

• History�(URL,�Search)

• Saved�password

• Bookmark

• Cache�data
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• Limitaton of�existing�research
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• Browser data import�function

Existed�browser Another�browserHistory,�Bookmark
Auto�fill�data
Cookie
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• After import�data..
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• Keep�me�signed�in�and�Trust�browser
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• DPAPI

Windows Login
Password

Master�Key

BLOB�Keys
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• DPAPI�BLOB

: BLOB Key GUID

: Description length

: Crypto Algorithm id
0x6610 : AES-256
0x800E : SHA-512

: Encrypted data

: Description

BLOB Key 
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• DPAPI�Tools

• Mimikatz

• DataProtectionDecryptor

• Python�module� win32crypt
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• Browser�data�migration�to�another�device

Target�
Device

Investigator�
Device

Browser
data

Browser
data

Encrypted�
user data
with Target�
Device�Key

Unencrypted�
user data

Decrypted�
user data

Encrypted�
user data

with�Investigator�
Device�Key

encryptiondecryption

extraction migration
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• Acquiring�Cloud�Data�Using�Browser�Credentials

Investigator�
Device

Migrated
Browser
data

Authentication�with
Migrated�Cookie�and�Credential



17

Chromium
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• Data collection

• Copy�browser�data

• Chromium�browser

• Data�regeneration�process�required

• Firefox�and�IE�based�browser

• Paste�the�data�into�the�same�location
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• DPAPI�+�AES-GCM�hybrid�protection

• Password�and�Cookie�data�encrypted�with�AES-GCM
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• DPAPI�+�AES-GCM�hybrid�protection

• Encryption�Key�is�Protected�with�DPAPI
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• DPAPI�+�AES-GCM�hybrid�protection

• Encryption�Key�is�Protected�with�DPAPI
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• When�a�DPAPI�blob�is�moved�to�another�device

DPAPITarget�Device

DPAPI Error

DPAPI
BLOB

Decrypted
data

Investigator�Device
DPAPI
BLOB
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• DPAPI�BLOB�regeneration�process

• Regeneration�only�DPAPI�BLOB�in�LocalState

DPAPI

Target�Device

DPAPI
DPAPI
BLOB

DPAPI
BLOB

Decrypted
data

Investigator�Device
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• Each�data�is�directly�protected�by�DPAPI

• version 80 and lower versions
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• Synchronization�account

• Sync�data�between�devices�

using�the�same�account

• User�activity�after�the�data�

collection�point�is�synchronized
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• Synchronization�account
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• OS�Provider (Google,�Microsoft,�Apple)
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• Free�from�drive�protection�techniques (ex.�BitLocker).

• No�require�storage�device�and�fast�(~10GB).

• Relatively�free�from�legal�restrictions.
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• Useful�data�from�various�web�services�can�be�retrieved�

through�simple�browser�data�migration�process.

• A�Synchronization�account�allows�to�sync�user�activities�

on�different�devices

• Other�Windows�applications�using�the�same�protection�mechanism�

using�DPAPI (Zoom,�WebEx..)
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