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a b s t r a c t

Various user data stored in cloud services for data continuity and efficiency is one of the main collection
targets in digital forensic investigation. Some forensic tools collect cloud data based on user account and
password, or provide data collection functions based on user credentials stored in the web browser.
However, because many web services require additional authentication using user devices to protect user
data, access using only the account and password is becoming difficult. In the case of credentials
generated by auto-login, it does not work or requires re-authentication when moved to the investigator's
device. This is so that other devices cannot utilize the credentials that are kept on the device due to
security measures. In this paper, we propose a new method to migrate the credentials stored by the web
browser to other devices and effectively utilize them, unlike the forensic method that involves using local
credentials. Our analysis revealed that the majority of browsers encrypt and store credentials, so we
researched credential decryption methods. We proceeded with the migration; move and encrypt the
decrypted credentials to the investigator's device, or move the not encrypted credentials simply. As a
result, we conducted credentials migration experiments on a total of 28 browsers, among which we have
clarified that migration is possible in all browsers except three that do not store data, such as Tor. We
verified that it is possible to log in and collect data on 20 types of web services that are frequently used
using migrated credentials. Although the approach we propose is straightforward, it allows for effective
and efficient cloud data collection in digital forensic investigation.
© 2023 The Author(s). Published by Elsevier Ltd on behalf of DFRWS All rights reserved. This is an open

access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
1. Introduction

Cloud computing describes an environment where information
technology (IT) services, such as data storage, networking, and
content delivery, can be conducted through servers on the internet
Mell and Grance (2011). In the meantime, connected devices
including personal computers (PCs), smartphones, tablets, and
wearable devices emerged with the development of IT. According
to Cisco's research, each person has between 1 and 13 devices and
connections, and by 2023, it is expected to have an average of more
than 3 devices and connections worldwide Cisco (2020). In an
environment where multiple devices are used, if the data is stored
in local storage on each device, user cannot access the previous data
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stored in another device. Therefore, cloud services that allow online
synchronization have become good alternatives for users to
seamlessly access data across multiple devices. For user conve-
nience, an increasing number of businesses and services that pro-
vide ubiquitous and synchronized data are emerging. Thus, a
considerable amount of user data, which was previously stored in
local storage is moving to cloud storage. Among the several cloud
services, cloud storage where data are stored, has become one of
the main targets in digital forensic investigation. In addition to
storing data, cloud storage services like Google Drive, Dropbox,
OneDrive, and iCloud also provide several other features like
emailing, document editing, file sharing, synchronization, and real-
time sharing. These services can be accessed through exclusive
programs or web browsers; even today, most tasks can be done
with a single browser. However, as the data are stored in a cloud,
obtaining user data for digital forensic investigations is getting
more and more challenging. When users use cloud storage, it is
difficult to determine the exact storage location of the data, and
even if the location is identified, collecting the data is challenging.
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Furthermore, user data can be encrypted, and data collection can be
depending on national policies. An intriguing alternative to realistic
data collection is the use of credentials, including passwords. For
instance, the user password stored in the Chrome browser can be
obtained by using NirSoft's ChromePass Sofer (2008); and the use of
this password can lead to the acquisition of additional data on the
websites. However, some websites, like Google, demand additional
authentication through a device owned by the user, to log in,
making it impossible to access data using just a password. Because
of this additional authentication, the credentials1 generated
through auto-login do not work on other devices or require
authentication again. As a result, the collected data are not available
on the investigator's device. Furthermore, the use of credentials is
limited when possession-based or biometric-based authentication
is required in addition to the password, which is a knowledge-
based authentication factor in, multi-factor authentication. To
overcome this limitation, there are various techniques such as
cloning a PC for data acquisition, but this approach requires a
considerable amount of time and resources. When connecting to a
network using a cloned PC, there are concerns about malware
infection through the internal network. Furthermore, if the OS and
boot images are separated on multiple disks, all of them must be
cloned. Therefore, finding an efficientmethod for data acquisition is
our main focus. During our research, we found that data on the
trusted device, such as additional authentication through the
browser, exists encrypted in a Cookie. We expect that if the
encrypted data stored in the cookie can be used in other environ-
ments, it will be possible to bypass the additional authentication
and log in. Therefore, we study how to use cookies by modifying
and migrating various data, and consequently propose a data
collection method based on this. In this paper, we describe a
method to collect the data stored in various services by migrating
the main data of various web browsers and bypassing the multi-
factor authentication procedure in a more effective way than the
full cloning method.
1.1. Our contributions

In this paper, we propose a method of migrating browser data to
an investigator device to collect user data from websites using
stored credentials in a Windows PC environment. Migrated cre-
dentials enable to bypass the authentication process and success-
fully access cloud-based web services. As a result of our study,
migration is possible with simple data movement in some
browsers. However, data are typically encrypted in most browsers
so that they cannot be used on other devices. To use encrypted
credentials on other devices, it is necessary to decrypt and regen-
erate the credentials to fit other devices. We discovered that 25
different browsers, including some that require data modification,
successfully migrate data. Migrated browsers can utilize credentials
such as auto-login as before. Overall, to use migrated credentials for
digital forensic investigation, we have enumerated websites that
can utilize credentials and user data that can be effectively ob-
tained. The following presumptions are necessary to use this study.

o Preparation and Assumption.
1) The target site's Auto-login or Trust-browser function is

enabled.
2) The live system is accessible.
1 Dat
(2020).
2-1) The live system is inaccessible.
a that can identify and authenticate users is called credentials Grassi et al.

2

- Collection of Registry Hives (SYSTEM, SECURITY) is
required.

- The user's password is required for Windows account
login.
o Impacts on digital forensic investigations (our results).
1) We discovered that data migration is possible in 25 popular

browsers running in the Windows environment. Each browser
is developed based on three browsers, and we found that
browsers developed based on the same browser can easily
migrate data in the same manner.

2) We propose a data regeneration method to use encrypted data
when it is moved to another device based on the results of our
browser migration experiment. We found the encrypted data in
a browser developed based on the Chromium browser and
showed that the data could be regenerated through decryption
and encryption using a data protection application program-
ming interface (DPAPI). Finally, we confirmed that the regen-
erated data behave exactly the same as before on the migrated
device.

3) Through thewebsite credentials, we obtained users' chat history
andmedia data stored in the cloud and showed that it is possible
to track the users' real-time locations according to web services.

o Our framework for browser credential migration

We propose a framework for migrating browser credentials
(Fig. 1). The proposed framework migrates credentials inside
browser data.
2. Background

2.1. How websites remember users

User authentication on eachwebsite is implemented by a Session/
Cookie and Tokenmethod. The Session/Cookiemethod sends the user
ID of the session to the server, checks whether the ID exists in the
database (DB) stored on the server, and proceeds with the user
authentication Grassi et al. (2016). Credentials such as the session ID
are stored in Cookie according to settings, and based on this, auto-
login is implemented. Meanwhile, the Token method conducts a
signature algorithm on the user authentication data and related in-
formation. Examples of web token methods include JSON web token
Jones et al. (2015) and OAuth Hardt (2012). The Token is stored on the
user's computer, and when the browser sends the Token to the
server, the server verifies that the Token is valid. When a user acti-
vates auto-login on a website, an auto-login token is generated and
stored on the PC, and based on this, the auto-login is implemented.
Auto-login is recommended to be performed on the user's trusted
device and is provided under various names such as Remember me
or Keepme signed in (Fig. 2). To properly authenticate on awebsite,
the user does not need to input an ID, and password each time by
using the auto-login method, which keeps the credentials in the
browser on the device where the user logged in.
Fig. 1. Our framework for browser credential migration.



Fig. 2. Auto-login settings screen of Dropbox and Apple's iCloud website.
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Moreover, certain websites recommend that users to use addi-
tional authentication (multi-factor authentication, 2-step verifica-
tion, or 2-factor authentication) as well as credentials to protect
user data. The additional authentication process is slightly different
for each website. In general, it is done by sending an authentication
number to a user-controlled email and entering it, or by sending the
authentication number to another trusted device owned by the
user and utilizing that as a token (Fig. 3).

For user convenience, certainwebsites provide an option to omit
additional authentication. For instance, options such as Trust the
computer or Trust the browser?Are options that trust the browser
or environment in which the user is login in, and the user only
needs to enter the ID and password. However, when a user logs in
for the first time with additional authentication using the afore-
mentioned option, the related data are stored in the user's PC.
Therefore, it is not necessary to conduct additional authentication
when logging in later.
Fig. 3. 2-Step Verification of Dropbox and Apple's iCloud website.
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2.2. DPAPI

DPAPI is an application programming interface (API) provided
for data protection in Windows operating systems since Windows
2000 Satran et al. Particularly, the DPAPI is included in CryptoAPI
and consists of two functions: CryptProtectData and CryptUnpro-
tectData. The DPAPI uses a device-dependent encryption key such
that only a user with the same Windows logon credentials as the
user who encrypted the data can decrypt the data. As a result, data
encryptedwith DPAPI cannot be decryptedwhenmoved to another
device. Because, when data are protected using DPAPI, information
used for encryption and encryption key are encrypted and stored
together. The Data Encryption Key (DEK), a random data, is gener-
ated to encrypt the data. The DEK is encrypted and stored as a
master key (Key Encryption Key, KEK) dependent on a Windows
account. A DPAPI binary large object (DPAPI BLOB), which refers to
the data encrypted using the DPAPI, has a particular structure and is
encoded with ASN.1 (Fig. 4).

The blob key data (DEK) is stored in the following paths with the
globally unique identifier (GUID) of each key value as the file name.

o %AppData%\Microsoft\Protect\<UserSID>
o %windir%\system32\Microsoft\Protect\<UserSID>

The decryption of encrypted data using the DPAPI should be
preceded by a KEK acquisition and DEK decryption. The KEK is
created based on the Windows account, thus if it is possible to
acquire thememory of the live system, the KEK can also be acquired
through a tool such as the mimikaz Delpy (2020). In particular, the
DEK can be acquired through the data in both the Protect path and
the system32 path. Additionally, the DataProtectionDecryptor Sofer
(2017), a tool that decrypts data encrypted using DPAPI, exists. Fig. 5
shows the entire operation process of the DPAPI.

3. Related work

With the emergence of various cloud services, various data
collection studies on the use of exclusive applications and web
browsers are being performed. For example, Chung et al. analyzed
Amazon S3, Google Docs, Dropbox, and Evernote, which are cloud
storage services that store and manage data in the cloud Chung
et al. (2012). Specifically, in this study, to acquire cloud data, the
user ID and password and the issuance of a seizure warrant were
emphasized. They specifically obtained and arranged the artifacts
produced by each application's use in the Windows, macOS, iOS,
and Android environments, assuming the aforementioned
Fig. 4. Structure of the data encrypted using the DPAPI.



Fig. 5. The operation process of the DPAPI.
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environment. However, as described in the paper, it is challenging
to obtain the user ID and password, and the environment for
obtaining them is a limited assumption. In addition, Quick et al.
proposed a method to collect data without obtaining the user ID
and password using the virtual forensic computing software, which
utilizes the user credentials Quick and Choo (2014). They checked
user data stored in Google Drive through synchronized account
information. Furthermore, cho et al. conducted a study to log in to a
user account using tokens generated for user authentication during
auto-login in an Android environment Cho et al. (2018). They
collected the credentials of Starbucks applications and anonymous
social networking applications well-known in Korea and per-
formed a case study to obtain the user data from the server. Roussev
et al. investigated data collection methods for four different kinds
of cloud storage: Google Drive, Dropbox, Onedrive, and Box
Roussev et al. (2016a,b). They acquired the data in the storage by
utilizing the API provided by the cloud storage and proposed a
using method for digital forensic investigations. Yang et al. have
enhanced collecting method by utilizing the suggested API Yang
et al. (2022). They proposed a hybrid data acquisition method us-
ing both open and internal APIs, and based on this, improved the
cloud data acquisition method. Moussa et al. proposed a model for
cloud forensics Moussa et al. (2019). They outlined the limitations
of the previously suggested cloud forensic model and suggested an
approach to overcome them. In addition, they examined how well
the cloud forensics process model requirements were followed via
a survey. These articles undoubtedly share aspects with our paper,
such as the usage of user credentials or cloud-based data acquisi-
tion. However, there is a unique distinction in terms of credentials,
which is the focus of this paper. Prior research assumed that the
user ID and password were collected or cloned credentials for auto-
login. However, in this paper, we focus on securing and utilizing
credentials. Therefore, it is anticipated that our study's findings will
complement those of earlier research.
4. Methodology of browser data migration

In general, browsers store various user data such as visit history,
search history, and credentials. In this paper, we aim to log in from
other devices by using certain credentials among various data. The
method of storing credentials may be different for each browser. As
a result, we propose a generalized browser credential utilization
method. More precisely, the methodology we performed in this
paper is as follows.
4

4.1. Data collection step

Browser data operating in the Windows environment is stored
in two locations: one is where the browser is installed, and the
other is a subpath of %Userprofile%\AppData. Except for informa-
tion on program execution and setup, all the data stored in the two
paths mentioned above are acquired. Subsequently, the collected
data are inserted into other devices. If the user has enabled syn-
chronization, the rest of the data can be regenerated by successful
auto-login using the credentials. However, in some cases, syn-
chronization may not be set, and there may be organizationally
linked data for credential use. Therefore, we aim to collect all data
for effective analysis.

4.2. Data migration step

The collected data from the target device is inserted into
another device (e.g., an investigator device) and the result is
adequately examined. Note that prior to installing the browser on
the investigator device during migration, it is crucial to check the
version of the browser installed on the target device. Particularly,
depending on the version, data might be not compatible as browser
updates and data structures change. Therefore, to prevent
compatibility issues, the investigator device should use the same or
a similar version of the browser as the target device. Our experi-
ments have shown that if there are little version changes, none of
the browsers cause problems. However, credentials could not be
useable if the main version is changed because of incompatibility
issues. When the browser is ready, the basic migration can be
completed by inserting the collected data. Following this, whether
or not auto-login is possible depends on the browser's security
policy for credentials. In particular, moved credentials worked as
expected for browsers with weak security rules. More precisely, the
study on such browsers is achieved in this step. However, if the
credentials do not operate normally, the next Data analysis and
regeneration step should be conducted. As a result of our study,
most browsers required the following additional processes to uti-
lize credentials.

4.3. Data analysis and regeneration step

In the data analysis step, credentials are identified within the
collected data, and how to use them is studied. Credentials are
usually stored as cookies or tokens in the form of plaintext or
encrypted text. First, data that is inferred as a credential is classified
through the signature value and extension; encrypted data are also
classified as an analysis target. For the classified data, we proceed to
identify the structure and format of the detailed data. To evaluate
whether plaintext data can be modified, it should specifically be
checked for information on the device and information on user
credentials. However, as a result of our study to date, plaintext data
can be migrated without modification. More so, when there is a
browser that encrypts credentials, we discovered the encryption
process through reverse engineering. We confirmed that browsers
use different encryption keys depending on the PC through reverse
engineering. Therefore, when migrating encrypted data, a regen-
eration process is required to decrypt the data and re-encrypt it
with the target device key.

4.4. Verification step

We examine whether auto-login is possible using existing or
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regenerated credentials. The successful migration of the auto-login
previously set on the target device to the investigator device is
confirmed through this process. If auto-login is working on the
investigator device, verify whether the synchronization account
that exists in each browser is also operating normally. Next, when
synchronization is operating normally, we collect additional data
and conduct real-time monitoring. As a result, we determined the
types of information that can be acquired by using credentials for
each browser and each website. However, if auto-login is not acti-
vated, we decided that the migration failed and moved to the Data
analysis and regeneration step and reanalyzed.

5. Browser data migration process

Based on the data of StatCounter, which provides web traffic
analysis information, we conducted an experiment on browser data
migration for a total of 27 browsers with high usage operating in a
Windows environment as of 2022 StatCounter (2022). In particular,
the browsers we selected for our studywere all developed based on
Chromium, Firefox, and Internet Explorer (Fig. 6). In addition, in the
case of browsers that operate only in incognito mode, including Tor
browser, migration is not possible because user data is not saved.

5.1. Chromium-based browser

This is a browser developed based on the Chromium browser, an
open-source browser project developed by Google (Google).
Representative browsers include Google's Chrome and Microsoft
Edge, officially released in January 2020 support (c). Interestingly,
the majority of the most popular browsers used today were built
using the Chromium, except for Firefox and Safari used in Apple OS.

5.2. Firefox-based browser

This is a browser developed based on the Mozilla Foundation's
open-source web browser, Firefox Mozilla. Representative
browsers include the Firefox browser and Tor browser which is
primarily used to access the dark web.

5.3. Internet Explorer-based browser

This is a browser developed based on Internet Explorer provided
Fig. 6. Classification of types by browser.
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by default in Windows. Particularly, the development of Internet
Explorer was stopped afterWindows’ default browser was changed
to Chromium-based Edge. Representative browsers include
Internet Explorer 11, the last version before development was
terminated, and the Edge legacy browser developed later. Intrigu-
ingly, Internet Explorer-based browsers are still used to access
services developed long ago.

As a result of our study, browsers based on the same browser
have similar data structures. Furthermore, data migration was
possible in the same way. In particular, we discovered six types of
browsers that can be migrated only by simple data migration; 19
types of browsers that need to be migrated after modifying data;
and two types of browsers that operate only in incognito mode and
do not store data. Additionally, all browsers that required data
modification were Chromium-based, and the only browsers that
could be transferred were those that relied on Firefox and Internet
Explorer. Table 1 shows the data migration experiment result for
each browser.

Meanwhile, in cases where migration is possible bymoving data
without suitable modification, the migration process is completed
simply by collecting files and subsequentlymoving them to another
device. Thus, we describe the detailed process of data migration of
Chromium-based browsers that require analysis and modification
of the data. The entire process of browser migration is shown in
Fig. 7.
5.4. Migration method for chromium-based browser credentials

5.4.1. Decryption method for chromium-based browser credentials
The user data path of the Chromium-based browser (CBB) is as

follows. Depending on the CBB, data can exist in either path, or both
paths. If both paths exist, the location where the “User Data”
directory exists is the user data path.

o %LocalAppData%\[Browserprovidername]\ [Browsername]
o%AppData%\[Browserprovidername]\[Browsername]

Moreover, under “User Data” of the CBB, data are divided and
stored for each browser account. The data of the default account is
stored in the “Default” folder, and the data of the accounts regis-
tered by the user are stored in the “Profile N” folder sequentially.
Credentials used in each user account are stored in a different
location depending on the Chromium version. Particularly,
depending on the Chromium version, credentials are stored in the
“Default”, “Profile N” folder, otherwise these are stored under
“Default\Network”, “Profile N\Network”. As for the Chromium
development version 80.0.3947.0, credentials are stored within a
database in the form of a SQLite database and encrypted in a
separate way. The encryption process for each version is as follows.
5.4.1.1. Case 1. version 80 and lower versions. Fig. 8 is the encrypted
data stored in the old version cookies.

All data stored in each column is in the form of a DPAPI blob. The
DPAPI blob can be decrypted in different ways depending on the
state of the PC to be collected. Specifically, if the target device is
available and a Windows user account is accessible, decryption is
possible without the need for any additional information through
the CryptUnprotectData function provided by Windows. Otherwise,
additional information is required to decrypt the DPAPI blob: Two
folders (see. Section 2.2) where the encrypted key is stored are the
Registry Hives (SYSTEM, SECURITY) files for using master key in-
formation, and the user login information. Additionally, when the
DPAPI BLOB is decrypted using these data, the plaintext of the data
needed to activate the session can be obtained.



Table 1
List of browsers used in the migration experiment and results.

Browser name type version User Data path Migration

Avast Secure Browser Chromium 108.0.19667.125 %LocalAppdata%nAVAST SoftwarenBrowser ✓

Brave Chromium 109.1.47.171 %LocalAppdata%nBraveSoftwarenBrave-Browser ✓

Chromium Chromium 111.0.5501.0 %LocalAppdata%nChromium ✓

Chrome Chromium 108.0.5359.125 %LocalAppdata%nGooglenChrome ✓

Comodo Dragon Chromium 108.0.5359.95 %LocalAppdata%nComodonDragon ✓

Epic Privacy Browser Chromium 104.0.5112.81 Incognito mode only e

FlashPeak Slimjet (64 bit) Chromium 107.0.5304.62 %LocalAppdata%nSlimjet ✓

Iridium Chromium 2022.04 Incognito mode only e

Maelstrom Chromium 42.0.1.36 %LocalAppdata%nMaelstrom ✓

Edge Chromium 109.0.1518.52 %LocalAppdata%nLocalnMicrosoftnEdge ✓

Opera Chromium 94.0.4606.38 %Appdata%nOpera SoftwarenOpera Stable ✓

Tungsten Chromium 2.14 %Appdata%nTungsten ✓

UC Browser Chromium 6.0.1308.1016 %LocalAppdata%nMaxthonnApplication ✓

Vivaldi Chromium 5.6.2867.50 %LocalAppdata%nVivaldi ✓

Yandex Chromium 23.1.0.2539 %LocalAppdata%nYandexnYandexBrowser ✓

Whale Chromium 3.18.154.7 %LocalAppdata%nNavernNaver Whale ✓

360 Safe Browser Chromium 13.1.6410.0 %Appdata%n360se6 ✓

QQ Browser Chromium 11.5 %LocalAppdata%nTencentnQQBrowser ✓

Coc Coc Chromium 114.0.140 %LocalAppdata%nCocCocnBrowser ✓

Sogou Explorer Chromium 11.0.1.34700 %Appdata%nSogouExplorernWebkit ✓

Maxthon Chromium 6.2.0.2000 %LocalAppdata%nMaxthonnApplication ✓

Firefox Firefox 108.0.1 %LocalAppdata%nMaxthonnApplication ✓

Comodo ice dragon Firefox 65.0.2.15 %LocalAppdata%nComodonIceDragon ✓

SeaMonkey Firefox 2.53.14 %LocalAppdata%nMozillanSeaMonkey ✓

Pale Moon Firefox 31.4.2 %LocalAppdata%nMoonchild ProductionsnPale Moon ✓

Tor Firefox 12.0.4 Incognito mode only e

Internet Explorer 11 IE 11.0.18362.997 %LocalAppdata%nMicrosoftnWindows ✓

Edge Lagacy IE 44.19041.610.0 %LocalAppdata%nMicrosoftnWindows ✓

*’✓’: Successfully migrated, ‘-’: Supports only incognito mode and does not save data.
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5.4.1.2. Case 2. version 80 and upper versions. Fig. 9 is the encrypted
data in a changed form.

Encrypted data of version 80 or upper is stored as BLOB data
starting after the string “v10”.

As a result of our analysis, the data are encrypted with the AES-
GCM. More specifically, the encryption key used for encryption is a
32-byte random value generated through pseudorandom number
generator (PRNG), and the encryption key is encrypted and stored
in the “LocalState” file in the “User Data” directory. The “LocalState”
file is in JSON format, and the encryption key is stored in JSON
object name “encrypted_key”. The value stored in “encrypo-
ted_key” is a DPAPI blob that has been Base64 encoded. Therefore,
if the “encrypted_key” value is decrypted in the sameway as Case 1
after Base64 decoding, it is possible to obtain an encryption key
(Fig. 10).

Furthermore, the GCM nonce uses the upper 12-bytes of the
encrypted data and the lower 16-bytes are the GCM tag. By using
the acquired encryption key and nonce, encrypted data can be
decrypted.

5.4.2. Regeneration method for chromium-based browser
credentials

To decrypt the DPAPI blob, the Windows account information
used during encryption is required. As a result, it is impossible to
decrypt data simply by moving data (Fig. 11).

For migration, it is necessary to decrypt the DPAPI blob in
advance on the target device. After moving the decrypted data to
the investigator device, the migration is completed by encrypting
the data using DPAPI in the investigator device (Fig. 12).

5.4.2.1. Case 1. version 80 and lower versions. The decrypted data
stored in each column is encrypted with a CryptProtectData func-
tion provided by Windows. There is no need for additional infor-
mation for this process, which is carried out on the investigator
device. Fig. 13 is the result of running the browser after encrypting
6

the actual data. Additionally, we confirmed that using our migra-
tion strategy, it is possible to successfully log in from a device that
has never done so before.

5.4.2.2. Case 2. version 80 and upper versions. Migration from
version 80 consists of the following process. First, generate a
random GCM key and nonce. Afterwards, the decrypted data is
encrypted with the GCM key and nonce. In particular, the GCM key
used for encryption is encryptedwith the CryptProtectData function
provided by Windows, Base64 encoded and stored in “LocalState”.
There was no additional validation of the plaintext data, GCM key,
or nonce. Therefore, migration is possible by decrypting only the
GCM key in the Data collection step and encrypting only the GCM
key after moving all data.

5.5. Migration method for other browsers’ credentials

Browsers based on Firefox and Internet Explorer do not have
encrypted credentials. Therefore, migration was possible with
simple data movement. In particular, the migrated credentials
contain information about computers, such as encrypted Security
identifiers (SID). To modify the encrypted data, a protocol analysis
with the web page is necessary. In this paper, the migration process
was carried out withoutmodifying the encrypted data. Accordingly,
when themigrated credentials are used, the session operates as if it
were operating on the target device. However, there is a possibility
that the session could be terminated if the device information is
incompatible when upgrading the session on the target device or
terminating the session. Additionally, migrated credentials will not
be available even after the expiration time of the session. As a result
of our study, properly migrated credentials were able to use all
functions such as access history, auto-complete data, and stored
passwords in addition to the used auto-login. Further, it should be
noted that if the browser's synchronization feature is activated, the
user data may also be collected after the point of collection.



Fig. 7. The entire process of browser migration.

Fig. 8. Chromium cookie data of the version 80 and lower.

Fig. 9. Chromium cookie data of the version 80 and upper.
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6. Utilization of browser data migration in digital forensic
investigations

We can effectively collect the data stored in the cloud from
various services through the credentials stored in the browser that
has completed migration. Depending on the service provided by
the website, collectible data may contain a variety of user infor-
mation, including emails that users exchange and files stored in the
cloud. More so, it is even possible to track user locations through
real-time location information on user devices provided on the
homepage, such as Microsoft, Google, and Apple. Furthermore, if
synchronization is set for each browser, even after the data
collection point, the data generated through another device (not
the target device) with synchronization enabled can be additionally
obtained. Finally, we summarized elements that can be used in
digital investigation by the website with credentials obtained
through browser data migration. The list of websites that can be
auto-logged into is as follows (Table 2).
6.1. Browser synchronization account

Each browser provides a function to synchronize data through a
7

user account. When users use the synchronization function, data
including access history from various devices can be integrated and
managed. Furthermore, it is possible to additionally collect data on
user actions that take place after the data collection point and data
produced by another device.



Fig. 10. DPAPI BLOB stored in LocalState

Fig. 11. Reasons for migration failure.

Fig. 12. Regeneration process of the DPAPI BLOB.

Fig. 13. Migration results for Chrome browser (left: target device, right: migrated
virtual device).
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6.2. OS provider's website

OS providers such as Microsoft, Google, and Apple collect
various information from devices using their OS and services. In
particular, information collected by the OS can be partly obtainable
through each website (e.g., Microsoft, Google, and iCloud). User
device information logged in with the same account can be ob-
tained, and location information of Windows, macOS, Android, and
iOS devices can be inquired based on the user settings (Fig. 14).

In addition, Microsoft, Google, and iCloud sites provide useful
information in digital investigations. According to Microsoft, the
8

default storage location of the recovery key for Bitlocker data
decryption is theMicrosoft account; and it can be obtained through
the website login support (d). Furthermore, Google provides in-
formation not only on Android devices, but also on devices using
the Chrome browser support (a). Meanwhile, Apple can also access
a variety of data, such as synchronized contacts, calendars, and
downloaded files, via iCloud support (b). Additionally, the websites
for Microsoft, Google, and iCloud sites provide e-mail, cloud stor-
age, and productivity services (documents, memos, and so on),
which will be described later. As a result, various types of data can
be collected together.

6.3. Email service

Most e-mail services used in theWindows environment provide
services through web pages without programs. In particular, e-mail
exchanged through web pages is not stored locally except when
used in conjunctionwith programs such as Outlook, such that cloud
data collection is required. Additionally, the majority of e-mails are
sent using a secure protocol that allows end-to-end encryption like
PGP, thus even if the data stored on the server is collected,
decryption is impossible. As a result, security features like addi-
tional authentication can be bypassed if access to an e-mail account
is available using credentials stored in the web browser.

6.4. Cloud storage

If the cloud storage is accessible, various data including photos,
videos, and document data uploaded therein can be acquired.
Given that cloud storage often and automatically synchronizes the
many types of data generated by user devices, it provided by OS
providers can be particularly helpful in digital investigations. In
addition to common cloud storage, private network storage such as
the network attached storage (NAS) also provides an interface
through websites, to ensure it can be utilized in the same way.

6.5. Productivity service

Document tools provided byweb pages such as Google Docs and
various productivity services that provide functions such as
collaboration, video conferencing, and memos, provide interfaces
through web pages to respond to various work environments.
Particularly, the cloud-based productivity tools provide the ability
to import documents from specific points in the past and inde-
pendently record changes for user convenience. By using this, even
if there are deleted items inside the document, the data before it
was deleted can be restored from the cloud.



Table 2
The list of websites that can be auto-logged into.

Name URL OS Email Social Cloud storage Productivity

Google https://www.google.com/ ✓ ✓ ✓ ✓ ✓

iCloud https://www.icloud.com/ ✓ ✓ ✓ ✓

Microsoft https://account.microsoft.com/ ✓ ✓ ✓ ✓

Proton https://proton.me/ ✓ ✓ ✓

Naver https://www.naver.com/ ✓ ✓ ✓ ✓

Daum https://www.daum.net/ ✓ ✓ ✓

Yandex https://yandex.com/ ✓ ✓ ✓

Dropbox https://www.dropbox.com/ ✓

Box https://www.box.com/ ✓

Mega https://mega.io/ ✓

Zoom https://zoom.us/ ✓

Trello https://trello.com/ ✓

Notion https://www.notion.so/ ✓

Facebook https://www.facebook.com/ ✓

Instagram https://www.instagram.com/ ✓

Youtube https://www.youtube.com/ ✓

Twitter https://twitter.com/ ✓

Tiktok https://www.tiktok.com/ ✓

Reddit https://www.reddit.com/ ✓

Linkedin https://www.linkedin.com/ ✓

Fig. 14. Find devices on iCloud.com.
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6.6. Social networking service

Social network service (SNS) includes data that is not accessible
only to certain users, such as the direct message between users or
secret posts, in addition to services through public posts. To obtain
those data, it is necessary to access the user account. It is simple to
determine whether a user has utilized services like anonymous
posting by gaining access to their user account.

Additionally, websites that provide auto-login can utilize
migration data in the same way until the credentials expire, as well
as the functions mentioned above. Above all, the credentials of
websites like Google, Apple, and Facebook, that provide single sign-
on (SSO) functions can be used as credentials for other services on
their own.
7. Conclusion

As the number of devices used by one person increases, there
has been a corresponding increase in services that store data in the
cloud to provide a seamless user experience in various devices and
environments. In addition, for services provided based on the data
9

stored in the cloud, it is challenging to obtain and analyze data only
with the previous digital forensic investigation method, which
analyzes the data stored in devices. At this time, credentials
remaining in the browser can be used very useful. In this paper, we
proposed a method of migrating browser data to the investigator
device to utilize credentials stored in the browser data. As a result
of our experiment, we were able to migrate the same user envi-
ronment such as auto-login and password autocomplete through
data migration. Furthermore, if the auto-login and browser trust
options are enabled, it is possible to log in normally towebsites that
could not be logged into using only ID and password. Additionally,
we were able to obtain various data, which can be efficiently used
for digital forensic investigation related to user behavior such as e-
mail, chat history, and location information on web pages acces-
sible via auto-login. Overall, we believe that the results of this paper
will be useful in digital forensic investigation.
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