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• Lallie, H.S., 2020. Dashcam forensics: a preliminary analysis of 7 dashcam devices. Forensic Science 
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• 19th Teaching digital forensics, November, Warwick

• Dashcam datasets available for research
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Background



Previous contributions

• Vehicle speed (Kafer 2018, Kamat and Kinsman 2017, Kim et al 
2018, Zhou et al 2022)

• Text object/extraction (Zhang et al., 2016, Jaderberg et al., 2016, 
Al-maweri et al., 2016, Li and Shen, 2016, Limantoro et al., 2018).

• Assessing authenticity (Koenig and Lacey, 2015, Kadu et al., 2018, 
Kobayashi et al., 2010, Kurosawa et al., 1999, Lukas et al., 2006, Li 
2010, Kurosawa et al., 1999, Yang et al., 2020).

• Addressing privacy (Wagner et al., 2017, Zhu et al., 2020, Park et 
al., 2016, Stitilis and Laurinaitis, 2016)

• Analysing dashcam evidence (Lallie 2020, Lee et al 2021)
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Background
• Dashcam usage increasing 

rapidly in the UK. 
– 2015, 9% of drivers were using 

dashcams
– 2016: 15%
– 2017: 17%
– 2018: 27%
– ~2026, may become a standard 

fixture
• Nottingham Police recorded 

211,598 dashcam records over 
a three year period leading up 
to 2017.
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Dashcam 
evidence is 

appearing in 
an 

increasing 
number of 

court cases

There are no 
tools or 

guidelines on 
how to 

investigate, 
rendering the 

risk of 
miscarriage



Data Gathering



Dr. Harjinder Singh Lallie  | 11





Range and Prevalence 
of Evidence



Dataset 1
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User initiates an emergency recording in 
the event of an incident. Evidence found 
in directory names, file names, and in file 
attributes (files are write protected)



Dataset 1
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A sudden impact on the car, 
whether parked or not, initiates 
an emergency recording. 
Evidence found in directory 
names, file names, and in file 
attributes (files are write 
protected)



Dataset 1
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GPS coordinate are 
stored in NMEA files, 
EXIF data, a 
watermark and in 
some cases, only 
accessible through a 
native video player, 



Dataset 1
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Licence plate 
data available 
in watermark 
(and always in 
configuration 
file if the 
watermark 
function is 
available).



Dataset 1
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Temporal data available in 
NMEA file, configuration files 

(time zone etc), EXIF data, file 
names, watermarks, and 

accessible through native 
video players (as well as 

other tools 



Dataset 1
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Investigation Model



Too many models?

Digital forensic guidance model (Abdalla, 2007)
Smart grid digital forensics investigation framework (Abdullah, 2020)
Systematic Digital Forensic Investigation Model (SRDFIM) (Agarwal, 2011)
Blockchain based Forensic Model in IoT (Agbedanu, 2023)
Enhanced Digital Forensic Investigative Model with CoC (Ajetunmobi, 2016)
Database Forensic Process Investigation Process Model (DBFIPM) (AlDhaqm, 2015)
Unified Forensic Investigation Model for UAV (AlDhaqm, 2021)
Flowthing model (AlFedaghi, 2012)
Drone Forensic Metamodel (DRFM) (Alhussan, 2022)
Drone Forensic Metamodel (DRFM) (Alhussan2022towards, 2022)
Metamodel for mobile forensics investigation (Ali, 2017)
Cloud-IoT Forensic Process Model (CFPM) (AlMolhis, 2022)
Comprehensive Collection and Analysis Forensic Model (CCAFM) (Alotaibi, 2022)
Forensic Investigation Model for Online Social Networks (Arshad, 2020)
Mobile forensic investigation process model (Asghari, 2021)
NIST Guidelines on Mobile Device Forensics (Ayers, 2007)
Enhanced digital investigation process model (EIDIP) (Baryamureeba, 2004)
Hierarchical Objectives-Based Framework for the Digital Investigations Process (Beebe, 2005)
Modified electronic discovery reference model (Billard, 2009)
Extended model for e-discovery operations (Billard2, 2009)
Crime scene analytical procedure model (Bulbul, 2013)
Integrated Digital Investigation Model (IDIP) (Carrier, 2003)
Digital Crime Scene Investigation Process (Carrier, 2005)
Investigative Process Model (Casey, 2005)
Inveatigative Proceas Model (Casey, 2010)
Generic Process model of network forensics (Chabbra, 2015)
Extended Model of Cybercrime Investigation (EMCI) (Ciardhuain, 2004)
Chain of Digital Evidence Based Model of Digital Forensic Investigation Process (Cosic, 2011)
Peritus framework (Cunha, 2020)
A Smart Technologies Digital Forensic Investigation Model (Cussack, 2014)
Platform Independent Forensics Process Model for forensics Process Model (PIFPM) (Dancer, 2013)
D4I Digital forensics framework for reviewing and investigating cyber-attacks (Dimitriadis, 2020)
Digital Forensic Investigation and Verification Model for Industrial Espionage (DEIV-IE) (Dokko, 
2018)
SCADA Forensic Incident Response Model (Eden, 2015)
Ediscovery reference model (EDRMNET, 2009)
Abstract network forensic process model (Erbacher, 2006)
Smart Digital Forensic Readiness Model for Shadow IoT Devices (Fagbola, 2022)
digital Forensic Investigative Model For Business Organisations AKA Organisational Investigative 
Model (Forrester, 2007)
Common model (Freiling, 2007)
Smartphone Forensic Investigation Process Model (Goel, 2012)
UAV Digital Forensics Investigation Framework  (Gulatacs, 2018)
Internet of Things Forensics Model (Hambouz, 2021)
An Improved Digital Evidence Acquisition Model for the Internet of Things (Harbawi, 2017)
The Lifecycle Model (Harrison, 2004)
Cloud Forensics Process (Hemdan, 2021)
Integrated Digital Forensics Investigation Framework v3 (Hikmatyar, 2017)
Digital Field Triage model (Hitchcock, 2016)
iPhone forensic framework (Iff) (Husain, 2010)
FORZA--Digital forensics investigation framework that incorporate legal issues (Ieong, 2006)
Android cache taxonomy and forensic process (Immanuel, 2015)
Digital Forensic Investigation for Internet of Things (Islam, 2019)
Forensic investigation framework for cloud-IoT ecosystem (Islam2019Comprehensive, 2019)
Harmonised Digital Forensic Investigation Process (ISO, 2015)
The TEAR evidence process (Kao, 2019)
Framework for enhancing potential digital evidence presentation (Karie, 2013)
Network Forensic System Architecture (Kaushik, 2015)
Cloud Forensic Readiness Model  (Kebande, 2014)

Enhanced cloud forensic readiness model (ECFRM) (Kebande, 2015)
Digital Forensic Investigation Framework for Internet of Things(IoT) (Kebande, 2016)
Integrated Digital Forensic Investigation Framework (IDFIF-IoT)* (Kebande, 2018)
Log aggregation forensic analysis framework (Khan, 2017)
Two-Dimensional Evidence Reliability Amplification Process Model (Khatir, 2008)
Forensic investigation model for malware of IoT device (Kim2020S, 2020)
An improved IoT forensic model (Kim, 2023)
Digital Forensics Model (Kishore, 2014)
Integrated digital forensic process model (Kohn, 2013)
Enhanced Systematic Digital Forensic Investigation Model (ESDFIM) (Kyei, 2012)
Log file digital forensic model (Lalla, 2012)
Scientific Crime Scene Investigation process (Lee, 2001)
Thumbnail forensic recovery process for Android devices (Leom, 2015)
blockchain-based DF investigation framework in the Internet of Things (IoT) (Li, 2019)
Smart-Phone digital evidence forensics standard operating procedure (DEFSOP) (Lin, 2011)
Multi-disciplinary digital forensic investigation process model (Lutui, 2016)
Digital Forensics Model based on Data Fusion (Ma, 2011)
IR process model (Mandia, 2001)
An integrated conceptual digital forensic framework for cloud computing (Martini, 2012)
Conceptual Evidence Collection and Analysis Methodology for Android Devices (Martini, 2015)
Triage workflow (Marturana, 2011)
Incident response methodology model (Mitropoulos, 2006)
Standardised Digital Forensic Investigation Model* also referred to `Advanced Investigative Process 
Model' (Montasari, 2019)
Mobile Forensics Investigation Process Framework (MFIPF)  (Moreb, 2023)
Cellular Phone Evidence Extraction Process (Murphy, 2008)
Behavioural Digital Forensics Model (Mutawa, 2019)
Proactive Smartphone Investigation Scheme (Mylonas, 2012)
Network Forensics Framework (Nasir, 2015)
Wireless forensic readiness model (WFRM) (Ngobeni, 2010)
PRoFIT (Privacy-aware IoT-Forensic Model) (Nieto, 2017)
Next-Best-Thing Triage (NBT) model (Oriwoh, 2013)
DFRWS Investigative Process for Digital Forensic Science (Palmer, 2001)
Network forensic investigation process model (Patil, 2022)
Internet Of Things(IoT) Digital Forensic Investigation Model (Perumal, 2015)
Generic framework for network forensic analysis (Pilli, 2010)
The ``three tiered model'' (Pollit, 1995)
Digital Forensics Investigation Model for IoT (DFIM) (Qatawneh, 2019)
Digital forensic multi-staged process (Raghavan, 2013)
Mobile Forensic Investigation (MFI) Life Cycle Process for Digital Data Discovery (DDD)* (Rajendran, 
2016)
Windows Mobile Device Forensic Model (Ramabhadran, 2007)
Proactive Network Forensics Evidence Analysis (PNFEA) (Rasmi, 2015)

Abstract Digital Forensics model (Reith, 2002)
Unmanned Aerial Vehicle Forensic Investigation Process (Roder, 2018)
Multi-perspective cybercrime investigation process model (Roger, 2012)
Cyber Forensic Field Triage Process Model (CFFTPM) (Rogers, 2006)
Online social network forensic model (Rua, 2019)
Integrated Digital Forensics Investigation Framework (Ruuhwan, 2017)
Blockchain-based decentralized efficient investigation framework for IoT digital forensics (Ryu, 
2019)
Unified mobile devices forensics investigation model (Sadiq, 2016)
Extended Abstract Digital Forensic Model with 2PasU (Saleem, 2014)
Common Investigation Process Model For The Internet Of Things Forensics Field (Saleh, 2021)
Domain specific cyber forensic investigation process model (DSCFIPM) (Satti, 2015)
Digital Forensic Investigation Framework (DFIF) (Selamat, 2008)
Digital forensic investigation framework for the metaverse (Seo, 2023)
New digital forensics investigation procedure model (Shin, 2008)
New model for cyber crime investigation procedure (Shin, 2011)

Encapsulated Approach of Forensic (EAF) (Shrivastava, 2014)
Secured Proactive Network Forensic Framework (Sivaprasad, 2017)
Digital Forensic Methodology (Smith2, 2007)

Framework for digital forensic investigation of big data (Song, 2020)
End-to-End Digital investigation Process (Stephenson, 2003)
Conceptual Drone Forensics Framework (CDFF) (Studiawan, 2023)
Application-Specific Internet of Things (IoT) Digital Forensics Investigative Model (Tanveer, 2017)
Next Generation Digital Forensic Investigation Model (NGDFIM) (Thakar, 2021)
Systematic Network Forensic Investigation model (SNFIM) (Thomas, 2023)
Harmonised Digital Forensic Investigation Process (Valjarevic, 2012)
Comprehensive and Harmonized Digital Forensic Investigation Process Model (Valjarevic, 2015)
comprehensive harmonized digital forensic investigation process model (Valjarevic, 2016)
A Model for Hybrid Evidence Investigation (Vlachopoulos, 2012)
Control framework for digital forensics (VonSolms, 2006)
General Collection Methodology for Android Devices (Votipka, 2013)
Symbian Smartphones Forensic Process Model (Yu, 2009)
Generic Computer Forensic Investigation Model (GCFIM) (Yusoff, 2011)
digital forensic investigation for Online Social Networking (Zainudin, 2010)
Blockchain based forensic model (Zarpala, 2021)
Forensics aware IoT Model (Zawoad, 2015)
Open cloud forensics model (Zawoad2, 2015)
Application-Specific Digital Forensics Investigative Model in Internet of Things (Zia, 2017)
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Overarching Digital Forensic Investigation Model
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Ayers, R., Brothers, S., Wayne, J., 2014. Guidelines on cell phone forensics (NIST Special Publication 800-101)



Preservation

Dr. Harjinder Singh Lallie  | 24

Stop in progress 
recordings

Power off 
dashcam

Remove SD 
card

Power up 
dashcam 

maintain power

Record 
dashcam time

Disable auto 
power-on 

record
Disable g-sensor Isolate radio 

network
Power down 

dashcam

Identify model 
& serial 
number



Acquisition
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Examination and Analysis





exiftool -ee 2050_0707_060304_002.mov



Tools can be combined 
to produce ‘a result’
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Can the evidence be forged?



Evidence can be forgedEvidence can be forged
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Research Directions



Challenges

• There are no tools
• Some (watermark) evidence can be forged
• 3rd party open source tools (Exiftools) will 

extract data but it has to be pre-
processed. GPS data recorded every 1/10s 
= 1800 records for a 3 minute clip, 36,000 
for each image

• Evidence exists in multiple places in 
multiple formats
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We now have working 
tools which can read .E01 
and automate the 
process of data extraction 
and map generation
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We are working on an 
audio keywork searching 
tool
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We are working on a 
geospatial triaging tool
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