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Introduction
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What is a Ti le?
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• Connects through the Bluetooth 
Low Energy (BLE) protocol and 
Internet

• Communication over a 
large network of user devices

• Uses companion devices' 
location data

Tile Network
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• Bluetooth trackers have rapidly 
grown in popularity [10]
• Track personal belongings

• Tile is a Bluetooth tracker 
manufacturer
• Popular choice for Android users

• Acquired by Life360​ in 2021

Source: https://www.acumenresearchandconsulting.com/smart-tracker-market

Motivat ion
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• Location artifacts to aid 
in investigations

• Tiles have been used by 
criminals to stalk people

• Tile devices are widely used, but 
little peer-reviewed research has 
been done

Motivat ion Cont.
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Related Works

• Application Analysis
• Work done on social media and location tracking applications [2-4]​

• Artifacts often reveal personal information and coordinates [1-4]

• Previous Tile Work​
• Application analysis revealed geolocation data in logs [6, 7]​

• SQLite databases stored device information (names, UUIDs, MAC) [7]​

• Python3 script to plot geolocation data on an interactive map [6]​

• Plugin created for open-source iOS Logs, Events, And Plists Parser (iLEAPP) [9]​

• Plaintext firmware found in application code [8]
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Research Goals

• Explore the entire Tile Ecosystem
• iOS, Android, Windows

• Create a tool for both mobile and desktop applications

• Can we use Tile data to pinpoint an item to a location at a specific time?
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Methodology
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Methodology

• Scenario Creation
• Tile application on mobile device at crime scene​

• Tile application on suspect’s PC​

• Malicious actor spoofs location

• Data Generation
• Walked predetermined path with Tiles and companion devices

• iPhone X

• Huawei Tablet

• GPS spoofing applications used for falsifying location data
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Data Acquisit ion and Analysis

• Cellebrite UFED to obtain Android backup​

• iPhone Backup Extractor ​

• VMWare for Windows Memory​ Samples

• Location data was found on all three devices
• Data on each device varied
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Android Findings

• Minimally populated SQLite database

• Logs detailing app events
• Battery level

• Timestamps

• UUID 
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iOS Findings

• Large SQLite database

• One table contained most pertinent data

• Same logs as Android, but with coordinates

• AWS S3 Bucket link to firmware binary
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Windows Virtual  Memory Findings

• Location data loaded in the memory
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Tool Creat ion
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• Tile Artifact Parser (TAP)​

• Cross-platform data parsing​

• Plotting to interactive map for 
visible results
• plotly

• geopy

Tool Creat ion
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TAP Algori thm

• Takes datapoints from recovered database or memory image

• Connects datapoints by time​

• Works for VMEM files and SQL databases found in mobile application 
data​
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VMEM vs.  iPhone Backup Output ​
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Evaluat ion

• Generated test data of various sizes​

• Tested two data formats
• SQLite

• VMEM

• ​Compared the generated points with TAP's output
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Comparing SQLite database vs.  TAP output



22

Comparing VMEM Data vs.  TAP output
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Anti -Forensics
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• Set up an iPhone and Samsung 
with two Tile accounts

• Paired a Tile to the iPhone and 
marked it as lost

• Spoofed location on Samsung 

• "Found" the iPhone's lost Tile

Anti -Forensics
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• Mark unnatural changes in 
locations as potentially spoofed

• This was a very limited solution

• Can only detect extreme spoofing

TAP Spoofing Detect ion
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Discussion/Conclusion
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Discussion

• Volatile memory dataset had more frequent data points than the 
iPhone SQLite database

• Tile’s free version only saves last known location, while last 30 days are 
recoverable
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Conclusion

• Cross-platform analysis of the Tile application
• Revealed forensic artifacts from iOS, Android, and Windows devices

• Data could be valuable evidence in a criminal investigation

• Quick parsing of geolocation coordinates (TAP)
• Valuable data could contribute to forensic investigations

• Tile has no location spoofing mitigation
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Questions? 

Contact info:

Lauren Pace lpace9@lsu.edu

Christopher Bowen cbowe13@lsu.edu
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