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What i1s a Tile?
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Tile Network

* Connects through the Bluetooth

Low Energy (BLE) protocol and €

Internet v Tile Injirvers
Tile Companion | . ﬁ - :
Device (Mobile) tiejy< )i

* Communication over a
large network of user devices 2 N

e Uses companion devices' i X tile
location data - g A

Tile Device The Tile Network
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Motivation

* Bluetooth trackers have rapidly I MARKET BY REGION
2021

grown in popularity [10] 2021

) 583 (USD Million)
* Track personal belongings -

(2022-2030)

e Tile is a Bluetooth tracker

Smart Tracker Market
Manu fa cturer 2018-2030 (usD Million) poiings

583 l '

2018 2019 2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030

* Popular choice for Android users
e Acquired by Life360 in 2021

Source: https://www.acumenresearchandconsulting.com/smart-tracker-market
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Motivation Cont.

Slk'leri‘ff’s\ Office investigating ‘particularly alarming’

* Location artifacts to aid car after Hoopfest 0 o e oS
in investigations " BREAKING NEWS
* Tiles have been used by Rl L UBI_lE S i .
Cri m I na IS tO Sta I k peOple Houston woman says ex used 'Tile' device to
stalk her repeatedly
ey o v o=

* Tile devices are widely used, but
little peer-reviewed research has
been done
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Related Works

* Application Analysis
* Work done on social media and location tracking applications [2-4]
* Artifacts often reveal personal information and coordinates [1-4]

* Previous Tile Work

* Application analysis revealed geolocation data in logs [6, 7]
SQLite databases stored device information (names, UUIDs, MAC) [7]
Python3 script to plot geolocation data on an interactive map [6]
Plugin created for open-source iOS Logs, Events, And Plists Parser (iLEAPP) [9]
Plaintext firmware found in application code [8]
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Research Goals

* Explore the entire Tile Ecosystem
* i0S, Android, Windows

* Create a tool for both mobile and desktop applications

e Can we use Tile data to pinpoint an item to a location at a specific time?
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Methodology

* Scenario Creation
* Tile application on mobile device at crime scene
* Tile application on suspect’s PC
* Malicious actor spoofs location

e Data Generation

* Walked predetermined path with Tiles and companion devices
* iPhone X
* Huawei Tablet

* GPS spoofing applications used for falsifying location data
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Data Acquisition and Analysis

* Cellebrite UFED to obtain Android backup
* iPhone Backup Extractor
 VMWare for Windows Memory Samples

e Location data was found on all three devices
e Data on each device varied
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Android Findings

* Minimally populated SQLite database

* Logs detailing app events
e Battery level

* Timestamps
* UUID

{"schema”":"1.1.0","name" : "app_ started","version":"1.9.0"j"sub_type"'"Andr01dT11eApprJ
"type":"AccessPointSystem", "context":{"app_id":"android-tile-production", app_build
"app_version":"2.75.0", "c11ent_mode1"°"SHT -Wes", "application_state“:"background"
“"locale":"en-US","os_release":"8.0.0","permissions":
{"run_after_sw1pe_close":true,"bluetooth_auto_restart':true,
"push_notifications":true, "power_saver_mode":false},

"tzoffset"'-18000000 "location_level":"authorized always

'3285",

‘user_ uuid":"051ea06d-008a-4320-a05e-c6a82c36f746" "tags“ {},|'battery_level": 62}
payload" {"timestamp" :1665515403298, "sessions" :{ app":1665515402719}}}
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1I0S Findings

* Large SQLite database

* One table contained most pertinent data

e Same logs as Android, but with coordinates
 AWS S3 Bucket link to firmware binary

ZLATITUDE ZLONGITUDE ZTIMESTAMP
Filter Filter Filter

30.4074592590332 -91.1724624633789 685227368.465915
30.4075031280518 -91.1722869873047 685227368.519483
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Windows Virtual Memory Findings

* Location data loaded in the memory

Lpg it b na Vi g L g g g g i g M L S MR U D g
IyR+yYR+y YAy yR+yyn+yyn+yyn+yyn+yyn+yyi+yyn+yyn+yyn+yyn+yyn+yyn+yyn+yyn+yynsyynsyyn+yyn+

A€je«l (lje«l
A,,je«l 0..je«l
8" je«l l&je«l
Tjn«ﬂ ﬂﬂjp«ﬂ

("tile uuid":"80949e24c3bc9445","location_timestamp":1665997703389, "raw_precision":35.0,
:9445" ,"location _timestamp":1665992209790, "raw precision":35.0,"latitude":30.40755582836
: 1665987564956, "raw_precision":35.0,"latitude" :30.40751860005665, "longitude":-91.1725045
ision":35.0,"latitude":30.40754154450774,"longitude":-91.17249714889999, "precision":35.0

€ Ck«ll 0;?f«l Y VYYVYYVY 8l P 3Ck«] a .
50 P pECk«] a :f«l A<Ck«ll  ©:?f«] ¥ yyyy
? yyyyyyyy sl P D Ckull " &:f«l IA?F«l
~Ck«ll  D<?f«l ? O AA A% fl P €:2Ff«] 3
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Tool Creation

* Tile Artifact Parser (TAP) i % |
* Cross-platform data parsing 57T e b

* Plotting to interactive map for A4 §
visible results

* plotly D
+ geopy = :

peoy pUekiBikg
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TAP Algorithm

* Takes datapoints from recovered database or memory image
e Connects datapoints by time

* Works for VMEM files and SQL databases found in mobile application
data
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VMEM vs. iPhone Backup Output
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Evaluation

e Generated test data of various sizes

e Tested two data formats
e SQLite
* VMEM

 Compared the generated points with TAP's output
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Comparing SQLite database vs. TAP output

SQLite Geolocation Data TAP-Parsed SQLite Geolocation Data
| \ | \ \
—9L172 ® . —91.172 | ) i
af®y 2 ¥y Q
O@D) O@D)
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3 3
=) O =) ©
~ —91.176 | o0 O 1 &~ —91.176 | oC O N
™~ O ™~ O
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= 5 O = 5 O
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Comparing VMEM Data vs. TAP output

VMEM Geolocation Data
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Anti-Forensics
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Anti-Forensics

* Set up an iPhone and Samsung

with two Tile accounts Location Update

e Paired a Tile to the iPhone and @
marked it as lost

* Spoofed location on Samsung L
| | _ ' _ #Maps BUILDING
* "Found" the iPhone's lost Tile A
Pet nearby R
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TAP Spoofing Detection

e Mark unnatural changes in ¢ -l - i

locations as potentially spoofed
* This was a very limited solution
* Can only detect extreme spoofing

Potentially Spoofed Location

ZLATITUDE=40.74841
& 7| ONGITUDE=-73.98566

alaslll ZSUBLOCALITY=Manhattan

ZTIMESTAMP=689047244.409145
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Discussion/Conclusion
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Discussion

* VVolatile memory dataset had more frequent data points than the
iPhone SQLite database

* Tile’s free version only saves last known location, while last 30 days are
recoverable
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Conclusion

* Cross-platform analysis of the Tile application
e Revealed forensic artifacts from iOS, Android, and Windows devices
e Data could be valuable evidence in a criminal investigation

e Quick parsing of geolocation coordinates (TAP)
» Valuable data could contribute to forensic investigations

* Tile has no location spoofing mitigation
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Questions?

Contact info:
Lauren Pace |pace9@Isu.edu

Christopher Bowen chowel3@Isu.edu

This material is based upon work supported by the National Science Foundation under Grant Number
1946626. Any opinions, findings, and conclusions or recommendations expressed in this material are
those of the author(s) and do not necessarily reflect the views of the National Science Foundation
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