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NIST Disclaimer

• The views and opinions expressed in this presentation are those of the 
authors and do not necessarily reflect the official policy or position of any 
agency of the U.S. government or any other organization. Any mention of 
a vendor or product is not an endorsement or recommendation. Logos 
and trademarks are copyright their respective owners.
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Motivation
Need for automation Need for demonstrably 

correct results• Volume of data


• Volume of devices


• Volume of cases


• Complexity of interpretation


• Increasing use artificial intelligence


• “the courts have the expectation 
that the methods to produce the 
data that an expert bases their 
opinion on are valid” (UK Forensic 
Science Regulator 2020)


• The need for auditable automated 
forensic processes


• Need to stop silent failures
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Solutions?

Validation 
Programmes

Dual tool 
verification

Open source 
tools

Lab Information 
Management Systems 

(LIMS)

Custom In-House 
Mechanisms

Education and 
Training
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Deconstructing 
forensic analysis 

process
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Deconstructing 
forensic analysis 

process

“Open Source Digital Forensics Tools: The Legal 
Argument” Carrier (2002)

“A Road Map for Digital Forensic Research” Palmer/DFRWS (2001)
“Digital Forensic Analysis Techniques ”Hargreaves (undated)



Deconstructing 
forensic analysis 

process
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Deconstructing 
forensic analysis 

process

Abstract model of 
forensic analysis 

toolsCarrier (2003)
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Carrier (2003)

Deconstructing 
forensic analysis 

process

Errors in digital 
forensic tools

Standardised 
representation of 
digital forensic 
results (CASE)

Carrier (2003)

Abstract model of 
forensic analysis 

tools

?
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Deconstructing 
forensic analysis 

process

Errors in digital 
forensic tools

A Foundation for 
Systematic Error 

Analysis

Abstract model of 
forensic analysis 

tools
10

Carrier (2003)

Standardised 
representation of 
digital forensic 
results (CASE)

?



Methodology

• Deconstruction of digital forensic tool process - review of tool features


• Describing, grouping, and abstracting of these features


• Examples of tool error at each layer


• Illustration of error propagation


• Demonstration of how output at each layer allows error to be pinpointed
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Review of Tool Features

http://sleuthkit.org/autopsy/docs/user-
docs/4.21.0/

https://www.magnetforensics.com/
products/magnet-axiom/ http://www.x-ways.net/winhex/manual.pdf
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Review of Tool Features

* Not intended as full tool feature comparison, just generation of a 
feature list. Blanks do not mean the tool does not have that feature. 13



Review of Tool Features

* Not intended as full tool feature comparison, just generation of a 
feature list. Blanks do not mean the tool does not have that feature. 14



Review of Tool Features
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Diagram, dependencies, and errors
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Diagram, dependencies, and errors
ASTM (2018) ‘E3016-18 - Standard Guide for Establishing Confidence in 
Digital and Multimedia Evidence Forensic Results by Error Mitigation Analysis' 


• Types of error:


• Incompleteness - relevant information has not been acquired or found 
(INCOMP)


• Inaccuracy 

•Existence - do all artefacts reported as present actually exist (INAC-
EX)


•Alteration - does a tool alter data in a way that changes its meaning? 
(INAC-ALT)


•Association - for every set of items identified by a given tool, is each 
item truly part of that set (INAC-AS)


•Corruption - does the forensic tool detect and compensate for 
missing and corrupted data (INAC-COR)


• Misinterpretation -  The results have been incorrectly understood 
(MISINT)


• Applying this analysis has documented 77 possible error sources, of 6 types, 
over the 23 stages of processing. This is far from exhaustive.  
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Diagram, dependencies, and errors
ASTM (2018) ‘E3016-18 - Standard Guide for Establishing Confidence in 
Digital and Multimedia Evidence Forensic Results by Error Mitigation Analysis' 


• Types of error:


• Incompleteness - relevant information has not been acquired or found 
(INCOMP)


• Inaccuracy 

•Existence - do all artefacts reported as present actually exist (INAC-
EX)


•Alteration - does a tool alter data in a way that changes its meaning? 
(INAC-ALT)


•Association - for every set of items identified by a given tool, is each 
item truly part of that set (INAC-AS)


•Corruption - does the forensic tool detect and compensate for 
missing and corrupted data (INAC-COR)


• Misinterpretation -  The results are displayed in a manner that 
encourages, or does not prevent misinterpretation (MISINT)


• Applying this analysis has documented 77 possible error sources, of 6 types, 
over the 23 stages of processing. This is far from exhaustive.  
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For example: Identify Partitions 

Description 
• Parsing the partition scheme in use, GPT or MBR 

based, including all EPTs  
• Examining unpartitioned space for deleted but 

recoverable partitions 

Dependencies 
d3, if data from disk image is not validated then sectors 
may be missing or corrupt to prevent partition 
reconstruction from being performed correctly 

Potential error introduced at this stage 

•Incorrect parsing of partition table(s) - could result in 
incomplete partition list (INCOMP) or an incorrect one 
(INAC-EX) 

•Incorrect assumptions about sector size (512 rather 
than 4096) or following pointers incorrectly could all 
miss partitions (INCOMP) 

•Missing deleted but recoverable partitions - failing to 
search unpartitioned space for VBRs could miss entire 
deleted partitions (INCOMP)
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For example: Process File System 

Description 
• Partition inspected, valid file system identified, file 

system parsed according to documented or reverse 
engineered specification. 

• Usually also includes attempt to recover non-allocate 
files that still retain references within the file system 

Dependencies 
 d4, if a partition is not identified, file system processing 
does cannot occur within that partition.   

Potential error introduced at this stage
INCOMP INAC-EX INAC-AS INAC-ALT INAC-COR MISINT
Failure to identify 
known file system 
type e.g. trigger 
missed for file system 
or lack of support for 
file system known 
within digital forensic 
science

Additional files

Attributing non-
allocated file 
content to a 
different file

Inaccurate live file 
metadata extracted

Failure to 
communicate 
uncertainty in 
file recovery 
results e.g. 
where content 
may be partially 
overwritten

Missing live files: 
mistake in 
specification

Attributing 
metadata to the 
wrong file

Inaccurate live file 
content extracted

Missing live files: 
mistake in 
implementation

Inaccurate non-
allocated file 
metadata extracted

Missing non-allocated 
but recoverable files

Inaccurate non-
allocated file 
content extracted

Many are described in more detail in Casey et al (2019)
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For example: Timeline Generation 

Description 
• Extracting time stamps from file system, and applying 

file specific processing to extract timestamps from 
within files eg Windows Registry 

Dependencies 
 d16 for file system timestamp extraction, and d20 for if 
file specific internal timestamps are to be extracted. 

Potential error introduced at this stage

INCOMP INAC-EX INAC-AS INAC-ALT INAC-COR MISINT

Failure to extract 
timestamps from a file 
type that contains 
extractable low-level 
events.

Creation of a 
fabricated 
timestamp entry

Incorrect 
interpretation 
applied to a 
timestamp e.g. 
message 
received rather 
than read

Incorrectly 
processing a file 
such that 
incorrect 
timestamps are 
added to a 
timeline

Failure to apply 
known clock 
offset

Overly simplified 
timestamp 
without clear 
communciation 
e.g. timestamp 
resolution

Incorrect 
timestamp 
normalisation 
(either interval, 
epoch, or text 
string parsing)

Failure to detect 
inaccurate clock 
used for 
timestamp 
generation

Failure to report 
the possibility of 
inaccurate clock

Incorrectly 
applying a 
timezone
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e.g. display 
messages



Illustration of Error Propagation

file_copier.py https://github.com/chrishargreaves/
digital-forensic-tool-abstractions23



Identification of existence of, but not the specifics 
of the problem
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Identification of existence of, but not the specifics 
of the problem
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Identification of existence of, but not the specifics 
of the problem
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If tools could 
output results at 
intermediate 
stages, the origin 
of errors could be 
more easily 
identified



CASE Example
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Github / Casework / CASE-Examples
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https://github.com/casework/CASE-Examples/tree/master/
examples/illustrations/partitions#partitions-examples



 ObservableObjects & Facets
• DiskPartitionSystem


• partitionList


• DiskPartition


• RecoveredObjectFacet


• InvestigativeAction (Analysis)


• AnalyticResult
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Visualisation
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Visualisation
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Suggested output at each layer of abstraction
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Potential benefits

• Improvements to tool testing and validation process


• Help with building error-focused datasets


• Dual tool verification during a case


• Historic case re-evaluation


• Improved artefact provenance



Summary
• Tool error is, and will likely always be a problem.


• Proposed solutions are to make everything open source, do more validation and testing, 
rely on dual tool verification etc.


• However, this is a huge undertaking that doesn’t scale or distribute well. Or disengages 
with a huge section of the digital forensics community (e.g. commercial tool vendors).


• Alternatively, adding intermediate output is a pragmatic approach to cross-tool 
validation, or validation against carefully constructed error-focused data sets, and CASE 
can help facilitate that.


• This abstraction of tool features allows datasets to be constructed that aren’t aiming to  
“show that it works”, they actively try to target specific features and explore edge cases.
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Future work
• Refinement of abstract model, including detail of ‘file specific processing’


• Further work on potential errors at each stage


• Mapping ‘suggested output’ to CASE ontology


• Potentially implement intermediate output, at least in open source tools


• Integration with Continuous Integration framework


• It is now easier to structure effort on designing and building error focused 
data sets
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Questions?
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