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between multiple persons of interest, and the interpretation Ao

of other movements which are recorded as steps.
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Apple health data derived from iPhone movement and In this rig, an Apple Watch Series 3 and Accelerometer were placed in the The results for the first interval of figure 2 are shown in figure 3 and The second set of results evaluated log behaviour for longer
APP'eowaFCh SENSOFS 15 mcreasm.gly of.lnt.erest In cr|m!nal same location. The benefit of using an external accelerometer over figure 4. duration intervals. Figure 5 (Result Set 2) demonstrates the log
investigation, addressing the actions, timing and location of SensorLog is that we can calibrate the timestamps and verify the Apple for a step count activity that lasts a maximum of 600 seconds.
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We compare the logs recorded in the Apple Health App with ‘ | |
external accelerometer readings to validate the differences
between raw acceleration and final log in terms of step
count and timestamp.
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Figure 5: Result Set 2 - 600 second (10-minute) activity interval

We have considered the acceleration and rotation Figure 3: Lag for the start of the activity interval

characteristics which constitute a robust step identification
to create a controlled step test rig with which we have
gathered data to analyse metrics such as lag times between
actual movement and log in the application.

L We found that Apple Health can record up to 600 seconds of
continuous step counts, which is consistent with the authors in

[2].

R S | SO | N Figure 6 (Result Set 3) below demonstrates a test where we
FRITRIT IV found that separated intervals were aggregated into a 600
VUYL UYL e ————— second interval in Apple Health. This was the same experiment
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. Introduction

The potential of health data, in particular Apple Health data, VYLV VL VU o
is being explored for its use in digital forensics. Edwards [1] Figure 1: Experimental Step Count Rig. LA ] as done in figure 2, but after the Watch was updated from
| Y B WatchOS 5.3.1 to 6.1.2.

explored the file systems within iOS to demonstrate which

databases can be utilised for modelling pattern of life. For the experiments, the test parameters were set to perform swings of S P S ss : )

Zandwijk et al [2] explored the validity of using step counts +- 45 degrees at a rate of 2 steps/second. There are three sets of results e 4 Lag at the end of the activity interval | - - < .

as digital evidence. Their experiments consisted of displayed in this poster (Result Sets 1, 2 and 3 below). SRS Y ] e

comparing step counts from the Apple Health app using I i

human subjects with a variety of experimental parameters. . Results : .
Figure 2 (Result Set 1) below shows the overview for one of the repeated The results for the 10 sets of intervals are displayed in table 1 below.

In this work, we found supporting evidence as per [2] above, experiments. Blue is Apple data and Red is accelerometer data. | mviy  lAppleHeah | | | -

Wlth a fOCUS on the timestamps iﬂ isolation. We utilised an Step Start Step End Log Start Log End Step Count StartLag Endlag StepRate (Steps/sec) | | S EEEEEEEE §BEEEEEEEEE 2

electrical-mechanical test rig to simulate the arm swings of a * | R el R R i

user, instead of using human subjects. 14875 18075 1s7c  1spe 58 8.3s 1.3s Ee=
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26645 29845  o7as 3005 58 7.65 1.6s B Figure 6: Result Set 3 - Aggregated step intervals
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The method is one similar to Espinosa et al [3]. In Espinosa’s
paper, they compare the health data from the Apple Health
app with the raw accelerometer data measured from
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4305 515 451 wre s 80s 095 pa The results show that after the iOS update, Apple Health
0195 53395 si0s 5355 58 Bls TS 23 became more aggressive in aggregating its step intervals and
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>ensorlog. —— R S the delay between sets was no longer enough for Apple Health
| . I /- | | | Slondarddeviation  EETNEC to distinguish them.
We also compared the Apple Health logs with acceleration - A : 125 +1.125
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data from a 3"9-party external Axivity AX3 accelerometer with - . Future Work
the goal of assessing the Apple step counts in terms of Figure 2: Result Set 1 - 10 sets of 60 steps. Table 1: Test results for lag time at 2 steps/second . | | .
acceleration. We will continue these experiments to determine future effects
We repeated this experiment 10 times to obtain a representative number We found that for a step rate of 2 steps/second, the typical lag start of OS updates on lag times, as well as extend to other devices
; of data points to determine the lag time between actual activity and log time is between 7-8 seconds (15-16 steps). The typical lag end time is both Apple and other brands.
. Experlmental Setup time. We applied a 20t-order bandpass IR filter with lower 3-db between 1-2 seconds. The average start lag is 7.85 seconds and the . References
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