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This PowerPoint 2007 template produces an A0 
presentation poster. You can use it to create your 
research poster and save valuable time placing titles, 
subtitles, text, and graphics. 

We provide a series of online tutorials that will guide 
you through the poster design process and answer your 
poster production questions. To view our template 
tutorials, go online to PosterPresentations.com and 
click on HELP DESK.

When you are ready to print your poster, go online to 
PosterPresentations.com

Need assistance? Call us at 1.510.649.3001

QUICK START

Zoom in and out
As you work on your poster zoom in and out to 
the level that is more comfortable to you. Go 
to VIEW > ZOOM.

Title, Authors, and Affiliations
Start designing your poster by adding the title, the names of 
the authors, and the affiliated institutions. You can type or 
paste text into the provided boxes. The template will 
automatically adjust the size of your text to fit the title box. 
You can manually override this feature and change the size of 
your text. 

TIP: The font size of your title should be bigger than your 
name(s) and institution name(s).

Adding Logos / Seals
Most often, logos are added on each side of the title. You can 
insert a logo by dragging and dropping it from your desktop, 
copy and paste or by going to INSERT > PICTURES. Logos 
taken from web sites are likely to be low quality when 
printed. Zoom it at 100% to see what the logo will look like 
on the final poster and make any necessary adjustments.  

TIP: See if your school’s logo is available on our free poster 
templates page.

Photographs / Graphics
You can add images by dragging and dropping from your 
desktop, copy and paste, or by going to INSERT > PICTURES. 
Resize images proportionally by holding down the SHIFT key 
and dragging one of the corner handles. For a 
professional-looking poster, do not distort your images by 
enlarging them disproportionally.

Image Quality Check
Zoom in and look at your images at 100% magnification. If 
they look good they will print well. 
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QUICK START (cont.)

How to change the template color theme
You can easily change the color theme of your poster by going 
to the DESIGN menu, click on COLORS, and choose the color 
theme of your choice. You can also create your own color 
theme.

You can also manually change the color of your background by 
going to VIEW > SLIDE MASTER.  After you finish working on 
the master be sure to go to VIEW > NORMAL to continue 
working on your poster.

How to add Text
The template comes with a number of 
pre-formatted placeholders for headers 
and text blocks. You can add more blocks 
by copying and pasting the existing ones or 
by adding a text box from the HOME menu. 

 Text size
Adjust the size of your text based on how much content you 
have to present. 
The default template text offers a good starting point. Follow 
the conference requirements.

How to add Tables
To add a table from scratch go to the INSERT menu 
and click on TABLE. A drop-down box will help you 
select rows and columns. 

You can also copy and a paste a table from Word or another 
PowerPoint document. A pasted table may need to be 
re-formatted by RIGHT-CLICK > FORMAT SHAPE, TEXT BOX, 
Margins.

Graphs / Charts
You can simply copy and paste charts and graphs from Excel 
or Word. Some reformatting may be required depending on 
how the original document has been created.

How to change the column configuration
RIGHT-CLICK on the poster background and select LAYOUT to 
see the column options available for this template. The 
poster columns can also be customized on the Master. VIEW > 
MASTER.

How to remove the info bars
If you are working in PowerPoint for Windows and have 
finished your poster, save as PDF and the bars will not be 
included. You can also delete them by going to VIEW > 
MASTER. On the Mac adjust the Page-Setup to match the 
Page-Setup in PowerPoint before you create a PDF. You can 
also delete them from the Slide Master.

Save your work
Save your template as a PowerPoint document. For printing, 
save as PowerPoint or “Print-quality” PDF.

Print your poster
When you are ready to have your poster printed go online to 
PosterPresentations.com and click on the “Order Your Poster” 
button. Choose the poster type the best suits your needs and 
submit your order. If you submit a PowerPoint document you 
will be receiving a PDF proof for your approval prior to 
printing. If your order is placed and paid for before noon, 
Pacific, Monday through Friday, your order will ship out that 
same day. Next day, Second day, Third day, and Free Ground 
services are offered. Go to PosterPresentations.com for more 
information.

Student discounts are available on our Facebook page.
Go to PosterPresentations.com and click on the FB icon. 
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In an era marked by a significant rise in various crimes, the integration of Large 
Language Models (LLMs) in digital forensic investigations presents a promising 
frontier [1]. This study explores the potential of LLMs to revolutionize digital forensics, 
addressing the growing challenges faced in the analysis of vast amounts of evidence 
and the need for specialized technical expertise. The adoption of LLMs promises to 
potentially enhance the efficiency of investigations across all types of crimes, offering 
improved evidence traceability and alleviating the technical and judicial barriers faced 
by law enforcement entities. By streamlining evidence analysis and adapting quickly to 
new tools and systems, LLMs could potentially mitigate the issues of time 
consumption, resource allocation, and investigator frustration, thereby reducing the 
backlog of digital forensic cases [1]. This exploration into LLMs' applicability in digital 
forensics aims to illuminate their role in transforming investigative methodologies and 
contributing to more effective and efficient crime-solving approaches.

ABSTRACT

CAPABILITIES OF LARGE LANGUAGE MODELS

POTENTIAL IN DIGITAL FORENSICS

Figure 1 illustrates the potential of employing LLMs in each phase of the DF process, 
using the defined criterion. It highlights the tasks within each phase where LLMs can be 
particularly beneficial. This depiction aids in understanding where LLMs can be most 
effectively integrated into the DF workflow.

LLMs ASSISTING IN DIGITAL FORENSIC INVESTIGATIONS

Figure 2 highlights the evolution of LLMs across various fields, notably in coding and 
image processing. Fine-tuned LLMs excel in converting written instructions into 
executable code. Multimodal Large Language Models (MLLMs) are particularly effective 
in interpreting images and videos, aiding significantly in tasks like crime scene analysis 
and detailed video footage examination [2,3,4].

Forensics and Security Research Group, University College Dublin, Ireland
(akila.wickramasekara@ucdconnect.ie,  mark.scanlon@ucd.ie )

Akila Wickramasekara, Mark Scanlon

Where is the Potential for Large Language Models 
in Digital Forensic Investigation?

Figure 1. Potential of LLMs in the DF Process Model Phases

Figure 2. Example Fine-Tuned, Task-Specific LLMs.
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The Digital Forensic (DF) process model is structured into five principal phases: 
Collection and Seizure, Preservation, Examination, Analysis, and Reporting. Within 
these, the Examination phase further subdivides into sub-phases, including 
Recovery, Harvesting, Reduction, and Classification. Given the expansive 
capabilities of LLMs, there is significant potential for applying LLMs across all these 
phases in the DF process, enhancing efficiency and effectiveness in each step. 
To assess the potential for applying LLMs in each phase of the DF process, a 
criterion defining the level of potential has been established as follows:

● Low Potential:
○ Requires a high level of human expert knowledge.
○ Often requires identifying/handling physical evidence.
○ Minimal or no scope for automation.

● Medium Potential:
○ Necessitates human expert knowledge, though it is not a critical component.
○ Focuses on handling digital evidence, with minimal involvement of physical 

evidence. 
○ Automation is feasible and can be implemented.

● High Potential:
○ Demands minimal human expert knowledge.
○ Exclusively deals with digital evidence.
○ Fully amenable to automation.

The use of tailored LLMs and Artificial Intelligence (AI) Auto Agents in Digital Forensics, 
as shown in Figure 3, presents a significant opportunity to enhance the field's efficiency 
and effectiveness. Integrating LLMs into Digital Forensics as a Service (DFaaS) 
platforms, such as Hansken, enables more effective examination and analysis of 
evidence traces [5]. DF investigators can harness natural language inputs to efficiently 
extract information from these traces, and AI-driven auto agents can be employed to 
analyze evidence and develop incident hypotheses. The use of MLLMs and Augmented 
Large Language Models (ALLMs) is particularly promising for boosting automated 
investigative capabilities. 

While the reporting phase greatly benefits from the precision and standardization offered 
by LLMs, reducing language errors and improving report accuracy, it's important to be 
mindful of the limitations of LLMs in phases like collection and preservation. These early 
stages of the DF process are critical, and maintaining a balance between human 
oversight and AI automation is essential for accurate and reliable outcomes. The 
potential for manpower and cost reduction through LLM automation is significant, but the 
integration of human expertise remains a crucial aspect of the process. Future research 
directions may explore the role of LLMs and general AI in enhancing decision-making 
within the realm of DF, further pushing the boundaries of technology in this field.

Figure 3. High Level Architecture of Fine-Tuned LLM-Aided DF Investigation.
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