TLExport - GENERATING DECRYPTED TLS PCAPS

Daniel Baier*, Jannis F. Borg-Olivier, Lars Morkovsky

SERVER_HANDSHAKE _TRAFFIC_SECRET 9clc6f676+206d616U465206279206d617274656e2d6465722d145697362616572 S5dc6cla2acfa673e9025eef0d2d8

_SECRET 9cb2e B25d e69c5b 325¢376424U4b60f7+97f5391a1491
cjN016aa3f2181b8 b 7a70a2c691bd1b2 Fra'u'n h O-Fe r FKI E 999872863aelf8fc917678alc6 b3268

9cb2eldb9016aa 181b825da2a70a2c691bd1b2u482u41c9b0fbbf85bate69c5b U36u1Uc228d70288c3b0 531 e
9cb2elb9016aa 181b825da2a70 91bdl 241cyg e69c5h y d a
_SECRET ffe299 81328 5 e 50 | ae
_ e29488E Vetad8u32875 e75¢ e clc c89e
efa 4 L4a549395e756fe0 eb3fc c a6e o c a
elY%e 1 8 cha COO{ D31tC p N a
4 e 4 N 4 a6N C cle
_ cDSYCY ouvea 1 Oba <r al ac b Ve \

q .
a H-67eboU0d 8e8U90U0f3ae31297XguUd2f6613cbcbf3baltcb90e5d
SERVER_TRAFFIC_SECRET_0 u44bd6cb59c9176d0eaccbh33db2ble3867886e52dbac5ea37a029ac0667ebou0d 5u4e@34472d23efuUda386U4cd5107622902433

OVERVIEW

Network forensic tools often do not support full decryption of TLS traffic, especially
when not all key material is provided. TLExport allows the generation of copies of
traffic captures containing the decrypted TLS data, enabling forensic researchers to

use tools and analyses that lack decryption capabilities.
TLExport highlights:

" Decryption of TLS payload as pcap for the given keys
" First tool enabling TLS 1.3 application traffic decryption utilizing only the
application traffic secrets

" Open source and publicly available at https://github.com/fkie-cad/TLExport

MOTIVATION

More and more malware leverages TLS encryption to hide its communications and to
exfiltrate data to its command server, effectively bypassing traditional detection
platforms. This trend underscores the importance of accessing decrypted network
traffic in digital forensics and cybercrime investigations. While there are methods
allowing the extraction of TLS keys required for decryption, the range of tools available
that can apply these keys for decryption is still limited. For example, projects such as

Zeek and Scapy offer only rudimentary support for TLS decryption.

CONCEPT

TLExport is a tool for decrypting TLS traffic and exporting it as unencrypted TCP traffic.

The goal is to support network analysis tools, which have no or limited support for TLS

decryption.
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In the first step (@) , TLExport parses the pcap and extracts the data blocks and
contents. Moreover, it organizes the packets into sessions using IP addresses and ports.
Finally, TLExport identifies which sessions are TLS sessions and performs stream
reassembly.

The decryption process (@) begins with extracting the required keys for a TLS
connection from dynamic secret blocks (DSBs) or an SSLKEYLOG file, using information

from the client hello message and the client random.

The server hello message further assists in determining the ciphersuite and TLS
version in use. This data, combined with the secrets from the SSLKEYLOG or DSB,

enables the derivation of client and server write keys and initialization vectors.
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In the last step (@), TLExport replaces the encrypted stream with the decrypted
one. The decrypted stream is still a valid TCP connection but without any TLS-
specific artifacts. The timestamps of the new TCP connections are meticulously
aligned with the timestamps from the original TLS packets. This way, the integrity of
the following analyses is maintained. It is also possible to specify custom ports for

decrypted traffic to filter decrypted streams more efficiently.

WORKING WITH TLExport

TLExport offers two operating modes for processing the decryption keys. One is to
get they keys from the DSB and the other is processing the SSLKEYLOG-file. When the
DSB of a pcapng contains the keys, the decryption is easy:

FKIE ./tlexport.py -1 in.pcapng -o out.pcapng

[*] using keys from DSB

[*] Checking for TLS Traffic on these ports: [443]
[*] Decrypting session: [192.168.0.149:51132-10.37.129.2:443]

The -1 parameter indicates the pcap with the encrypted TLS streams, and the -0
parameter is used to specify the new decrypted pcap. To provide the SSLKEYLOG file
the -s parameter is used:

FKIE ./tlexport.py -1 in.pcapng -o out.pcapng -s tls 13 keylog.log
[*] using keys from SSLKEYLOG: tls 13 keylog.log

[*] Checking for TLS Traffic on these ports: [443]
[*] Decrypting session: [192.168.0.149:51132-10.37.129.12:443]

FUTURE WORK

" Support for QUIC
" Support for DTLS
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