
ABSTRACT

INTRODUCTION

ARTIFACTS

 
OCTOBER 9, 2023 OCTOBER 10, 2023

00:00 06:00 12:00 18:00 00:00 06:00 12:00 18:00

After identification [1] [2] [3], parsing, and review of iOS artifacts,
the following are highlighted as useful for our investigation:

Application traces
– /Library/Logs/mobile installation helper.log.*
–/Library/com.apple.itunesstored/itunesstored2.sqlitedb
– /Library/CoreDuet/People/interactionC.db
– /Library/Databases/DataUsage.sqlite

Keyboard
– /Library/Keyboard/langlikelihood.dat

Activity throttling
–/Library/Preferences/com.apple.contextstored.plist
–/Library/Preferences/com.apple.coreduetd.plist

Disk usage
–/Library/Preferences/com.apple.Preferences.plist

Safari History
– /Library/Safari/History.db

User Created/Saved Photos
 – /Media/DCIM/1*APPLE
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The identification of human usage hours of a mobile device plays a
crucial role in certain legal cases, enabling the determination of the
time of last usage or the user's activity during a specific period.
This research consists of the identification of forensic artifacts
within the iOS operating system related to the user's activity and
discarding those that are related to background services. The
result is a Python script that extracts data from an encrypted iOS
backup and generates an output that is easily indexable and
drawable.
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Identifying relevant artifacts.

Developing software for artifact parsing.

Creating dynamic graphical representations for
activity analysis.

Extracting information on critical dates
and anomalous activity.

Our research aims to identify forensic artifacts within the iOS
operating system to determine human usage hours of mobile
devices and discard background activity, facilitating investigations
in legal cases.
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